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Uvodna rije¢
glavnog urednika

A

Postovani ¢itaoci,

Pred nama je jos jedan broj casopisa Bankar, sa temama koje su aktuelne u
poslovanju banaka. Izabrani su tekstovi autora koji se bave zelenom energijom u
finansijama odnosno ekoloski odrZivim razvojem i prosperitetom, ali i otvorenim
bankarstvom, ili PSD2 direktivom gdje regulativa za cilj ima podstaknuti
tehnoloske inovacije i njihovu implementaciju u sistem monetarnih transakcija.
Konciznim tekstom obradene su psiholoski i operativno prevarne radnje u
finansijama sa posebnim osvrtom na bankarsko poslovanje. Iz Letonije imamo
upozorenje da je laZne telefonske pozive “iz banke” primilo 55% Letonaca.
Ukupno je 2021. godine u Cetiri najvece banke u Letoniji otkriveno 3.180
slucajeva telefonskih prevara, kojima je ukradeno 4.950.333 eura. Interesantan
tekst imamo u vezi stava Vrhovnog suda EU koji je poostrio smjernice o cuvanju
podataka u borbi protiv kriminala.

Koliko su inovacije prisutne moZemo vidjeti iz teksta UdruZenja banaka Ceske
gdje umjesto broja racuna u internet, ili mobilnom bankarstvu, dovoljno ¢e

biti unijeti broj mobilnog telefona primaoca uplate. Upoznajemo vas i sa
razmatranjem Svajcarskog parlamenta u tretiranju bankarske tajne. Spansko
UdruZenje banaka upozorava da egzogeni faktor kao Sto je rat, ili kontinuirani
rast cijena energije povlaci za sobom kratkoro¢na ogranicenja ponude i traznje,
sa vecom neizvjesnoscu za buducnost, odnosno kada i najbolje finansiranje

nije dovoljno. Sa druge strane iz Italijanskog UdruZenja banaka zahtjevaju da
se banke ne opterecuju dodatnim kapitalnim zahtjevima uz kreiranje pravila

za odrZivo finansiranje, vaZnost kompletiranja Bankarske unije i Unije trZista
kapitala na "pragmaticniji" nacin. PaZnju na sebe skrece tekst koji ukazuje na
tradicionalne funkcije novca kao $to su standard vrijednosti, posrednik razmjene
i rezerva vrednosti, u Sirem okviru i uloga monetarne inovacije, kriptovaluta i
identifikaciju, Cetvrtu funkciju novca.

Sigurni smo da cée kako profesionalci iz banaka, tako i nasi &itaoci iz drugih
sfera Zivota, naci tekstove koji mogu obogatiti ugao posmatranja u bankarskom
poslovanju.

S postovanjem,
Glavni i odgovorni urednik
mr Bratislav Pejakovi¢
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Foreword
of the Secretary General

Dear Readers,

We present another issue of the magazine Bankar, with topics that are current in the
banking business. The articles of this issue are dealing with, inter alia, green energy
in finance, i.e. ecologically sustainable development and prosperity, open banking,
and PSD2 directive, where the regulation aims to encourage technological innovati-
ons and their implementation in the system of monetary transactions. Fraudulent ac-
tivities in finance are featured in another article, psychologically and operationally,
paying special attention on banking operations. A warning from Latvia says that
55% of Latvians have received fake phone calls "from the bank". In total, in 2021,
3,180 cases of telephone fraud were detected in the four largest banks in Latvia, from
which 4,950,333 euros were stolen. We also bring you an interesting article on the
position of the EU Supreme Court, which tightened the guidelines on data retention
in the fight against crime.

The article brought to you by the Czech Banking Association shows the importance of
innovations nowadays, where instead of the account number required for internet or
mobile banking, it will be enough to enter the mobile phone number of the recipient
of the payment. We also introduce you to the consideration of the Swiss Parliament
in the treatment of bank secrecy. The Spanish Association of Banks warns that an
exogenous factor such as war, or the continuous rise in energy prices entails short-
term restrictions on supply and demand, with greater uncertainty for the future, i.e.,
when even the best financing is not enough. On the other hand, the Italian Banking
Association demands that banks should not be burdened with additional capital requ-
irements while creating rules for sustainable financing, as well as the importance of
completing the Banking Union and the Capital Market Union in a more "pragmatic"
way. The next article draws attention to the traditional functions of money such as
the standard of value, the medium of exchange and reserve of value, as well as the
role of monetary innovation in a broader framework, cryptocurrencies and the identi-
fication as the fourth function of money.

We are confident that both the bankers and our readers from other spheres of life will
find articles that can enrich the angle of observation in banking business.

With respect,
Editor-in-Chief
Bratislav Pejakovi¢, MSc
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Banke
da predu
sa analize

Rens van Tilburg,
direktor Laboratorije
za odrzive finansije
na Univerzitetu Utreht

Rins van Tilburg, direktor

aboratorije za odrzive

finansije na Univerzitetu Utreht, smatra da 2022. godina
predstavlja godinu klimatske istine. Finansijske institucije
¢e ove godine izraditi akcione planove o tome kako ¢e
svoje bilanse uskladiti sa Pariskim klimatskim ciljevima
za 2030. Mapiranje klimatskih i ekologkih rizika koje
klijenti - a samim tim i banke imaju - igra glavnu ulogu.

Banke su na dobrom putu, kaze Van Tilburg: ,,Ali neka
banke sada uglavnom pripisuju viSe posljedica svemu
$to ve¢ znamo. Banke se oprastaju od kompanija koje
se ne slazu sa tranzicijom odrzivosti, ve¢ su jos uvijek
previSe ogranicene, a cijene klimatskih rizika treba da
budu mnogo vece."

Poplave, oluje sa gradom, suse, Sumski pozari, propa-
danje usjeva... Klimatske promjene i degradacija Zivotne
sredine nanose konkretnu, fizicku Stetu kompanijama
i domacinstvima, $to se pretvara u rizik za finansijera.
Zbog istih klimatskih promjena i degradacije Zivotne
sredine, mnoge kompanije moraju sada da ulazu kako

»Finansijske institucije ce ove
godine izraditi akcione planove
o tome kako Ce svoje bilanse
uskladiti sa Pariskim klimatskim
ciljevima za 2030.

na akciju

bi mogle da nastave (odrzivo) poslovanje na dugi rok
- to su takode rizici i za finansijera.

Pitanje kako ta¢no takvi klimatski i ekologki rizici
uticu na bilanse banaka - to pitanje jedva da se dugo
postavljalo, pocinje Rens van Tilburg: ,,Kao nezavisna
grupa naucnika, Laboratorija za odrzive finansije moze
da postavi i pokusa da odgovori na tako teska pitanja.
Stoga, mi smo 2013. godine istrazivali ideju o,balonu
ugljendioksida®: ako pretpostavimo da u jednom potezu
idemo u odrzivi svijet, $ta se onda dogada s vrijednosc¢u
kompanija za plin, ugalj i naftu? Razvili smo scenarije i
mapirali koje bi banke u Evropi mogle biti pogodene time.“

OGROMAN UTICAJ
Van Tilburg: "Predvidjeli smo ogroman uticaj. Takode
smo vidjeli da mnoge finansijske institucije ne uzimaju
u obzir predstojecu tranziciju odrzivosti. Na primjer,
ako pogledate kreditnu sposobnost velike naftne
kompanije, velika je razlika da li pretpostavljate da
kompanija moze da podigne sve akcije u zemlji i da ih
proda. Ili da to nije moguce jer dolazi do prevelikog
ispustanja CO2 u vazduh, tako da ne mozemo ostvariti
pariske klimatske ciljeve. U meduvremenu su takve
kompanije cijenjene na berzama i njihova kreditna
sposobnost se procjenjuje pod pretpostavkom da su
sve te akcije prodate."

»Nas zakljucak u to vrijeme je bio da finansijske
institucije poklanjaju premalo paznje uticaju tranzicije
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BANKING AND CLIMATE RISKS

Rens van Tilburg, director
of Sustainable Finance Lab at Utrecht University

Banks

to move

from analysis
to action

022 is the year of climate truth, according to

Rens van Tilburg, director of the Sustainable
Finance Lab at Utrecht University. This year, financial
institutions will come up with action plans on how
they will bring their balance sheets in line with the
Paris Climate Goals for 2030. Mapping climate and
environmental risks that customers - and therefore
banks - run plays a major role.

Banks are on the right track, says Van Tilburg: "But
let banks now mainly attach more consequences to
everything we already know. Banks are saying goodbye
to companies that do not go along with the sustain-
ability transition. But still too limited and climate
risks need to be priced much more."

Floods, hailstorms, drought, forest fires, crop failures...
Climate change and environmental degradation cause
concrete, physical damage to businesses and households,
which translates into risks for the financier. Due to the
same climate change and environmental degradation,
many companies have to invest now in order to be able
to continue to do business (sustainably) in the long
term - these are also risks for the financier in question.

The question of how exactly such climate and en-
vironmental risks affect the balance sheets of banks
- that question was hardly asked for a long time, rens
van Tilburg begins: "As an independent group of
scientists, the Sustainable Finance Lab is able to ask
and try to answer such difficult questions. In 2013, we

therefore investigated the idea of the ‘carbon bubble':
suppose we go to a sustainable world in one go, what
happens to the value of gas, coal and oil companies?
We developed scenarios and mapped out which banks
in Europe could be affected.”

HUGE IMPACT
Van Tilburg: "We foresaw a huge impact. And also
saw that many financial institutions do not take into
account the upcoming sustainability transition. For
example, if you look at the creditworthiness of a large
oil company, it makes quite a difference whether you
assume that the company can bring up all the stocks
in the ground and sell them. Or that that is not pos-
sible, because too much CO2 goes into the air, so that
we cannot achieve the Paris Climate Goals. In the
meantime, such companies are valued on the stock
exchanges and their creditworthiness is estimated on
the assumption that all those stocks are sold.”
"Financial institutions pay too little attention to the
impact of the sustainability transition on their balance
sheets, was our conclusion at the time. Supervisory

»Lhis year, financial institutions
will come up with action plans on
how they will bring their balance
sheets in line with the Paris
Climate Goals for 2030

5



BANKARSTVO | KLIMATSKI RIZICI septembar 2022 |

5 ,,Postoje odredene kompanije od
kojih se banke sada oprastaju zbog
ekoloskih i/ili klimatskih rizika.
Medutim, to je jos uvijek vrlo
ograniceno, a cijene klimatskih
rizika rijetko se odreduju

visoke emisije. Banke se i dalje previde ugledaju jedni
na druge. Od pomisli: ako budem vodec¢i, onda bih
mogao propustiti prihod koji imaju konkurenti, pa
$to svijet na kraju ima od toga? Necu to uciniti dok
i ti to ne ucinis. Stoga bih ocekivao da ¢e holandske
banke zatraziti od ECB-a da stroze prati upravljanje
klimatskim rizikom. Ovo stavlja konkurenciju koja
jos uvijek ulaze kao da se klimatske promjene ne do-

odrzivosti na njihove bilanse. Nadlezni organ Centralne
banke Holandije (DNB) za superviziju brzo je shvatio da
se ovo pitanje dotice njihove primarnefunkcije: osigurati
da banke takode pravilno upravljaju ovim rizicima. DNB
je sproveo istragu i Evropski nadlezni organ za ECB
superviziju je prije dvije godine izrazio svoja ocekivanja
o nacinu na koji banke oblikuju svoje upravljanje kli-
matskim rizicima. U svom nedavnom izvjestaju, ECB
je pokazala kako vise od 100 najvecih banaka u Evropi
rade: nijedna od tih banaka ne radi sasvim kako treba,
20% ne radi bas nista i nema planova da to poboljsa.”

IZNENADEN

Van Tilburg: "Bio sam prili¢no iznenaden ovim pro-
centima. O ovoj temi govorimo ve¢ godinama. Postoje
mnoge studije i odavno se zna koji su najve¢i rizici u
ovoj oblasti. Podaci i metode jo$ nijesu savrseni, ali
pocnimo pripisivati posljedice svemu $to ve¢ znamo.
Postoje odredene kompanije od kojih se banke sada
oprastaju zbog ekologkih i/ili klimatskih rizika. Medutim,
to je jo§ uvijek vrlo ograniceno, a cijene klimatskih
rizika rijetko se odreduju. Iako je upravljanje rizicima
osnovna nadleznost banaka,ocekivanja nadleznih organa
za superviziju takode pruzaju dovoljne smjernice. A na
raspolaganju su bezbrojne metode i instrumenti. Dakle,
to nije ono Sto koci banke. Ipak, zasad samo je sektor
uglja rekao zbogom. Ali razvijanje novih polja u blizini
nafte i plina takode nije kompatibilno sa Klimatskim
sporazumom. Prema tome, ne treba da to finansirate
zbog tranzicionih rizika kojima se tada izlazete. U
okviru sektora se zna i §to su zeleni predvodnici, a
$to fosilni zaostaci. Proizvoda¢ automobila koji je
propustio elektri¢nu revoluciju zasluzuje uz odobreni
kredit pozamasnu dodatnu premiju za tranzicioni
rizik. Isto vazi i za mala i srednja preduzeca, ukljucu-
juéi poljoprivredu, za kompanije koje imaju relativno

gadaju u nepovoljan polozaj i time povecava opseg za
sprovodenje dobrog upravljanja rizicima."

AMBICIJA JEDOBRA

Van Tilburg pozitivno gleda na saradnju finansijskog
sektora u okviru Finansijskog sektora za klimatske
obaveze koji je izdat 2019. godine: ,,Ambicija je dobra.
Ali sada vidim i banke koje se bore s pitanjem kako
¢e ispuniti postavljene klimatske ciljeve. Ovo se moze
vidjeti i u prvom izvjestaju o napretku prosle godine.
Stoga ¢e 2022. godina predstavljati godinu klimatske
istine. Tada finansijske institucije donose akcione
planove o tome kako ¢e razvijati svoje bilanse u skladu
sa onim §to je potrebno za postizanje Pariskih klimat-
skih ciljeva. Zatim mora biti jasno $ta ¢e to znaciti u
smislu emisije CO2 kompanija koje finansiraju banke.I
veoma vazno: koje ¢e akcije banke preduzeti u tom
ciljuMozemo li podstaknuti kompanije da smanje
emisiju CO2 ili ¢emo reci zbogom njima?"

GRANICA

»Kao svijet, moramo uciniti sve §to mozemo da
ograni¢imo klimatske i ekoloske rizike sto je vise
moguce. Banke igraju vaznu ulogu u tome. Od banaka
se moze ocekivati da gledaju naprijed, vide rizike i
procjenjuju ih. Tako da klijenti ovdje i sad shvate: ej
bolje je sada da preduzmemo mjere kako bi poceli
da poslujemo na odrziv nacin. Ili da stavimo solarne
panele na krov. Banke su pokazale da to mogu. Na
primjer, sa obavezom stavljanja oznake C od 2023.
godine na komercijalne nekretnine koje finansiraju.
Banke bi takode mogle da preuzmu vodstvo kada je
rije¢ o odrzivosti malih i srednjih preduzeca. U isto
vrijeme, postoji i ograni¢enje onoga $to banke mogu
uciniti. Propisi bi bili od velike pomo¢i, kao $to je
obavezna energetska oznaka skok prilikom selidbe
- pitanje koje sve vi$e postavlja Udruzenje banaka
Holandije. Svakako je potrebno vise vladinih akcija
da bi se ova tranzicija dogodila.”
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»Banks are saying goodbye

to companies that do not go
along with the sustainability
transition. But still too limited
and climate risks need to be

authority De Nederlandsche Bank (DNB) quickly
realised that this issue touches on their primary
mandate: to ensure that banks also manage these
risks properly. DNB conducted an investigation and
the European supervisory authority ECB expressed
its expectations two years ago about the way in which

banks shape their climate risk management. In its
recent report, the ECB showed how the more than
100 largest banks in Europe are doing: none of those
banks are doing quite right, 20% are doing nothing
at all and have no plans to improve it."

SURPRISED

Van Tilburg: "I was quite surprised about these percent-
ages. We've been talking about this topic for years now.
There are many studies and it has long been known
what the biggest risks in this area are. The data and
methods are not yet perfect, but let's start attaching
consequences to everything we already know. There are
certain companies that banks are now saying goodbye
to because of the environmental and/or climate risks.
But it is still very limited and the pricing of climate
risks is only done sparsely. While managing risks is
the core competence of banks. The expectations of the
supervisory authorities also provide sufficient guidance.
And there are countless methods and instruments
available. So that's not what's holding banks back.
Yet, for the time being, only the coal sector has said
goodbye. But developing new fields near oil and gas
is also incompatible with the Climate Agreement. So
you should not want to finance that because of the
transition risks that you then run. Within sectors, it is
also known what the green frontrunners are and what
the fossil laggards are. Credit for a car manufacturer
that is missing the electric revolution deserves a hefty
extra transition risk premium. The same applies to
SMEs, including agriculture, for companies that have
relatively high emissions. Banks still look at each other
too much. From the thought: if I lead the way, then I
might miss out on income that competitors do have, so
what does the world ultimately get out of that? I won't
do it until you do it too. I would therefore expect the
Dutch banks to ask the ECB to monitor climate risk
management more strictly. This puts the competition
that still banks as if there is no climate change going
on at a disadvantage and thus increases the scope to
conduct good risk management itself."

priced much more

AMBITION IS GOOD

Van Tilburg is positive about the cooperation of the
financial sector within the Climate Commitment
Financial Sector that was issued in 2019: "The ambition
is good. But I now also see banks struggling with the
question of how they will meet the set Climate Goals.
This is also visible in the first progress report last year.
2022 will therefore be the year of climate truth. Then
financial institutions come up with action plans on how
they will develop their balance sheets in line with what
is needed to achieve the Paris Climate Goals. Then it
must become clear what that will mean in terms of the
CO2 emissions of companies that are financed by banks.
And very important: what actions banks will take to
this end. Can we encourage companies to reduce CO2
emissions or are we going to say goodbye to them?"

BOUNDARY

"As a world, we must do everything we can to limit
climate and environmental risks as much as possible.
Banks play an important role in this. Banks can be ex-
pected to look ahead, see risks and price them. So that
customers in the here and now realize: hey, it's better
to take measures now. To start doing business sustain-
ably now. Or to put solar panels on my roof. Banks
have shown that they can do it. For example, with the
Label C obligation from 2023 on commercial real estate
financed by them. Banks could also take more of the
lead when it comes to making SMEs more sustainable.
At the same time, there is also a limit to what banks
can do. Regulations would help enormously, such as
a mandatory energy label jump when moving house
- something that is increasingly being raised by the
Dutch Banking Association. More government action
is certainly needed to make this transition happen.”
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Miodrag DZodZo,
ABC TECH

»Druga Direktiva o
platnim uslugama
(PSD2) usvojena je
prvenstveno zbog
poticanja tehnoloskog
napretka i rjesavanja
pitanja besprijekornih
i sigurnih platnih
usluga

PSD2
u Crnoj Gori

ABC TECH je vodeci regionalni provajder naprednih bankarskih
rieSenja, i prvi je na podrucju Republike Hrvatske napravio
zaokruzeno PSD2 rjeSenje koje je sada u primeni u dvije banke
(Partner banka i Nova Hrvatska banka). U tijeku je implementacija
ovog riesSenja u Slatinskoj banci. ABC TECH Rjesenje PSD2 u
celosti ispunjava rigorozne standarde ove direktive i dobilo je
saglasnost Hrvatske Narodne Banke za upotrebu u bankarskom
sistemu Republike Hrvatske.

Usklopu konstantne teznje za unapredenjem EU trzista financijskih
usluga, od strane EK donesena je druga Direktiva o platnim uslugama
na unutras$njem trzistu (PSD2) usvojena prvenstveno zbog poticanja tehno-
loskog napretka odnosno radi rjesavanja pitanja besprijekornih i sigurnih
platnih usluga. Regulativa je za cilj imala potaknuti tehnoloske inovacije i
njihovu implementaciju u sistem monetarnih transakcija. Ovim su, pored
uspostavljanja boljih sigurnosnih zahtjeva i poboljsanja zastite korisnika
platnih usluga, uvedena i regulisana dva nova osnovna platna servisa za
sudionike izvan bankarskog sistema koja bankama sudionicama na trzistu
EU mandatira otvaranje pristupa teku¢im ra¢unima fizickih i pravnih osoba:

> Usluge iniciranja placanja (PIS)
> Informacijske usluge racuna plac¢anja (AIS)

Informacijske usluge o platnom ra¢unu omogucava certificiranim en-
titetima (AISP) da krajnjim korisnicima nude agregirane - objedinjene
informacije o jednom ili vide racuna za placanje koje vodi nekoliko pruzatelja
platnih usluga, a kojima se moze pristupiti putem interneta preko interfejsa
pruzaoca platnih usluga. Korisniku platnih usluga je na taj na¢in omogucen
potpuni pregled cjelokupne finansijske situacije sa svih platnih racuna koje
korisnik posjeduje, ali je istovremeno omoguceno kreiranje novih usluga
na trzistu gdje se ponajvise istice usluga jednostavnijeg kreditnog skoringa
analizom sada lako dostupnih podataka o korisnikovom tekuéem ra¢unu
(uz pristanak korisnika naravno).
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PSD2
in Montenegro

ABC TECH is the leading regional provider of advanced
banking solutions, and the first in the Republic of Croatia to
create a comprehensive PSD2 solution that is now in use in
two banks (Partner banka and Nova Hrvatska banka). The
implementation of this solution is underway in Slatinska banka.
ABC TECH Solution PSD2 fully meets the rigorous standards of
this directive and has been authorised by the Croatian National
Bank for use in the banking system of the Republic of Croatia.

As a part of the constant effort to improve the EU market of financial
services, the second Directive on payment services in the internal
market (PSD2) was adopted by the EC, primarily to encourage technological
progress, i.e., to solve the issue of seamless and secure payment services.
The aim of the regulation was to encourage technological innovations
and their implementation in the system of monetary transactions. In
addition to establishing better security requirements and improving the
protection of payment service users, two new basic payment services for
participants outside the banking system were introduced and regulated,
which mandates banks participating in the EU market to open access to
the current accounts of natural and legal persons:

> Payment Initiation Services (PIS)
> Payment Account Information Services (AIS)

Payment account information services enable certified entities (AISP) to
offer end-users aggregated - consolidated information about one or more
payment accounts maintained by several payment service providers, which
can be accessed online through the payment service provider's interface. In
this way, the user of payment services is provided with a complete overview
of the entire financial situation from all the payment accounts that the user
owns, but at the same time it is possible to create new services on the market,
where the service of simpler credit scoring by analysing the now easily avai-
lable data on the user's current account (with consent of the user) stands out.

Miodrag Jojo,
ABC TECH

»The Second Payment
Services Directive (PSD2)
was adopted primarily to

encourage technological
progress and to address
the issue of seamless and
secure payment services

11
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»Banke koje se usklade
sa PSD2 morace da
"otvore" svoja sucelja
aplikacijskih programa
novim provajderima
platnih usluga, koji
ce moci pristupiti
informacijama o
korisnickom racunu

Usluge iniciranja pla¢anja omogucavaju nalogodavcu (kupcu) direktno
pozivanje pla¢anja sa svog racuna putem PISP-a, bez posrednika u placanju
(kao $to su danas karti¢ne kuce). U praksi to znaci da se kroz navedenu
regulativu sami trgovci mogu registrovati kao pruzatelji servisa pla¢anja u
svoje ime, te vréiti placanja bez ikakvih posrednika, i $to je najvaznije: bez
naknada. Kod kupovine nekog artikla na web shop-u, Trgovac ¢e inicirati
transfer sredstava sa racuna kupca na svoj rac¢un, bez posrednika.

Uvodenjem novih platnih usluga, trziste je otvoreno za nove pruzaoce
usluga: pruzaoce usluga inicijacije placanja (PISP) i pruzaoce usluga pro-
vajdera informacija o racunu (AISP).

Do sada su pristup podacima o korisni¢ckom ra¢unu bile isklju¢ivo u
vlasnistvu banaka. Medutim, banke koje se usklade sa PSD2 ¢e morati da
"otvore" svoja sucelja aplikacijskih programa novim provajderima platnih
usluga, koji ¢e modi pristupiti informacijama o korisni¢ckom ra¢unu (samo
putem ovog kanala), pregledavati placanja i izdavati potvrde o stanju.
Istovremeno, sigurnost pruzanja ovih usluga strogo je regulirana tako da
podaci ili resursi korisnika nisu ugrozeni.

Takode, PSD2 je uveo stroge sigurnosne zahtjeve za pokretanje i obradu
elektronskih platnih transakcija. Ova direktiva usmjerava pruzaoce plat-
nih usluga da primjenjuju takozvanu “Strong Customer Authentication
(SCA)” kada platilac inicira transakciju elektronskog placanja jer ce to bolje
zastititi njihove podatke i smanyjiti rizik od prevare.

Stoga ce banke i drugi pruzaoci platnih usluga morati da uspostave i
potrebnu infrastrukturu za ja¢u autentifikaciju korisnika. Pored visih
sigurnosnih zahtjeva, od provajdera platnih usluga se trazi da upravljaju
povezanim operativnim i sigurnosnim rizicima i prijavljuju incidente u
vezi s tim. Uveden je rok za odgovaranje na prituzbe potrosaca i skrac¢en
rok (sa 12 na $est mjeseci) nakon kojeg korisnik platnih usluga moze bez
naknade otkazati okvirni ugovor.

Ova direktiva takode identifikuje i detaljnije usluge koje nisu kategorisane
kao usluge plac¢anja. Primjeri ukljucuju usluge kolektivne kupovine i trgo-
vacke kartice koje se mogu koristiti u ograni¢enoj mrezi (poput kupovine
u pojedina¢nim trgovinama, maloprodajnim lancima i jo§ mnogo toga).

Koji je krajnji benefit za Banke? Prvenstveno u kvalitetnijem screeningu
potencijalnih novih klijenata kroz AIS uslugu, te predstavljanje novih i ino-
vativnih usluga kroz PIS, gdje u suradnji s trgovcima mogu ostvariti razne
benefite koristenjem direktnih sistema placanja bez karti¢nih posrednika.
Ali uzevsi u obzir otvorenost sistema i napredne sigurnosne zahtjeve,
mogucnosti inovacija su nebrojene.

Predlozeni Zakon o izmjenama i dopunama Zakona o platnom prometu
Crne Gore vodi ka uskladivanju sa opisanom PSD2 regulativom, uvode se
novi provajderi platnih usluga, podstice se trzisna konkurentnost, omo-
gucava dalji razvoj inovativhog mobilnog i internet platnog prometa,
povecava se sigurnost za elektronska placanja i pruzatelje platnih usluga
i ocekuje se smanjenje cijene usluga platnog prometa za krajnje korisnike
uz jednostavan, pristupacan i inovativan nacin placanja.
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Payment initiation services enable the principal (customer) to directly call
payment from his account via PISP, without payment intermediaries (such as
card houses today). In practice, this means that through the aforementioned
regulation, merchants themselves can register as payment service providers in
their own name, and make payments without any intermediaries, and most im-
portantly: without fees. When purchasing an item on the web shop, the Merchant
will initiate the transfer of funds from the customer's account to his account,
without an intermediary.
With the introduction of new payment services, the market is opened to new
service providers: Payment Initiation Service Providers (PISPs) and Account
Information Service Providers (AISPs).
Until now, access to user account data was exclusively owned by banks. However,
banks that comply with PSD2 will have to "open up" their application program
interfaces to new payment service providers, who will be able to access customer
account information (only through this channel), review payments and issue
balance confirmations. At the same time, the security of the provision of these
services is strictly regulated so that the user's data or resources are not endangered.
Also, PSD2 introduced strict security requirements for the initiation and pro-
cessing of electronic payment transactions. This directive directs payment service
providers to apply the so-called "Strong Customer Authentication (SCA)" when
the payer initiates an electronic payment transaction, as this will better protect
their data and reduce the risk of fraud.
Therefore, banks and other payment service providers will have to establish the
necessary infrastructure for stronger user authentication. In addition to higher
security requirements, payment service providers are required to manage the
associated operational and security risks and report related incidents. A deadline
for responding to consumer complaints was introduced a shortened deadline » Banks that Comply
(from 12 to six months) after which the payment services user can cancel the with PSD2 will have
framework agreement free of charge. " " .
This directive also identifies in more detail services that are not categorized as to Ope n up their

payment services. Examples include collective purchasing services and merchant avplication proeram
cards that can be used in a limited network (such as shopping at individual stores, p P p g

retail chains, and more). interfaces to new
What is the ultimate benefit for Banks? Primarily in the better screening of p aym ent service

potential new clients through the AIS service, and the presentation of new and . .

innovative services through PIS, where in cooperation with merchants they can pT’OVlde rs, who will

achieve various benefits by using direct payment systems without card intermedi- be able to access

aries. But given the openness of the system and advanced security requirements,

the possibilities for innovation are endless. customer account
The proposed Law amending the Payment System Law of Montenegro leads inform ation

to harmonization with the described PSD2 regulation, introduces new payment
service providers, encourages market competition, enables further development
of innovative mobile and internet payment transactions, increases security for
electronic payments and payment service providers and the price of payment
services for end users is expected to decrease with a simple, accessible and in-
novative payment method.
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, generalni sekretar
Udruzenja banaka
Crne Gore
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Uzroci
prevarnih

radnji

P ritisak je nuzni prvi korak koji
uzrokuje da pojedinac ozbiljno
razmislja o prevari. Pritisci na pre-
varu Cesto ukljucuju finansijske
probleme: zivot iznad vlastitih mo-
gucnosti, pohlepa, visok licni dug, slab kredibilitet
lica, racuni za lijecenje, investicioni gubici, troskovi za
skolovanje djece, podcjenjivanje sposobnosti lokalnog
supervizora itd. Prevara u finansijskim izvjestajima
Cesto je vezana uz direktan pritisak, kao ostvarivanje
targeta, ili kvalificiranje za bonuse.

»Pritisci na prevaru cesto

ukljucuju finansijske
probleme: Zivot iznad viastitih
mogucnosti, pohlepa, dugovi,
gubici, racuni za lijecenje,
Skolovanje djece, itd.

Podsticaji, motivi prevarnih radnji, koji mogu biti
raznih osnova, obi¢no se realizuju potenciranjem
velikog istrazivanja i razvoja, kroz kapitalne inve-
sticije, placanjem dobavljaca iznad trzi$nih cijena,
placanjem nerealizovanih, ali registrovanih obaveza,
kroz novo vlasnicko ulaganje i slicno. Potom u dijelu
kreditnih transakcija, moze biti prevarna radnja u
smislu odobravanje kredita bez obezbjedenja koji se
ispostave delikventnim, odobravanje kredita bez pro-
vjere istinitosti prilozene dokumentacije, falsifikovanje
pecata kompanija sa kojim se posluje, gdje mogu biti
cak falsifikati pecata ministarstava (npr. ministarstava
unutrasnjih poslova i odbrane, ili elektroprivrede, ili
nekih telekomunikacionih kompanija gdje aplikanti
nikad nijesu registrovani kao uposleni u tim firmama),
gdje se odobre zajmovi po osnovu falsifikovanih do-
kumenata, milionskih vrijednosti u eurima.

Potom, prevarne radnje mogu biti kroz smanjenje,
ili povecanje rezervacija na postojeci portfolio i time
lazno prikazivanje mimo realnog rezultata, kao i
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NECESSARY ANTI FRAUD ACTIVITIES IN BANKING SECTOR

Bratislav Pejakovic¢, Secretary General
Association of Montenegrin Banks

Causes
of Fraudulent
Activities

he pressure is crucial first step causing an in-

dividual to seriously consider the fraud. The
motivation to commit fraud often includes financial
problems: living beyond one's means, greed, high
personal debt, poor personal credibility, medical bills,
investment losses, children's education expenses,
underestimating the abilities of the local supervisor,
etc. Fraud in financial statements is often related to
direct pressure, such as achieving targets or qualify-
ing for bonuses.

Incentives and motives to commit fraudulent ac-
tivities, which can be of various bases, are usually
materialised by emphasizing large-scale research and
development, through capital investments, paying the
suppliers above market prices, paying unrealized but
registered obligations, through new equity investment,
and the like. In addition, fraudulent activities can
appear in the part of credit transactions in the form
of granting loans without security instruments that
turn out to be delinquent, or granting loans without

verifying the authenticity of the attached documenta-
tion, or forging the seals of companies with which we
do business, or even forging of seals of ministries or
companies (e.g. ministries of the interior and defence,
or the electric power company, or some telecommu-
nication companies where applicants have never been
registered as employees in those companies). In those
cases, loans are granted in millions of euros based on
forged documents.

»The motivation to commit
fraud often includes financial
problems: living beyond one's

means, greed, debts, losses,

medical bills, children's
education expenses, efc.
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zloupotrebom pozicija, ak-
tivna i pasivna vremenska
razgranicenja, ili kod situa-
cije tzv. TREZOR, blagajna
- valuta na putu. Potom,
tu su problemi u neade-

NEOPHODNE ANTI FRAUD AKTIVNOSTI U BANKARSTVU

IZ BIJELE KNJIGE SAVJETA
INOSTRANIH INVESTITORA

Zemlje Centralne i Isto¢ne Evrope su se do sada
susretale sa raznim modalitetima prevarnih radnji
od kojih su najzastupljenije sljedece: Odredeni
broj lica se organizuje i registruje firmu, a zatim
pronalaze lica koja podnose zahtjeve za odobravanje
kredita. Kao pokrice dobijaju potvrde o zaposlenju
i visini primanja koje su falsifikat. Obi¢no je i
firma fiktivna. Biraju se lica sa drustvenih mar-
gina, narkomani, lica iz kriminogenih sredina,
ucijenjena lica koja pristaju da za relativno nisku
nadoknadu obave ovaj posao za organizatora.
Kada dobiju kredit takva sredstva se pustaju preko
racuna te firme kako bi se prikazalo da je racun
aktivan. Iz tih sredstava isplacuju se lica koja su
dobila kredit u ve¢ ranije dogovorenom iznosu, a
onda se obi¢no jedna, ili dvije rate vracaju, nakon
¢ega se podizu preostala sredstva i gasi se firma.

septembar 2022 |

Prevaru mogu izazvati
uzastopni negativni to-
kovi novcani, gdje se me-
nadzment zeli prikazati
uspjesnijim nego $to je.
Nekompetencija menad-

kvatnim procedurama gdje

su sumnjive transakcije

- sumnja na pranje novca, off shore transakcije, ne
dokumentovanost transakcije lokalne i sl. Potom,
kastodi usluga sa racunima na off-shore destinaci-
jama, napad na racune koji su u stanju mirovanja
duzi vremenski period i falsifikati potpisa vlasnika
racuna, uz sledstvenu zloupotrebu sluzbenog polozaja
i raspolaganjem ovim sredstvima. Kao prevarna radnja
koja se odrazava na bilanse mogu biti sudski procesi
milionskih iznosa gdje su velike $anse za gubitak,
ali se kod istog ne daju realne procjene, odnosno
rezervacije, gdje pored interne procjene, znacajna je
i eksterna procjena revizora.

Lazni iskaz moze nastati prikazom manjih prihoda,ili
rashoda od kamata i naknada, razli¢itih od realnih, ili
jacim tarifiranjem od realnog prema izvoru sredstava,
ili povecanjem troskova zaposlenih samo ra¢unovod-
stvenim prikazom, ¢ime se zna¢ajno moze umanjiti
dobit, a time i porez. Problem nastaje ukoliko se realno
ne prikaze kroz izvjestaje, ili se znacajno podcjeni, ali
moze i da se precjeni u zavisnosti od potrebe konkretni
ra¢unovodstveni iskaz.

Anti Fraud aktivnosti Udruzenja, bi¢e pod ja¢im
fokusom od dosadasnjih u cilju preventive desavanja
istih, a time i za o¢uvanjem finansijskog sistema Crne
Gore na kvalitetnijem nivou.

zmenta moze biti i kroz
pogresnu percepciju kre-
tanja kamata, pa imamo uticaj pada, ili rasta kamatne
stope na uspjeh poslovanja — gdje je isto posledica
neadekvatnog upravljanja sredstvima, kada imamo i
sistuacije da se iz kratkoro¢nih izvora plasiraju sred-
stva u dugoro¢ne plasmane, mimo propisanog limita
i time se ugrozava likvidnost.

Prevarne radnje izaziva lo$ rezultat uslijed zasta-
relosti proizvoda, pad potraznje kupaca u industriji,
neuravnotezen bilans, ili neadekvatna struktura
portfolija itd. Potom, menadzment zloupotrebljava
pravo odluke po pitanju ra¢unovodstvenih izbora
poput vaznih procjena nenaplativih potrazivanja,
jemstava, garancija koje ne ispunjavaju standard, ili
¢ak nijesu proknjizene, troskova na kraju razdoblja
i tako dalje. Prevare u izvjestavanju mogu izazvati
i pritisak na menadzere, vi$e ili niZe rangirane, da
ostvare ocekivanja, gdje su u realnom poslovanju
ispod budzetiranih, projektovanih, ili prognoziranih
rezultata. Tu su i transakcije fakturisanja bez isporuka,
fiktivna prodaja koja ukljucuje, ili fantomske kupce,
ili stvarne kupce sa laznim racunima koji se knjize
u jednom izvjestajnom razdoblju (precjenjivanje)
a storniraju u slijede¢em izvjestajnom razdoblju.
Prevarnu radnju mogu izazvati, znacajne vanbilansne
stavke, ili rezervisanja, visoki krediti pojedinacni, ili
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Moreover, fraudulent activities can appear through
the reduction or the increase of provisions on the
existing portfolio, thus falsely showing the real result,
as well as through the misuse of financial positions
in the balance sheet, prepayments and advances, or
though cash register - currency in transit. Problems
in inadequate procedures where there are suspicious
transactions - suspicion of money laundering, off
shore transactions, lack of documentation of local
transactions can indicate the fraudulent activities.
Other examples where these activities can appear are
custody services provided for the accounts at off-shore
destinations, attacks on accounts that are dormant
for a long period of time and forgery of signatures
of account holders, misusing simultaneously the of-
ficial position and disposal of these funds. Lawsuits
of millions of dollars with great chances of loss can
appear as a fraudulent activity that is reflected on the
balance sheets when realistic estimates or provisions
are not given. In such a case, in addition to the internal
auditor’s assessment, the external auditor’s assessment
is also important.

A false statement can be created by presenting lower
interest and fee income

them from happening, and thus to preserve the finan-

cial system of Montenegro at a higher quality level.
Fraud can be caused by consecutive negative cash
flows, where management wants to present itself as
more successful than it is. The incompetence of the
management can also be through a wrong perception
of interest rates, with the impact of a fall or rise in the
interest rate on the success of the business, which is
a consequence of inadequate management of funds.
We also have situations where funds are placed from
short-term sources into long-term placements, beyond
the prescribed limit, thereby threatening the liquidity.
Fraudulent activities are caused by poor performance
due to product obsolescence, decline in customer
demand in the industry, unbalanced balance sheet, or
inadequate portfolio structure, etc. If a management
misuses its decision-making power regarding account-
ing choices, such as decisions on important estimates
of uncollectible receivables, sureties, guarantees that
do not meet standard or are not even posted, decision
on end-of-period expenses, this can lead to a fraud.
Frauds in reporting can also cause pressure on high- or
low-ranked managers to achieve expectations, which
are below budgeted, pro-

or expenses, which dif-
fer from the actual, or by
charging tariffs that exceed
the realistic according to
the source of funds, or by
increasing expenses of the
employees only by account-
ing presentation, which
can significantly reduce
the profit, and thus the tax.
The problem arises if it is
not realistically presented
through reports, or it is
significantly underesti-
mated, but it can also be
overestimated depending
on the need for a specific
accounting statement.
Anti-fraud activities of
the Association will be un-
der a stronger focus than
before in order to prevent

FROM THE WHITE BOOK OF THE
FOREIGN INVESTORS COUNCIL

The countries of Central and Eastern Europe have
so far encountered various modalities of fraudu-
lent activities, the most common of which are the
following: A certain number of persons organize
and register a company, and find persons who
submit requests for loan approval. As a cover, they
receive certificates of employment and amount of
income, which are falsified. Usually, the company
is also fictitious. People from the social margins,
drug addicts, people from criminal environments,
blackmailed people are chosen and agree to do
this for the organizer for a relatively low com-
pensation When they receive a loan, such funds
are disbursed through the company's account in
order to show that the account is active. From
these funds, the persons who received the loan
are paid in the previously agreed amount, and
after one or two instalments are being paid, the
remaining portion of funds are withdrawn and
the company is closed.

jected, or forecasted results
in real business. Frauds can
be committed when the
transactions are invoiced
without deliveries, in ficti-
tious sales which involve
either phantom customers
or real customers with fake
invoices that are posted in
one reporting period (over-
statements) and reversed in
the next reporting period.
Fraudulent activity can
be caused by significant
off-balance sheet items or
provisioning; by granting
loans to individuals in high
amounts or to a group of
connected persons that
exceed statutory limits;
high interest rates and
reduced ability to obtain
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»Anti Fraud aktivnosti UdruZenja,
bice pod jacim fokusom
od dosadasnjih u cilju
preventive takvih desavanja

grupi povezanih lica mimo limita zakonskih; visoke
kamatne stope i smanjena sposobnost dobijanja
kreditne podrske, teSkoce u naplati potrazivanja, ne-
odgovarajuce rezerve u pogledu mogu¢nosti naplate,
time prikrivanja gubitaka.

Nekad se angazuje eksterni revizor, jer je prepoznat
rizik vezan sa ulaganjem, gdje poslovanje nije u skladu
sa o¢ekivanjima stope povrata na ulaganja, ili se Zeli
nadzor nad kapitalnim investicijama.

Ne treba zanemariti prevare u karticarstvu, ili syber
napade, koji mogu prouzrokovati milionsku $tetu, ali
to da se pokusa sakriti kroz izvjestaje. Korisnici usluga
elektronskog i mobilnog bankarstva $irom svijeta
mogu dobiti maliciozan e-mail sa instrukcijama za
aktivaciju naloga, promjenu lozinke, ili azuriranje
korisnickih podataka.

U buducem radu Udruzenja posvetice se adekvatna
paznja i moralnom hazardu na nivou sistema, kao sto je
istaknuto na zadnjem sastanku sa predstavnicima CBCG.

Pored prikazanog, razli¢itost tumacenja od strane
Uprave prihoda od tumacenja u samim bankama, moze
uzrokovati promjene u racunovodstvenim iskazima, a
time i u Bilasnu uspjeha. Naime, Poreska uprava moze
dovesti u pitanje ispravnost tekuceg obracuna poreza
na dobit, sa aspekta sredstava rezervi na kontu 3025 iz
2013. Mozemo tumaciti da je obaveza zastarjela uz stav
da je svrha ovih sredstava funkcionalnih rezervi koje
su sluzile kao prudencioni filter. Poreska uprava smatra
da su otpisi poreski priznati samo ako su svi postupci
prinudne naplate zavrseni, uklju¢ujuci i nemoguénost
unovcavanja kolaterala i okoncani stecajni postupci.
PU se pri tom poziva na ¢l.17. stav 1 tacka 3 Zakona o
porezu na dobit pravnih lica. Pored toga stoji komentar,
stav bankarske struke da PU ne bi trebala da tumaci
kako je prezentovano. Medutim, imamo stavove i da
neki drugi organ po drugoj osnovi moze traziti naplatu
i odgovornost, tuzilastvo... Tumacenja racunovodstvenih
i finansijskih iskaza variraju od ugla gledanja.

»U buduéem radu UdruZenja
posvetice se adekvatna paznja
i moralnom hazardu na nivou sistema,
kao sto je istaknuto na zadnjem sastanku
sa predstavnicima CBCG
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»Anti-fraud activities of the Association
will be under a stronger focus than before in order
to prevent them from happening

credit support; difficulties in collecting receivables;
inadequate provisions regarding the possibility of
collection, thereby concealing losses.

Sometimes an external auditor is engaged, because
the risk associated with the investment is recognized,
where the business is not in accordance with the
expectations of the rate of return on investments, or
the control of capital investments is desired.

We should not ignore fraud in the payment cards
sector, or cyber-attacks that can cause millions of
dollars in damage, and the attempt to hide it through
reports. Users of electronic and mobile banking
services around the world may receive a malicious
e-mail with instructions for activating an account,
changing a password, or updating user data.

The Association will pay special attention in the
future to moral hazard at the system level, as it was
pointed out at the last meeting with the CBCG
representatives.

In addition to above-mentioned, the difference that
exists in interpretation between the Tax Administration

and the banks, can result in changes in the account-
ing statements, and thus in the income statement.
Namely, the Tax Administration may question the
correctness of the current calculation of income tax
from the aspect of reserves shown at the accounts
account number 3025 from 2013. We can interpret
that the obligation is outdated with the view that the
purpose of these funds are functional reserves that
served as a prudential filter. The Tax Administration
considers that write-offs are tax-recognized only if all
forced collection procedures have been completed,
including the impossibility of cashing in the col-
lateral and completed bankruptcy procedures. Tax
Administration refers to Article 17 paragraph 1 point
3 of the Law on corporate income tax. In addition, the
bans believe that the Tax Administration should not
interpret as presented. However, there are opinions
that some other authority can request collection and
responsibility on other grounds, such as the prosecu-
tion. The interpretations of accounting and financial
statements vary from point of view.

»The Association will pay
special attention in the future
to moral hazard at the system level,
as it was pointed out at the last meeting
with the CBCG representatives
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Lazne telefonske pozive “iz
banke” primilo 55% Letonaca

»Ukupno je 2021. godine

u Cetiri najvece banke
u Letoniji otkriveno
3.180 slucajeva
telefonskih prevara,
kojima je ukradeno
4.950.333 eura

Tako je prema anketi 87% stanov-
nistva uvjereno da bi uspjelo pre-
poznati da je prevarant kontaktirao
telefonom u cilju prevare, statistika
pokazuje da broj slucajeva prevare
i dalje raste.

Anrijs Smits, $ef Radne grupe za
ogranicavanje prevara u UdruZenju

Finance Latvia, isti¢e osnovne stvari
koje su karakteristi¢ne za situacije
telekomunikacionih prevara:
»Ireba imati na umu da zapo-
sleni u banci nikada nece koristiti
kanale kao $to su WhatsApp, Viber,
itd. za komunikaciju sa klijentom.
Takode, zaposleni u banci nikada

ajnovije istrazivanje*

Mastercarda i Udruzenja
Finance Latvia pokazuje da je vise
od polovine stanovnistva (55%) u
prosloj godini primilo lazni telefonski
poziv radi prevare. Ukupno je 2021.
godine u Cetiri najvece banke u
Letoniji otkriveno 3.180 slucajeva te-
lefonskih prevara, kojima su izvr$ene
prevare u iznosu od 4.950.333 eura.
S druge strane, u prva tri mjeseca
ove godine iznos sredstava za koji
su prevareni klijenti banaka, kada
sami odobravaju plac¢anje, dosegao
je vec¢ 1,6 milion eura, a ve¢ u prvim

M pircéjs n

Latvijas iedzivotaju zinGsanas par
digitdlo drosibu 1

viduvéjas labas

pédéja goda laikd nav
saskaruiies ar krépianas
magindjumiem tisfsaistd

pédéja gada laika ir sapémusi
mjesecima godine otkrivena su 443 krapnieciska rakstura telefona
slucaja telefonske prevare, prevarivsi
ih za 323 204 eura.

Stoga su strucnjaci iz industrije
prikupili klju¢ne savjete o tome kako
prepoznati i sprijeciti potencijalni
pokusaj prevare i $to uciniti u slucaju
kada se dogodi prevara.

zvanu ar mérki izkrapt naudu

saskaroties ar krapniscibas
mégindjumu tiessaisté, nav
spEjuii to atpazit

FiMANSL
MHOZARES

. mastercard
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INTERNATIONAL EXPERIENCE IN FRAUDS

55% of Latvians has received
a fraudulent phone call

The latest research* by Mastercard
and the Finance Latvia Association
shows that more than half of the
population (55%) have received
a fraudulent phone call in the last
year to defraud. In total, 3,180 cases
of telephone fraud were detected in
the four largest banks in Latvia in

2021, defrauding EUR 4 950 333.
In turn, in the first three months
of this year, the amount of funds
defrauded by bank customers, when
approving the payment themselves,
has already reached EUR 1.6 million,
and already in the first months of
the year 443 cases of telephone fraud

viedpircajs

Latvijas iedzivotaju zinGSanas par

digitalo drosibu

viduvéjas

pédéja goda laikd nav
saskaruiies ar krépianas
mégindjumism tistsaists

pédéja gada laika ir sapémuE
krapnieciska rakstura telefono

zvanu ar mérki izkrapt navdu

saskaroties ar krdpniscibas
mégindjumu tieisaisté, nav

spejuii to atpazit

"Féum!-u
ASOCIACIIA

. mastercard

labas

»In total, 3,180 cases
of telephone fraud
were detected in the
four largest banks

in Latvia in 2021,
defrauding EUR 4
950 333

were detected, defrauding them of
EUR 323 204.

Therefore, industry experts have
gathered key tips on how to rec-
ognise and prevent a potential at-
tempted fraud and what to do in
case it happens.

Although according to the survey,
87% of the population are convinced
that they would be able to recognise
if a fraudster contacted by phone
with the aim of defrauding, statistics
show that the number of fraud cases
continues to grow.

Anrijs Smits, Head of the Fraud
Limitation Task Force at the Finance
Latvia Association, highlights the
basic things that are characteristic of
telecommunications fraud situations:

"It should be remembered that
the bank's employees will never
use channels such as WhatsApp,
Viber, etc. to communicate with the
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nece traziti od klijenta da otkrije
li¢ne podatke, nece traziti da unese
Smart-ID S$ifre tokom razgovora, i
definitivno nece odbiti komunika-
ciju na sluzbenom jeziku. Ako se
bilo koja od ovih tac¢aka pojavi u
telefonskom pozivu, onda svakako
postoji razlog za sumnju da se radi
0 prevarantu i razgovor se mora od-
mah prekinuti. Ako Zelite da budete

»Ako nesto izgleda
nevjerovatno dobro,
onda je to gotovo sigurno
prevara

sigurni da su vasi podaci i finansijski
resursi u redu, preporuc¢ujemo da
nazovete sluzbeni telefon koji vam
je dala banka i kazete vam kakva je
situacija.”

Stru¢njak drzavne policije Dmitrij
Homenko istice:

»Vazno je biti svjestan da prevara
u telekomunikacijama nije samo te-
lefonski razgovor. Prevaranti koriste
audio snimanje govora u raznim
telefonskim aplikacijama, Salju tek-
stualne poruke, a potencijalnim
Zrtvama se prilazi na drustvenim
mrezama, mejlovima. Takode, na
primjer, potrebna nam je nas te-
lefon za ulazak u Smart-ID, tako
da su mogucnosti ove zamke koje
postavljaju telekom prevaranti za-
pravo veoma $iroke.

Na primjer, u Letoniji su trenutno
najpopularnije prevare ulaganja,

MEDUNARODNA ISKUSTVA O PREVARAMA

koje takode ¢esto nanose najvecu
Stetu Zrtvama. Stanovnici primaju
pozive od laznih brokera koji traze
novac za ulaganje. Tokom razgovora
$alje se web stranica koja pogresno
pokazuje porast ulaganja, stvarajuci
iluziju rasta vrijednosti investicije.
Medutim, ispostavilo se da tu nista
nije stvarno i da je zapravo crtani
film, s ciljem da se osoba namami
u ovaj kriminalni plan
i dobije njegov novac.
Osim toga, vrijeme prije
nego $to zZrtva shvati
da je prevarena, Cesto
u slucajevima prevare
ulaganja moze trajati
nekoliko mjeseci ili
vise”

Vladislavs Gurmans,
$ef razvoja ICT proi-
zvoda i usluga i partner-

stva telekomunikacionog operatera
Bite u Letoniji, dodaje:

»Mobilni operateri redovno
saraduju sa nadleznim tijelima u
Letoniji, lokalnim i medunarod-
nim mobilnim operaterima kako
bi se ovi slucajevi telefonskih pre-
vara $to prije uklonili. Medutim,
javnost mora biti na oprezu, jer u
ovom trenutku prevaranti koriste
sve slozenije i rafiniranije metode i
$eme, zadrzavajuci jednu zajednicku
karakteristiku - poziv iz banke,
razgovor na ruskom i potrebu di-
jeljenja osjetljivih podataka koje
banke nikada ne bi trazile klijenata
u telefonskom razgovoru. Nazalost,
operateri ne mogu automatski da
blokiraju brojeve koji se koriste
za prevare, jer ih prevaranti ¢esto
laziraju koristeci telefonske brojeve
pravih pretplatnika. Stoga je prilikom
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zajednickog informisanja javnosti
potrebno osigurati da gradani pri-
manjem takvog poziva isti dozive
kao upozorenje da razgovor nije
uobicajen i da mu je najvjerovatnija
namjera prijevara. U svakom slucaju,
ako se takav proziv primi, mora se
odmabh prekinuti.“

Gints Malkalnietis, stru¢njak za
sajber bezbjednost na CERT.LV,
govori o tome kako se mozemo
zastititi od telekomunikacionih
prevara:

»Cilj prevaranata je da prevare
korisnike na osjetljive informacije,
kao $to su podaci o platnim karti-
cama, korisni¢ko ime i lozinka ili
informacije o pristupu bankovnom
racunu. Ovi napadi su popularni
jer ne zahtijevaju veliko ulaganje
resursa i znanja od strane preva-
ranta i relativno su jednostavan za
implementaciju. Koliko god preva-
ranti bili kreativni i koje tehnologije
koristili, vi imate najbolju mogucu
za$titu u svojim rukama - sebe i
svoje kriticko razmisljanje. Prvo $to
prevaranti obi¢no pokusavaju da
urade je da stvore stresnu situaciju i
zure da obmanu zrtvu. Zato je tokom
ovakvih pregovora vazno pauzirati
ili ¢ak prekinuti razgovor kako bi
se usli u detalje i razmislili. Takode
procijenite kriti¢ne informacije u
sms porukama, mejlovima i internet
stranicama — nevjerovatan dobitak
ili iznenadna ponuda za posao, iako
se niste nigdje prijavili, neoc¢ekivano
naslijede od rodaka o kojem ne znate
nista, ili iznenadujuce veliki popusti
u online trgovini za brendove o
kojima ste oduvijek sanjali — ako
nesto izgleda nevjerovatno dobro,
onda je to gotovo sigurno prevara."
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customer. Also, the bank employee
will never ask the customer to dis-
close personal information, will not
ask to enter Smart-ID codes during
the conversation, and will definitely
not refuse communication in the of-
ficial language. If any of these points
appear in the phone call, then there
is definitely reason to suspect that it
is a fraudster and the conversation
must be terminated immediately.
If you want to make sure that your
data and financial resources are fine,
then we recommend that you call
the official phone provided by the
bank and tell you the situation."

State police expert Dmitry
Homenko highlights:

"It's important to be aware that
telecom fraud isn't just a phone
conversation. Fraudsters use audio
recording speeches in various phone
applications, send text messages, and
potential victims are approached
on social networks, emails. Also,
for example, we need our phone to
enter Smart-ID. So the possibilities
of this trap set by telecom fraudsters
are actually very wide.

For example, investment fraud is
the most popular in Latvia at the
moment, which also often causes the
most damage to victims. Residents
receive calls from fake brokers who
are calling for money to be invested.
During the conversation, a website
is sent, which mistakenly shows the
rise in investment, creating the il-
lusion of the growth of the value of
the investment. However, it turns
out that nothing is real about it and
itis actually a cartoon, with the aim
of luring a person into this criminal
scheme and getting his money. In

addition, the time before the victim
realizes that he has been cheated,
often in cases of investment fraud
can be several months or more."

Vladislavs Gurmans Head
of ICT Product and Service
Development and Partnership of
Telecommunications Operator Bite
in Latvia adds:

"Mobile operators regularly coop-
erate with the responsible
authorities in Latvia, local
and international mobile
operators in order to elimi-
nate these cases of telephone
fraud as quickly as possible.
However, the public must
be vigilant, because at the
moment fraudsters are us-
ing increasingly complex
and refined methods and
schemes, maintaining one
common feature - a call from the
bank, a conversation in Russian
and the need to share sensitive data
that banks would never ask custom-
ers for in a phone conversation.
Unfortunately, operators cannot
automatically block the numbers
used for fraud, as fraudsters often
fake them using the phone numbers
of real subscribers. Therefore, when
informing the public together, it is
necessary to ensure that, with the
receipt of such a call, people perceive
it as a warning that the conversation
is not commonplace and its intention
is most likely to defraud. In any case,
upon receipt of such a call, it must
be stopped immediately."

Gints Malkalnietis, a cybersecurity
expert at the CERT.LV, tells about
how we can protect ourselves from
telecommunications fraud:

"The purpose of fraudsters is to
trick users into sensitive informa-
tion, such as payment card data,
username and password, or bank
account access information. These
attacks are popular because they do
not require a large investment of re-
sources and knowledge by fraudsters
and are relatively easy to implement.
However creative the fraudsters are

»If something looks
incredibly good,
then it's almost
certainly

a scam

and what technologies they use, you
have the best possible protection
in your hands - yourself and your
critical thinking. The first thing
fraudsters usually try to do is create
a stressful situation and rush to get
the victim wrong. Therefore, during
such negotiations, it is important to
pause or even stop the conversation
in order to go into detail and think.
Also evaluate critical information
in text messages, emails and web-
sites — an incredible winnings or a
sudden job offer, even though you
haven't applied anywhere, an unex-
pected inheritance from a relative
you don't know anything about,
or surprisingly large discounts in
the online store for brands you've
always dreamed of - if something
looks incredibly good, then it's
almost certainly a scam."
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Natasha Lomas-reporter
Tech Crunch-a
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Vrhovni sud EU
poostrio smjernice
0 cuvanju podataka
u borbi protiv

septembar 2022 |

kriminala

resuda Vrhovnog suda

Evropske unije (CJEU)
je ponovo potvrdila da se na-
cionalni zakon ne moze oslanjati na tuzbu o borbi
protiv teskog kriminala kako bi odstupila od zabrane
u zakonu EU o opstem i neselektivnom prikupljanju
podataka o elektronskim komunikacijama.

Tako je sud oznacio neke ciljane izuzetke, on ukazuje
da bi moglo biti dopusteno prikupljanje digitalnih
dokaza u velikom broju za borbu protiv teskog kri-
minala, kao $to je ciljanje mjesta sa velikim brojem
slu¢ajeva kriminala ili velikim brojem posjetilaca (kao
$to su aerodromi) ili druge lokacije na kojima se nalazi
kriticna infrastruktura.

Upucivanje CJEU-u, koje je uslijedilo nakon zalbe
u predmetu koji se odnosi na koriS¢enje podataka sa
mobilnog telefona kako bi se osigurala osuda za ubistvo

»Sud ponovio da zakon

EU onemogucava opste i
neselektivno zadrZavanije
podataka o prometu i lokaciji
koji se odnose na elektronske
komunikacije u svrhu borbe
protiv teskog kriminala

u Irskoj, dovela je do dugackog spiska drzava ¢lanica
EU koje se pridruzuju Irskoj kako bi izvrsile pritisak
da sud uzme Sire tumacenje o tome kako organi za
sprovodenje zakona mogu zadrzati i koristiti podatke,
kao $to je Irish Times ranije objavio. No, najvisi sud
bloka odbacio je bilo kakvo brisanje granice izmedu
nacionalne bezbjednosti i teskog kriminala - umjesto
toga ponovivsi da zakon EU onemogucava opste i ne-
selektivno zadrzavanje podataka o prometu i lokaciji
koji se odnose na elektronske komunikacije u svrhu
borbe protiv teskog kriminala.

»lako Direktiva o privatnosti i elektronskim ko-
munikacijama dozvoljava drzavama c¢lanicama da
ogranice ostvarivanje tih prava i obaveza u svrhu,
izmedu ostalog, borbe protiv kriminala, ta ogranicenja
moraju biti u skladu sa nacelom proporcionalnosti®,
stoji u saopstenju za javnost CJEU-a o presudi. ,,Taj
princip zahtijeva uskladenost ne samo sa zahtjevima
sposobnosti i nuznosti, ve¢ i sa zahtjevima srazmjerne
prirode tih mjera u odnosu na cilj kojem se tezi”.

»Dakle, Sud je ve¢ utvrdio da cilj borbe protiv teskog
kriminala, koliko god da je fundamentalan, sam po
sebi ne opravdava da mjera kojom se predvida opste
i neselektivno zadrzavanje svih podataka o prometu
i lokaciji, kao sto je ona utvrdena Direktivom [EU]
2006/24, treba smatrati neophodnim.
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CYBER CRIME AND EUROPEAN UNION

Europe’s top court sharpens
guidance on data retention
for combating serious crime

Natasha Lomas-reporter Tech Crunch

Aruling by the European Union’s top court has
reaffirmed that national law cannot rely on a
claim of combating serious crime to deviate from the
prohibition in EU law on general and indiscriminate
collection of electronic comms data.

Although the court has signposted some targeted
exceptions it suggests may be permissible for gathering
digital evidence in bulk to fight serious crime, such as
by targeting places with a high instance of crime or
a high volume of visitors (such as airports), or other
locations which house critical infrastructure.

The referral to the CJEU, which followed an appeal
in a case related to use of mobile phone data to secure
a murder conviction in Ireland, saw a long list of EU
Member States joining Ireland to press for the court to
take a broader interpretation of how law enforcement
authorities can retain and use data, as the Irish Times
reported earlier. But the bloc’s top court rejected any
blurring of the line between national security and seri-
ous crime — instead reiterating that EU law precludes
the general and indiscriminate retention of traffic and
location data relating to electronic communications
for the purposes of combating serious crime.

“While the privacy and electronic communications
directive allows Member States to place limitations on the
exercise of those rights and obligations for the purposes

inter alia of combating crime, those limitations must
comply with the principle of proportionality;,” runs a
CJEU press release on the judgement. “That principle
requires compliance not only with the requirements
of aptitude and of necessity but also with that of the
proportionate nature of those measures in relation to
the objective pursued.

“Thus, the Court has already held that the objective
of combating serious crime, as fundamental it may
be, does not, in itself, justify that a measure provid-
ing for the general and indiscriminate retention of
all traffic and location data, such as that established
by [EU] Directive 2006/24, should be considered to
be necessary.

»1The Court reiterated that EU
law precludes the general and
indiscriminate retention of traffic
and location data relating to
electronic communications for
the purposes of combating serious
crime
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% U slucaju hitnih
prijetnji po nacionalnu
bezbjednost, dopusteno
privremeno masovno
prikupljanje i
zadrzavanje podataka,
ograniceno na ‘ono sto je
strogo neophodno

,U istom smislu,
¢ak ni pozitivne
obaveze drzava cla-
nica koje se odnose
na uspostavljanje

od opsteg i trajnog rizika od nastanka tenzija ili po-
remecaja, ¢ak i ozbiljne prirode, koji uti¢u na javnu
bezbjednost, odnosno od pocinjenja teskih krivicnih
djela’, navodi se u saopstenju.

Dakle, implikacija je da se drzave ¢lanice koje su
pritiskale ovu liniju argumenata kako bi pokusale
zaobi¢i zakon EU - i ,legalizovati“ svoje ilegalne
rezime masovnog prikupljanja podataka - suocavaju
sa nekom vrstom corsokaka.

U svojoj presudi, CJEU je nastojao da obezbijedi
¢vréce upravljanje za javne nadlezne organe u alter-

pravila za olaksa-
vanje efikasne ak-
cije u borbi protiv
krivi¢nih djela ne
mogu imati u¢inak
opravdavanja ome-

tanja koje je tako
ozbiljno kao ono koje podrazumijeva zakonodavstvo
koje predvida zadrzavanje saobracaja i podataka o
lokaciji sa osnovnim pravima prakti¢no cjelokupnog
stanovnistva, u okolnostima u kojima podaci doti¢nih
osoba ne mogu otkriti vezu, barem posrednu, izmedu
tih podataka i cilja kojem se tezi.”

Siroki interes u ovom predmentu nagovjestava koliko
drugih nacionalnih zakona moze djelovati na slicno
klimavim osnovama u odnosu na masovno zadrza-
vanje podataka — bilo u vezi sa teskim kriminalom ili
nacionalnom bezbjednos¢u.

U vezi sa nacionalnom bezbjednosc¢u, CJEU je u vise
navrata jasno stavio do znanja da opsti i neselektivni
rezimi zadrzavanja podataka nisu zakoniti - iako je
sud dozvolio, u presudi iz oktobra 2020. godine, da
kada se drzava ¢lanica suoci s hitnom prijetnjom po
nacionalnu bezbjednost, tada moze biti dopusteno
privremeno masovno prikupljanje i zadrzavanje po-
dataka, ogranic¢eno na 'ono $to je strogo neophodno'.

Danasnja presuda CJEU-a o irskom zahtjevu na-
glasava potrebu da javne vlasti uspostave ravnotezu
izmedu opsteg/javnog interesa u hvatanju kriminalca
i osnovnih prava pojedinaca prema pravu EU, koja
ukljucuju pravo na privatni zivot i postovanje licnih
podataka.

Sud je odbacio podneske drzava ¢lanica za zaobilazno
rjesenje koje bi znacilo da bi se posebno ozbiljan zloc¢in
mogao tretirati na isti na¢in kao prijetnja nacionalnoj
bezbjednosti ,,koja je istinska i trenutna ili predvidiva“
- i na taj nac¢in omogucava vremenski ogranic¢eno
opste i neselektivno ¢uvanje podataka o saobracaju i
lokaciji u svrhu suzbijanja kriminala.

»lakva prijetnja se po svojoj prirodi, ozbiljnosti i
specifi¢nosti okolnosti od kojih se sastoji, razlikuje

nativnim pravcima djelovanja koje bi mogli preduzeti
za prikupljanje digitalnih dokaza - pri ¢emu sud kaze
da potvrduje raniju sudsku praksu smatrajuci da pravo
EU ne isklju¢uje zakonodavne mjere u te svrhe borbe
protiv teskog kriminala i sprecavanja ozbiljnih prijetnji
javnoj sigurnosti koje predvidaju:

« ciljano zadrzavanje podataka o saobracaju i loka-
ciji koje je ograniceno, prema kategorijama doti¢nih
osoba ili koristenjem geografskog kriterija;

« opste i neselektivno zadrzavanje IP adresa dodi-
jeljenih izvoru internetske veze;

« opste i neselektivno zadrzavanje podataka koji se
odnose na gradanski identitet korisnika elektronskih
komunikacionih sistema;

« ubrzano zadrzavanje (brzo zamrzavanje) podataka
o prometu i lokaciji u posjedu tih pruzaoca usluga.

Ipak, u presudi se takode naglasava da sve takve mjere
podlijezu granicama onoga sto je striktno neophodno.

Vise o navedenim izuzecima od presude:

» ... ciljana mjera za zadrzavanje podataka o prometu
i lokaciji moze se, po izboru nacionalnog zakonodavca
i uz striktno postovanje nacela proporcionalnosti,
postaviti i kori§¢enjem geografskog kriterijuma za
koji nadlezni nacionalni organi smatraju, na osnovu
objektivnih i nediskriminatornih faktora, da na jednom
ili vise geografskih podrucja postoji situacija koju
karakteriSe visok rizik pripremanja ili izvrsenja teskih
krivi¢nih dela. Ta podrucja mogu ukljucivati mjesta
sa visokom ucestalo$c¢u teskog kriminala, mjesta koja
su posebno osjetljiva na teska krivi¢na djela, kao $to
su mjesta ili infrastruktura koja redovno primaju vrlo
veliki broj posjetilaca, ili strateske lokacije, kao $to su
aerodromi, stanice, pomorske luke ili podrucja naplatnih
rampi (vidi, u tom smislu, presudu od 6. oktobra 2020.
godine, La Quadrature du Net and Others, C 511/18,
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2, Presuda naglasava
potrebu da javne viasti
uspostave ravnoteZu
izmedu opsteg/javnog
interesa u hvatanju
kriminalca i osnovnih
prava pojedinaca prema
pravu EU

C512/181 C 520/18,
EU:C:2020:791,
st.150 i citirana
sudska praksa).
JIreba imati na
umu da, prema
toj sudskoj praksi,
nadlezni nacionalni

u mobilne podatke koji su prikupljeni na veliko, na
opsti i neselektivni nacin, kako bi odgovorili na oz-
biljnu pretnju nacionalnoj bezbjednosti koja je prava
i aktuelna ili predvidiva.

»1aj argument ¢ini da pristup zavisi od faktora koji
nisu povezani sa ciljem borbe protiv teSkog kriminala®,
navodi se u saopstenju CJEU. ,,Osim toga, prema toj
liniji argumenata, pristup bi se mogao opravdati ciljem
manjeg znacaja od onog koji je opravdavao njegovo
zadrzavanje, odnosno o¢uvanjem nacionalne bezbjed-
nosti, $to bi bilo u suprotnosti s tom hijerarhijom ciljeva

organi mogu usvo-
jiti, za podrudja iz
prethodnog stava,

ciljanu mjeru za-

drzavanja koristeci geografski kriterijum, kao $to je,
izmedu ostalog, prosjek stope kriminala na geograf-
skom podrudju, a da taj organ ne mora nuzno imati
posebne indikacije za pripremu ili izvrsenje, u doti¢nim
podrudjima, djela teSkog kriminala. Budu¢i da ¢e se
ciljano zadrzavanje po tom kriterijumu vjerovatno
odnositi, u zavisnosti od teskih krivi¢nih djela i situacije
koja je specifi¢na za doti¢ne drzave ¢lanice, i podrucja
obiljezena velikom ucestalo$¢u teskog kriminala i
podrudja koja su posebno osjetljiva na pocinjenje
tih djela, u principu nije vjerovatno da ¢e dovesti do
diskriminacije, budu¢i da je kriterijum izvucen iz
prosjecne stope teSkog kriminala potpuno nepovezan
s bilo kojim potencijalno diskriminiraju¢im faktorima.
»Pored svega i iznad svega, ciljana mjera zadrzavanja
koja pokriva mjesta ili infrastrukturu koja redovno
primaju vrlo veliki broj posjetilaca, ili strateSka mje-
sta, kao §to su aerodromi, stanice, pomorske luke ili
podrudja naplatnih rampi, omogucava nadleznim
vlastima da prikupljaju podatke o prometu, a posebno
podatke o lokaciji svih osoba koje koriste, u odredeno
vrijeme, sredstvo elektronske komunikacije na jednom
od tih mjesta. Dakle, takva ciljana mjera zadrzavanja
moze omoguciti tim tijelima da, pristupom zadrzanim
podacima, dobiju informacije o prisutnosti tih osoba
na mjestima ili geografskim podrucjima obuhvacenim
tom mjerom, kao i o njihovom kretanju izmedu ili
unutar tih podrudja i da izvuku zakljucke, u svrhu
borbe protiv teskog kriminala, o njithovom pristustvu i
aktivnostima na tim mjestima ili geografskim podru-
¢ijime u odredeo vrijeme tokom perioda zadrzavanja.
Sud je odbacio jo$ jedan argument za zaobilazno
reSenje - koji je tvrdio da nadleznim organima za
borbu protiv teskog kriminala treba dozvoliti da urone

javnog interesa u ¢ijem kontekstu proporcionalnost
mjere zadrzavanja mora biti procijenjena. Nadalje,
odobravanje takvog pristupa lisilo bi bilo kakve djelo-
tvornosti zabranu sprovodenja opsteg i neselektivnog
zadrzavanja u svrhu borbe protiv teskog kriminala.”

Sud je dalje smatrao da pristup li¢cnim podacima kao
$to su podaci o prometu i lokaciji od strane nadleznih
drzavnih organa mora biti podlozan prethodnoj re-
viziji - koju obavlja sud ili nezavisno administrativno
tijelo - i da odluci o preispitivanju mora prethoditi
pravilan postupak podnosenja zahtjeva (tzv. ,,obra-
zlozeni zahtjev tih organa podnijet, izmedu ostalog, u
okviru postupaka za sprecavanje, otkrivanje ili krivi¢no
gonjenje zlo¢ina”).

Sud EU takode izricito jasno stavlja do znanja da
policijski sluzbenik u ovom scenariju ne moze za-
mijeniti odgovarajudi sud ili nezavisno tijelo. Dakle,
u osnovi, potpisivanje pristupa podacima od strane
policajca ne kvalifikuje se kao valjano tijelo za preis-
pitivanje odluka i nece dozvoliti drzavama ¢lanicama
da izvrse jo$ jedno brzo 'i' prljavo zaobilazenje zakona
EU (ionako ne pravno).

Nacionalni sud takode ne moze izbje¢i svoju odgo-
vornost da ukine nacionalno zakonodavstvo koje nije
u skladu s direktivom EU o privatnosti i elektronskim
komunikacijama, smatra CJEU - §to se ¢ini relevantnim
za Francusku gdje vlada posljednjih godina pokusava
da upotrijebi nacionalne sudove da ucine upravo to.

Sto se tice specifi¢ne tacke uputnice na predmet
- u vezi s tim da li bi zadrZani podaci o mobilnom
prometu i lokaciji trebali biti dopusteni da stoje kao
dokaz u slu¢aju ubistva - CJEU je vratio stvar na irske
sudove, naglasavaju¢i da odluka mora biti u skladu sa
principima jednakosti i efektivnosti. Dakle, da li ¢e ti
dokazi biti izbaceni ili ne, ostaje da se vidi.
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“In the same vein, even the positive obligations of the
Member States relating to the establishment of rules to
facilitate effective action to combat criminal offences
cannot have the effect of justifying interference that is
as serious as that entailed by legislation providing for
the retention of traffic and location data with the fun-
damental rights of practically the entire population, in
circumstances where the data of the persons concerned
are not liable to disclose a link, at least an indirect one,
between those data and the objective pursued”

The broad interest in the case hints at how many other
national laws may be operating on similarly shaky ground
vis-a-vis bulk data retention — whether in relation to
serious crime, or national security.

On the latter, the CJEU has repeatedly made it clear
that general and indiscriminate data retention regimes
are not legal — although the court did allow, in a ruling
back in October 2020, that where a Member State faces
a pressing national security threat then temporary bulk
data collection and retention, limited to ‘what is strictly
necessary, may be allowed.

The CJEU’s ruling on the Irish referral today em-
phasizes the need for public authorities to strike a bal-
ance between the general/public interest in catching a
criminal and individuals’ fundamental rights under EU
law, which include a right to private life and respect for
personal data.

The court rejected submissions by Member States for
a workaround that would have meant particularly seri-
ous crime could be treated in the same way as a threat
to national security “which is genuine and current or
foreseeable” — and thereby allow for time-limited gen-
eral and indiscriminate retention of traffic and location
data for the purpose of combating crime.

“Such a threat is distinguishable, by its nature, its seri-
ousness, and the specific nature of the circumstances of
which it is constituted, from the general and permanent
risk of the occurrence of tensions or disturbances, even
of a serious nature, that affect public security, or from
that of serious criminal offences being committed,” the
press release says on that.

So the implication is Member States which have been
pressing this line of argument to try to workaround the
EU law — and ‘legalize’ their illegal bulk data collection
regimes — are facing a bit of a dead-end.

In the ruling, the CJEU has sought to provide tighter

»In the case of a pressing
national security

threat, a temporary
bulk data collection

and retention, limited

to ‘what is strictly
necessary’, may be
allowed

steerage for public
authorities on al-
ternative courses
of action they may
take to gather digi-
tal evidence — with
the court saying it’s
confirming earlier
case law by holding
that EU law does
not preclude legisla-
tive measures for the
purposes of combating serious crime and preventing
serious threats to public security that provide for:

« the targeted retention of traffic and location data
which is limited, according to the categories of persons
concerned or using a geographical criterion;

« the general and indiscriminate retention of IP ad-
dresses assigned to the source of an internet connection;

o the general and indiscriminate retention of data
relating to the civil identity of users of electronic com-
munications systems;

o the expedited retention (quick freeze) of traffic and
location data in the possession of those service providers.

Albeit, the ruling also stresses that any such measures
are subject to the limits of what is strictly necessary.

More on the cited exceptions from the ruling:

” ... a targeted measure for the retention of traffic
and location data may, at the choice of the national
legislature and in strict compliance with the principle of
proportionality, also be set using a geographical criterion
where the competent national authorities consider, on
the basis of objective and non-discriminatory factors,
that there exists, in one or more geographical areas, a
situation characterised by a high risk of preparation for
or commission of serious criminal offences. Those areas
may include places with a high incidence of serious crime,
places that are particularly vulnerable to serious crime,
such as places or infrastructure which regularly receive
a very high volume of visitors, or strategic locations,
such as airports, stations, maritime ports or tollbooth
areas (see, to that effect, judgment of 6 October 2020,
La Quadrature du Net and Others, C 511/18, C 512/18
and C 520/18, EU:C:2020:791, paragraphs 150 and the
case-law cited).

“It should be borne in mind that, according to that
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case-law, the competent national authorities may adopt,
for areas referred to in the preceding paragraph, a targeted
measure of retention using a geographic criterion, such
as, inter alia, the average crime rate in a geographical
area, without that authority necessarily having specific
indications as to the preparation or commission, in the
areas concerned, of acts of serious crime. Since a targeted
retention using that criterion is likely to concern, depend-
ing on the serious criminal offences in question and the
situation specific to the respective Member States, both
the areas marked by a high incidence of serious crime
and areas particularly vulnerable to the commission of
those acts, it is, in principle, not likely moreover to give
rise to discrimination, as the criterion drawn from the
average rate of serious crime is entirely unconnected
with any potentially discriminatory factors.

“In addition and above all, a targeted measure of
retention covering places or infrastructures which
regularly receive a very high volume of visitors, or stra-
tegic places, such as airports, stations, maritime ports
or tollbooth areas, allows the competent authorities to
collect traffic data and, in particular, location data of all
persons using, at a speciﬁc time, a means of electronic
communication in one of those places. Thus, such a
targeted retention measure may allow those authorities
to obtain, through access to the retained data, informa-
tion as to the presence of those persons in the places
or geographical areas covered by that measure as well
as their movements between or within those areas and
to draw, for the purposes of combating serious crime,
conclusions as to their presence and activity in those
places or geographical areas at a specific time during
the period of retention.”

The court rejected another workaround type argu-
ment — which had posited that serious-crime-fighting
authorities should be allowed to dip into mobile data
which had been gathered in bulk, in a general and in-
discriminate way, to address a serious threat to national
security which is genuine and current or foreseeable.

“That argument makes that access depend on factors
that are unrelated to the objective of combating serious
crime;” notes the CJEUs press release. “In addition, under
that line of argument, access could be justified by an
objective of lesser importance than that which justified its
retention, namely safeguarding national security, which
would be contrary to that hierarchy of public interest

»1 he ruling emphasizes
the need for public
authorities to strike a
balance between the
general/public interest
in catching a criminal
and individuals’
fundamental rights
under EU law

objectives in the
context of which the
proportionality of a
retention measure
must be assessed.
Furthermore, to
authorise such ac-
cess would deprive
of any effectiveness
the prohibition on
carrying out general
and indiscriminate
retention for the
purpose of combat-
ing serious crime.”

The court further held that access to personal data
such as traffic and location data by competent national
authorities must be subject to a prior review — carried
out either by a court or by an independent administrative
body — and that a review decision must be preceded
by the proper requesting procedure (aka “a reasoned
request by those authorities submitted, inter alia, within
the framework of procedures for the prevention, detec-
tion or prosecution of crime”).

The CJEU also makes it explicitly clear that a police
officer cannot stand in for the requisite court or inde-
pendent body in this scenario. So, basically, sign-off
on data access by a police officer does not qualify as
a valid decision review body and will not let Member
States pull off another quick ‘n’ dirty bypass of EU law
(not legally anyway).

A national court also cannot eschew its responsibility
to strike down national legislation that’s incompatible
with the EU directive on privacy and electronic com-
munications, the CJEU further held — which looks
pertinent for France where the government has been
seeking to use the national courts to do just that in
recent years (via Politico).

On the specific point of case referral — as to whether
the retained mobile traffic and location data should
be allowed to stand as evidence in the murder case
— the CJEU has bounced the matter back to the Irish
courts, emphasizing that a ruling needs to comply
with the principles of equivalence and effectiveness.
So, whether that evidence gets thrown out or not
remains to be seen.
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druzenje banaka Ceske, u
saradnji sa Ceskom narodnom
bankom, saraduje na projektu nove
usluge pod nazivom Payments to
contact, koja ¢e pojednostaviti slanje
novca izmedu ljudi. Umjesto broja
racuna u internet ili mobilnom
bankarstvu, dovoljno je unijeti broj
mobilnog telefona primaoca uplate.
Placanje i bez poznavanja broja
rac¢una primaoca bi¢e moguce za-
hvaljujuci registru brojeva racuna
koji su upareni sa brojevima mo-
bilnih telefona njihovih vlasnika.
Nakon unosa uplate, banka posilja-
oca kontaktira registar i na osnovu
broja telefona primaoca dobija broj
njegovog bankovnog racuna na koji
on $alje uplatu. Do sada se prijavilo
devet banaka za realizaciju projekta.
Primanje uplata putem kontakta
bi¢e omoguceno klijentima banaka
ukljucenih u ovu novu uslugu, koji ¢e
se prijaviti da je koriste preko svoje

BANKE U CESKOJ | NARODNA BANKA PRIPREMAJU KONTAKT PLACANJA

Marcéta FiSerova,

direktorica Odjeljenja za komunikacije
Radek Salsa,

portparol Udruzenja banaka Ceske

Za slanje novca nece biti
potreban broj racuna

banke i povezati svoj broj telefona
sa svojim brojem racuna.

»oli¢ni servisi vec rade u inostran-
stvu, gde smo bili inspirisani - na
primer, u SAD, Letoniji ili Slovackoj.
Predvidamo da ¢emo uslugu moci
da pokrenemo od nove godine, ako
testiranje ne otkrije neocekivane
komplikacije, a pojedine banke koje
su trenutno uklju¢ene u projekat
su takode spremne. Pocinjemo sa
brojevima mobilnih telefona, ali
bi se u budu¢nosti sistem mogao
prosiriti i na druge moguce kontakte
za uparivanje sa brojem racuna, kao
$to su e-mail adrese",rekao je ¢lan
Uprave CNB Oldrich Dédek, koji
nadzire odjeljenje za upravljanje
rizicima i poslovnu podrsku, koji na
strani CNB-a upravlja projektom.

Testiranje funkcija novog sistema
bi¢e pokrenuto u ljetnjim mjese-
cima ove godine. Sistem ce raditi
zahvaljujuci Ceskoj narodnoj banci,

koja ¢e voditi registar sa
prijavljenim parovima

septembar 2022 |

je telefonski broj naveden u registru
i, u pozitivnom slucaju, saopstava
odgovarajuci broj racuna primaoca
banci upitniku.

»Kopiranje ili prepisivanje broja
racuna ¢esto dovodi do gresaka kod
kljjenata sa kojima banke naknadno
moraju da se bave. U najboljem slu-
¢aju ne postoji pogre$no unijeti broj
racuna, $to mogu da otkriju bankar-
ski sistemi. Nazalost, deSava se da
unosenjem pogresne ifre banke npr.
novac stize na potpuno strani racun.
Osim vece pogodnosti za klijente,
oc¢ekujemo manje ovakvih greSaka
i dalje ubrzanje platnog prometa od
uplate do kontakta",rekao je Tomas
Hladek, stru¢njak CNB za placanja.

Payments to contact je jos jedna
velika inovacija u platnom sistemu u
posljednje vrijeme. Instant placanja,
koja su se prvi put pojavila na trzistu
2018. godine i koje trenutno svojim
klijentima nudi 12 banaka, postaju
sve popularniji medu klijentima.
Novac se prenosi 24/7 izmedu bilo

,»,0d iduce godine moci ce se
uplatiti novac na tudi racun
samo uz poznavanje broja
telefona vlasnika.

telefonskih brojeva i bro-  kojeg racuna za nekoliko sekundi.
jeva racuna. Sistem kojim  Time se eliminise kasnjenje izmedu
upravlja centralna banka unosa i uplate na racun. Zbog toga
tako utvrduje, na osnovu je sada svaka peta transakcija u

upita banke platioca,dali nacinu instant placanja.
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BANKS, IN COOPERATION WITH THE CNB, PREPARE CONTACT PAYMENTS

Marcéta FiSerova, Director of the Communication Department
Radek Sal$a, spokesman of the Czech Banking Association

No account number will be
required to send money

he Czech Banking Association,

in cooperation with the Czech
National Bank, is cooperating on a
project of a new service called pay-
ments to contact, which will simplify
the sending of money between peo-
ple. Instead of an account number
in internet or mobile banking, it
will be enough to enter the mobile
number of the payee.

Making a payment even with-
out knowing the payee's account
number will be possible thanks to
the register of account numbers
paired with the mobile numbers
of their owners. After entering the
payment, the sender's bank con-
tacts the registry and, based on
the payee's phone number, obtains
the number of his bank account, to
which he then sends the payment.
So far, nine banks have signed up for
the implementation of the project.
Receiving contact payments will be
made possible for clients of banks
involved in this new service, who
will log in to use it through their
bank and link their phone number
to their account number.

year, if testing does not reveal un-
expected complications and the
individual banks currently involved
in the project are also ready. We
start with mobile numbers, but in
the future the system could also
be extended to other possible con-
tacts for pairing with the account
number, such as email addresses,"
said CNB Bank Board member
Oldrich Dédek, who oversees the
Risk Management and Business
Support section, which manages
the project on the CNB's side.
Testing of the functions of the
new system will be launched in
the summer months of this year.
The system will work thanks to the
Czech National Bank, which will
keep a register with reported pairs
of phone numbers and account
numbers. The system operated by
the central bank thus determines,
on the basis of a query from the
payer's bank, whether the telephone
number is listed in the register and,
in the positive case, communicates
the corresponding payee ac-
count number to the inquir-

In the best case, the incorrectly
entered account number does not
exist, which can be detected by bank
systems. Unfortunately, it happens
that by entering the wrong bank
code, for example, the money arrives
at a completely foreign account. In
addition to greater convenience for
clients, we expect fewer such errors
and further acceleration of pay-
ment transactions from payments
to contact,” said Tom4as Hladek,
CBA's expert for payments.

Payments to contact are another
major innovation in the payment sys-
tem of recent times. Instant payments,
which first appeared on the market
in 2018 and which are currently
offered to their clients by 12 banks,
are gaining increasing popularity
among clients. Money is transferred
24/7 between any accounts in a few
seconds. This eliminates the delay
between entering and crediting the
payment to the account. That is why
every fifth transaction is now in the
instant payment mode.

»~From next year, it will be
possible to send a payment to
someone else’s account only
with knowledge of the phone
number of its owner

"Similar services are already
operating abroad, where we have
been inspired - for example, in
the USA, Latvia or Slovakia. We
anticipate that we will be able to

ing bank.

"Copying or overwriting
the account number often
leads to mistakes on the part
of clients that banks subse-

launch the service from the new quently have to deal with.
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SVAJCARCI RAZMATRAJU IZMJENE ZAKONA USRED PRITISKA UN-A septembar 2022 |

Kalyeena Makortoff,
Guardianov bankarski
dopisnik

»Zakonom o bankarskoj
tajni se objelodanjivanije
informacija o klijentima
banke smatra krivicnim
djelom, cak i ako je to u
javnom interesu

Zvizdaci i novinari
moci ce da
otkrivaju
bankarske tajne

dbor u $vajcarskom parlamentu mogao bi iznijeti prijedloge
kojima bi se izmijenio zakon o bankarskoj tajni.

Svajcarski politi¢ari ¢e raspravljati o buduénosti kontroverznog
zakona o bankarskoj tajni u zemlji, jer se suocava sa pritiskom zva-
ni¢nika UN-a da ukinu pravila prema kojima lica koja ukazuju na
nepravilnosti (zvizdaci) i novinari koji izvjestavaju o potencijalnim
prekrsajima mogu biti krivi¢no gonjeni.

Odbor u $vajcarskom parlamentu mogao bi iznijeti prijedloge kojima
bi se izmijenio zakon o bankarskoj tajni — poznat kao ¢lan 47 - kojim
se objelodanjivanje informacija o klijentima banke smatra krivi¢nim
djelom, ¢ak i ako je to u javnom interesu.

To dolazi usred sve ve¢eg medunarodnog pritiska da se zakon
ukine, ukljucujudi i specijalnu izvjestiteljicu Ujedinjenih nacija za
slobodu misljenja i izrazavanja, Irene Khan, koja je rekla da je ¢lan 47
prekrsio medunarodno pravo i ljudska prava. ,,Ovo je inac¢e problem
u autoritarnim drzavama® rekla je ona.

Khan, koja je pisala §vajcarskoj vladi o tom pitanju, planira da iznese
svoju zabrinutost u vezi sa ¢lanom 47 Savjetu UN-a za ljudska prava.

Njena intervencija uslijedila je nakon istrage konzorcijuma me-
dunarodnih medija, ukljuc¢ujuci i Guardian, u drugoj po velicini
$vajcarskoj banci Credit Suisse.Curenje podataka, koje je ukljucivalo
podatke za 30.000 klijenata, otkrilo je da je banka decenijama drzala
racune za pojedince umijeSane u torturu, trgovinu drogom, pranje
novca, korupciju i druga teska krivi¢na djela.

Medutim, §vajcarski zakoni o ekstremnoj bankarskoj tajni znacili
su da novinari koji su ucestvovali u istrazi, poznatiji kao projekat
»Svajcarske tajne, rizikovali potencijalne novéane ili ¢ak zatvorske
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Kalyeena Makortoff the Guardian's banking correspondent

Whistleblowers

and journalists

will be able to disclose
banking secrets

Acommittee in Switzerland’s p?rliament could put forward proposals , The bankin g secrecy

that would amend the banking secrecy law. . ..

Swiss politicians will debate the future of the country’s controversial law makes it a criminal

banking secrecy law this week, as it faces pressure from UN officials to oﬁence to disclose

scrap rules under which whistleblowers and journalists who report on . .

potential wrongdoing can be prosecuted. lnf ormation about a
A committee in Switzerland’s parliament could put forward proposals bank’s clients, even lf it

that would amend the banking secrecy law — known as article 47 — which .. ..

makes it a criminal offence to disclose information about a bank’s clients, 1S the P ublzc interest

even if it is in the public interest to do so. to do so

It comes amid mounting international pressure to repeal the law, including
from the United Nations special rapporteur for freedom of opinion and
expression, Irene Khan, who said article 47 violated international law and
human rights. “This is normally a problem in authoritarian states,” she said.

Khan, who has written to the Swiss government on the matter, is plan-
ning to escalate her concerns regarding article 47 to the UN’s human
rights council next month.

Her intervention following an investigation by a consortium of inter-
national media outlets, including the Guardian, into Switzerland’s second
largest bank, Credit Suisse. The leak, which included data for 30,000
clients, revealed that the bank held accounts for individuals involved
in torture, drug trafficking, money laundering, corruption, and other
serious crimes, over decades.

However, Switzerland’s extreme banking secrecy laws meant that jour-
nalists who took part in the investigation, known as the Suisse secrets
project, risked potential fines or even imprisonment. Swiss media could
not take part as a result.
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»Konzorcijum medunarodnih

medija otkrio da je banka Credit
Suisse decenijama drZala racune

za pojedince umijesane u torturu,

trgovinu drogom, pranje novca,

korupciju i druga teska krivicna djela

kazne. Kao rezultat toga, $vajcarski mediji nisu
mogli ucestvovati.

To je navelo Khan da pise $vajcarskoj vladi, zahti-
jevajudi od njih da objasne kako su zakoni uskladeni
sa opredijeljeno$¢u zemlje za ljudska prava.

»Sveukupna zastita bankarske tajne u Svajcarskoj
krs$i medunarodno pravo, rekla je Khan novinarima
iz Tamedia i Der Spiegel-a, koji su bili ukljuceni
u projekat ,,Svajcarske tajne. Ona je rekla da su
$vajcarski zakoni o bankarskoj tajni nekompati-
bilni sa dvije medunarodne konvencije — ¢lanom
19 Medunarodnog pakta o gradanskim i politickim
pravima i clanom 10 Evropske konvencije o ljudskim
pravima - koje zajedno garantuju slobodu izraza-
vanja i Stampe.

»Svajcarska je potpisala oba i duzna je da ih po-
drzi rekla je ona.

Khan je dodala da je $vajcarska vlada ,,u teskoj
poziciji da objasni zasto bi objavljivanje informacija
koje bi mogle otkriti finansijske zlo¢ine trebalo biti
kaznjeno kaznom do tri godine zatvora. Pogotovo
kada novinari i zvizdaci ukazuju na stvarne probleme
u banci. Zakon to ne bi trebao da zabranjuje”

Clan 47 postoji od pocetka 20. vijeka, ali je 2015.
godine prosiren na trece strane kao $to su novinari i
zvizdaci, nakon brojnih slu¢ajeva u kojima su podaci
o klijentima dijeljeni stranim poreskim vlastima. To je
famozno ukljucivalo CD sa podacima HSBC Private
Bank Suisse kojem su kasnije pristupili novinari.

Pristalice zakona su ranije citirale prava klijenata
na privatnost. Medutim, Khan je rekla: ,,Osudeni

kriminalci i politicki izlozena lica imaju pravo na
privatnost, ali ne kada postoji dobar osnov za vjero-
vanje da su mozda umijesani u finansijska nedjela®

Credit Suisse je u februaru saopstio da ne moze
da komentarise odredene klijente zbog istih zakona
o bankarskoj tajni, ali ,snazno odbacuje navode i
zakljucke o navodnim poslovnim praksama banke®.

Specijalna izvjestiteljica je rekla da je $vajcarska
vlada od tada odgovorila na njeno pismo, koje je
prvi put poslato u martu, tvrdeci da je u potpunosti
posvecena slobodi izrazavanja i da nijedan novinar
nikada nije procesuiran po zakonu, za koji su rekli
da je sada u fazi revizije.

U meduvremenu, $vajcarski parlamentarni podod-
bor za ekonomiju i poreze treba da preispita ¢lan
47 i nalaze istrage iz projekta, Svajcarske tajne“ od
5. maja. Podkomisija bi naknadno mogla podnijeti
prijedlog kojim bi se zakon mogao izmijeniti.

Ali ako ne dode do velike izmjene, Khan ¢e izlo-
Ziti ovo pitanje Savjetu UN-a za ljudska prava. Ona
planira da predstavi zvani¢nicima novi izvjestaj o
slobodama $tampe koji ¢e se ,kriticki pozabaviti®
¢lanom 47 i zabranjivanjem novinarstva za koji
kaze da se obi¢no opaza u autoritarnim rezimima.

»Svajcarska je zagovornik ljudskih prava i slobode
$tampe, i aktivno ucestvuje u Savjetu UN-a za ljud-
ska prava. Vise puta je osudivala postupke drugih
zemalja protiv novinara. Zato je vazno da Svajcarska
sada sama reaguje i promijeni ovako problemati¢an
zakon. Svajcarska ne smije samo propovijedati. Mora
i djelovati’, rekla je Khan.
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It prompted Khan to write to the Swiss government,
demanding they explain how the laws aligned with the
country’s commitment to human rights.

“The blanket protection of banking secrecy in
Switzerland violates international law;,” Khan told
reporters from Tamedia and Der Spiegel, who were
involved in the Suisse secrets project. She said Swiss
banking secrecy laws were incompatible with two in-
ternational conventions — article 19 of the international
covenant on civil and political rights, and article 10 of
the European convention on human rights — which
together guarantee freedom of expression and the press.

“Switzerland has signed both and is obliged to uphold
them,” she said.

Khan added that the Swiss government was “in a dif-
ficult position to explain why publishing information
that could reveal financial crimes should be punished
with up to three years in prison. Especially when jour-
nalists and whistleblowers point out real problems in a
bank. The law should not criminalise that”

Article 47 has existed since the early 20th century,
but was expanded in 2015 to include third parties such
as journalists and whistleblowers, after a number of
cases where client data was shared with to foreign tax
authorities. That famously included a CD of data from
HSBC Private Bank Suisse that was subsequently ac-
cessed by journalists.

Supporters of the law have previously cited clients’
rights to privacy. However, Khan said: “Convicted
criminals and politically exposed persons have a right

SWISS CONSIDER AMENDING BANKING SECRECY LAWS AMID UN PRESSURE

to privacy but not when there is good ground to believe
they may be involved in financial wrongdoing”

Credit Suisse said in February that it could not com-
ment on specific clients due to the same banking secrecy
laws but “strongly rejects the allegations and inferences
about the bank’s purported business practices”

The special rapporteur said the Swiss government
had since responded to her letter, first sent in March,
claiming it was fully committed to freedom of expres-
sion and that no journalist had ever been prosecuted
under the law, which they said was now under review.

A Swiss government spokesperson said they expected
the full response to be published next week.

In the meantime, the Swiss parliamentary subcom-
mittee on economy and taxes is to review article 47 and
the findings from the Suisse secrets investigation from
5 May. The subcommittee could put forward a motion
that could amend the law as early as Friday.

But barring a major overhaul, Khan will escalate the issue
to the UN human rights council. She plans to present officials
with a new report on press freedoms that will “critically
address” article 47 and the criminalisation of journalism
that she says is typically observed in authoritarian regimes.

“Switzerland is a champion of human rights and press
freedom, and participates actively in the UN human
rights council. It has repeatedly denounced the actions
of other countries against journalists. That is why it
is important that Switzerland now reacts itself and
changes such a problematic law. Switzerland must not
only preach. It must also act,” she said.

»1The consortium of international
media outlets, revealed that
Credit Suisse held accounts
for individuals involved in

torture, drug trafficking, money
laundering, corruption, and other
serious crimes
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Kada i najbolje finansiranje
hije dovoljno

lavni razlozi za zabrinutost $panskih

kompanija su problemi u snabdijeva-
nju, povecanje cijene energije, neizvjesnost
u pogledu ekonomske politike, ogranicenja
u snabdijevanju i tesko¢e u pronalazenju
radne snage. Ovaj zakljuéak izvedenje
iz najnovijeg istrazivanja Banke Spanije
o$panskim kompanijama u prvom kvartalu.

Vazno je napomenuti da ispitane kom-
panije smatraju da je umjerenost u tempu
rasta, umnogome posljedica svih ovih
zabrinutosti, prolazna.

Banka Spanije je prije nekoliko dana
revidirala nanize svoje ekonomske pro-
gnoze za naredne dvije godine za jedan
procentni poen, na 4,5% u2023.i12,9% u
2024. godini. Monetarne vlasti su takode
aludirale na ,privremeno kasnjenje“ u
procesu pribliZzavanja nivoima BDP-a
prije pandemije, iako su takode priznale
da postoje poteskoce u ovom trenutku u
pravljenju prognoza.

Rat u Ukrajini, pored strasne huma-
nitarne krize koju je izazvao, predstavlja
i ekonomski $ok koji utice na izglede
za globalni rast, ukljuc¢ujudi i $pansku
ekonomiju.

Egzogeni faktor kao $to je rat ili kontinu-
irani rast cijena energije povlaci za sobom
kratkoro¢na ogranic¢enja ponude i traznje,
sa ve¢om neizvjesnos¢u za buducnost.

»Dok banke garantuju povoljne

uslove finansiranja za

podsticanje oporavka, vazno
je da se radi o odgovornom
finansiranju, kako se ne bi

stvarali novi rizici

Odgovor kompanija mora biti pobolj$anje
efikasnosti i produktivnosti reformama
i ve¢om fleksibilnos¢u u proizvodnji.
Ukratko, reforme moraju biti ojac¢ane
suocavajuci se sa neizvjesnos¢u. Nadlezni
organi, sa svoje strane, moraju stvoriti
prave uslove da kompanije izvrse ova
prilagodavanja.

Pod solidnim izgledima za rast kao $to
su oni koji su postojali prije rata, najre-
levantnija stvar za nadlezne organe je da
sada stvore klimu sigurnosti za ekonomske
subjekte. Promovisanje inovacija je uvi-
jek bilo klju¢no za napredak u svakom
scenariju. A to je upravo jedan od ciljeva
evropskih fondova: postizanje solidnog,
digitalnog i odrzivog rasta. Ali treba ih
pravilno koristiti, za $ta je potrebna veca
javno-privatna koordinacija.

Nedavna studija koju je uradio KPMG
pokazala je da samo 9% kompanija ima
pristup planiranoj podrsci iz EU fondova
za oporavak. I prema zaklju¢cima studije,
80% kompanija koje pristupaju uvijek je
isto. Opstem nedostatku znanja o sred-
stvima i nacinu pristupa njima pridruzuje
se i teskoca procedura za njihovo dobijanje
i opravdavanje, kao pozadinski razlozi za
njihovu oskudnu raspodjelu.

Saradnja svih ostaje od sustinskog
znacaja za vracanje odredene izvjesnosti
koja je kompanijama
potrebna u vreme-
nima komplikovanim
kao sto su sadasnja. A
adekvatno upravljanje
evropskim fondovima,
koji stizu efikasno iza
projekte sa realnim
buduéim izgledima,
klju¢no je da se to
postigne.
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José Luis Martinez Campuzano,
portparol Udruzenja banaka Spanije

Dok banke garantuju povoljne uslove
finansiranja za podsticanje oporavka, vazno
je da se radi 0 odgovornom finansiranju,
kako se u buduénosti ne bi stvarali novi
rizici koji ne postoje.

Jedan od zaklju¢aka najnovijeg evrop-
skog istrazivanja o bankarskim kreditima
koji je uradila ECB je da je doslo do
poostravanja kriterijuma za odobravanje
kredita kompanijama, odnosno svih radnji
koje institucije sprovode prije odobravanja
kredita. Evropske banke stoga odrazavaju
svoju nizu toleranciju na rizik suocene sa
povecanom neizvjesno$¢u o tome kako bi
ukrajinski rat mogao uticati na kreditni
rizik i o¢ekivanja manje prilagodljive
monetarne politike. Promjena diskursa
ECB-a 0 svojoj strategiji monetarne politike
takode zahtijeva period prilagodavanja
na finansijskim trzistima.

Ali vedi oprez u novom finansiranju
ne znadi da e biti gore. Spanske banke
su, na primjer, zadrzale nepromijenjene
opste uslove odobravanja novih kredita
uprkos nestabilnosti na medunarodnim
finansijskim trziStima. Finansiranje banaka
ostaje klju¢no u vremenima neizvjesnosti,
kao $to su pokazali i tokom pandemije.

Glavne determinante poslovnih ulaganja
su kori$¢eni proizvodni kapaciteti, buduca
ocekivanja i uslovi finansiranja. Prvi
faktor je kratkoro¢no ogranicenje koje
je tesko prevladati, a nije lako prevladati
neizvjesnost, iako se mogu preduzeti
mjere da se ona svede na minimum. Ovim
preprekama, medutim, nece biti dodato
finansiranje banaka. Uprkos padu traznje za
finansiranjem koji se o¢ekuje u narednim
mjesecima, bankarski sektor ima snagu i
resurse da garantuje finansiranje koje je
kompanijama potrebno da napreduju i
ostvare svoje projekte.



september 2022 |

When the best financing

is not enough

he main reasons for concern of
Spanish companies are supply prob-
lems, the increase in the cost of energy,
uncertainty about economic policy, supply
limitations and the difficulty in finding
labour. This conclusion is drawn from
the latest survey of Spanish companies
in the first quarter of the Bank of Spain.
It is important to note that the com-
panies surveyed consider that the mod-
eration in the pace of growth, largely a
consequence of all these concerns, is
transitory.
The Bank of Spain revised downwards
a few days ago its economic forecasts for
the next two years by one percentage
point, to 4.5% in 2023 and 2.9% in 2024%.
The monetary authority also alluded to
a "temporary delay” in the process of
convergence towards pre-pandemic GDP
levels, although it also acknowledged the
difficulty at this time in making forecasts.
The war in Ukraine, in addition to the
terrible humanitarian crisis it has caused,
also represents an economic shock that
affects the prospects for global growth,
which includes the Spanish economy.
An exogenous factor such as war or
the continued rise in energy prices entail
short-term constraints on supply and

~While banks guarantee
favourable financing
conditions to boost the

recovery, it is important that
this is responsible financing,

so that no new risks are
generated

demand, with greater uncertainty for the
future. The response of companies must
be to improve efficiency and productiv-
ity with reforms and more flexibility
in production. In short, they must be
strengthened in the face of uncertainty.
The authorities, for their part, must cre-
ate the right conditions for companies to
carry out these adjustments.

Under solid growth prospects such as
those existing before the war, the most
relevant thing now for the authorities is to
create a climate of certainty for economic
agents. Promoting innovation has always
been key to advancing in any scenario.
And this is precisely one of the objectives
of the European funds: to achieve solid,
digital and sustainable growth. But they
need to be used properly, for which greater
public-private coordination is needed.

Only 9% of companies have access to
the planned support from EU recovery
funds, according to a recent KPMG study.
And following the conclusions of the
study, 80% of the companies that access
are always the same. The general lack of
knowledge about the funds and the way
to access them is joined by the difficulty
of the procedures to receive and justify
them, as background reasons for their
scarce distribution.

The cooperation of all
remains essential to recover
some of the certainty that
companies need in times
as complicated as the cur-
rent ones. And an adequate
management of European
funds, which arrive effi-
ciently and to projects with
real future prospects, is key
to achieving this.

José Luis Martinez Campuzano,
speaker of the Spanish Banking Association

While banks guarantee favourable fi-
nancing conditions to boost the recovery,
it is important that this is responsible
financing, so that no new risks are gener-
ated in the future that do not exist.

One of the conclusions of the latest
European survey of bank loans by the
ECB is that there has been a tightening of
the criteria for granting loans to compa-
nies, that is, of all the actions carried out
by institutions before approving a loan.
European banks thus reflect their lower
risk tolerance in the face of increased
uncertainty about how Ukraine's war may
affect credit risk and expectations of a less
accommodative monetary policy. The
ECB's change of discourse on its monetary
policy strategy also requires a period of
adjustment in the financial markets.

But greater caution in new funding
doesn't mean it gets worse. Spanish banks,
for example, kept the general conditions
of new loans unchanged despite the insta-
bility in international financial markets.
Bank financing remains key in times of
uncertainty as they have also shown dur-
ing the pandemic.

The main determinants of business
investment are the production capacity
used, future expectations and financing
conditions. The first factor is a short-term
constraint that is difficult to overcome and
it is not easy to overcome uncertainty,
although measures can be taken to mini-
mize it. To these obstacles, however, bank
financing will not be added. Despite the
decline in demand for financing expected
in the coming months, the banking sec-
tor has the strength and resources to
guarantee the financing that companies
need to move forward and make their
projects a reality.

43



GENERALNA SKUPSTINA ITALIJANSKOG BANKARSKOG UDRUZENJA

Antonio Patuelli,
Predsjednik
Italijanskog
udruzenja banaka
(ABI)
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Italijanske banke

su otporne

" Znaéajna otpornost” italijanskih banaka uprkos
pandemiji i rusko-ukrajinskoj krizi, zahtjev da

se ne poostravaju pravila Bazelskog 3+ sporazuma
osmisljenog pre dvije vanredne situacije, alarm za
koriscenje kriptovaluta u odsustvu medunarodne re-
gulative, o¢ekivanja da ¢e se prekograni¢na bankarska
spajanja u Evropi suociti sa sve ve¢com konkurencijom
americkih i azijskih finansijskih giganata, zahtjev da se
banke ne optere¢uju dodatnim kapitalnim zahtjevima
uz kreiranje pravila za odrzivo finansiranje, vaznost
kompletiranja Bankarske unije i Unije trzista kapi-
tala na "pragmati¢niji” nacin, a prije svega zahtjev za
"produzene evropske i nacionalne mjere otpornosti
za obnovljeni odrzivi razvoj i zaposljavanje — takode
neophodne za smanjenje javnog duga — u svjetlu ek-
splozije cijena energije,
inflacije i neizvjesnog
ekonomskog oporavka®.
Ovo su samo neke
od poruka koje je izre-
kao predsjednik ABI
(Italijanskog udruzenja
banaka) Antonio Patuelli
u svom uvodnom govoru
na Godi$njem sastanku
koji je odrzan 8. jula u
Rimu. G. Patuelli, kojeg
je novoizabrani Savjet

»Pautelli je naglasio vaZnost
stvaranja evropskog tijela
za borbu protiv pranja
novca - s nadleznostima i za
kriptovalute - i da njegovo
sjediste bude u Italiji

takode ponovo izabrao za predsjednika ABI-ja na
obnovljeni dvogodi$nji mandat, pozvao je Evropsku
uniju (EU) da reformiSe Pakt za stabilnost i rast tako
§to ¢e ,preokrenuti njegove faktore, ¢ime se prven-
stveno zeli rast i, kao posljedica, stabilnost*.

Takode je pozvao na pravno obavezujuci Ustav za
Evropsku uniju, ¢ak i na reviziju njenih ugovora, ako
je potrebno. Konac¢no, naglasio je vaznost stvaranja
evropskog tijela za borbu protiv pranja novca - s
nadleznostima i za kriptovalute - i da njegovo sjediste
bude u Italiji.

U svom govoru, guverner Banke Italije Ignazio
Visco potvrdio je "¢vrstu volju Evropske centralne
banke (ECB)" da se bori protiv inflacije, nazvavsi je
"nepravednim porezom za potrosace i gradane". U
zakljucku, italijanski ministar
finansija, Daniele Franco,
fokusirao se na ekonomski
podsticaj koji bi mogao pro-
izaci iz pune implementacije
Nacionalnog plana oporavka
i otpornosti (PNRR).

"Uticaj bi mogao biti jo$
veci ako se $iroki i artiku-
lisani reformski program
predviden PNRR-om brzo
iu cijelosti zavrsi", komen-
tarisao je Franco.
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THE GENERAL ASSEMBLY OF THE ITALIAN BANKING ASSOCIATION

Antonio Patuelli,

Chairman of the Italian Banking Association (ABI)

Iltalian banks are resilient

he "substantial resilience" of Italian banks despite

the pandemic and the Russian-Ukrainian crisis,
the request not to tighten the rules of the Basel 3+
Accord designed before the two emergencies, the
alarm for the use of cryptocurrencies in the absence
of international regulation, the hope for cross-
border banking mergers in Europe to face the rising
competition of US and Asian financial giants, the
request not to burden banks with additional capital
requirements while creating the rules for sustainable
finance, the importance of the completing of the
Banking Union and the Capital Markets Union in
a more "pragmatic” way, and above all the request
for "prolonged European and national resilience
measures for renewed sustainable development
and employment - also
indispensable for reduc-
ing public debt - in light
of the explosion of energy

prices, inflation and the - payy o]l stressed the
importance of creating

a European anti-money
laundering authority -
with competences also on
cryptocurrencies - and of
having its headquarters in

uncertain economic re-
covery ".

These are just some of
the messages delivered
by the Chairman of ABI
(the Italian Banking
Association), Antonio
Patuelli, in his opening
speech at the Annual
Meeting which was held
in Rome on 8 July. Mr.

Italy

Patuelli, who has also been re-elected President of
ABI for a renewed two-year term by the newly elected
Council, invited the European Union (EU) to reform
the Stability and Growth Pact by “reversing its factors,
thus aiming firstly for growth and, as a consequence,
for stability".

He also called for a legally binding Constitution
for the European Union, even revising its Treaties,
if necessary. Finally, he stressed the importance of
creating a European anti-money laundering author-
ity - with competences also on cryptocurrencies - and
of having its headquarters in Italy.

In his speech, the Governor of the Bank of Italy,
Ignazio Visco, confirmed the "firm will of the European
Central Bank (ECB)" to fight inflation, calling it an "un-
fair tax on consumers and
citizens". In conclusion, the
Italian Minister of Finance,
Daniele Franco, focused
on the economic stimulus
that could come from the
tull implementation of the
National Recovery and
Resilience Plan (PNRR).

"The impact may be
even greater if the broad
and articulated reform
program envisaged by
the PNRR is completed
quickly and in its entirety”,
he commented.
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Patrice Baubeau,

Visi predavac, Istorija,
Ekonomska istorija,
Université Paris
Nanterre — Université
Paris Lumieres,
Casopis ,,Razgovor*

»2Danas nas nove monetarne

inovacije podsjecaju na

vaznost ove Cetvrte funkcije

novca - identifikacije

Identifikacija,
cetvrta funkcija
novca

Monetarna teorija u€i da su tri funkcije novca €uvanje vrijednosti,
obracunska jedinica i sredstvo razmjene. Ovaj ¢lanak otkriva ¢etvrtu
osnovnu funkciju - identifikaciju - i propituje politicke i drustvene
implikacije na privatne i javne izdavaoce novca.

ratko zaobilazenjekroz istoriju omogucava namda postavimo pitanje o tri

funkcije novca koje su tradicionalno identifikovane: standard vrijednosti,
posrednik razmjene i rezerva vrednosti, u Sirem okviru. Ova perspektiva ot-
kriva ¢etvrtu fundamentalnu funkciju, identifikaciju, koja oznacava zajednicko,
politicko i drustveno porijeklo monetarne ¢injenice.

Nova monetarna sredstva, kao npr. bitcoin, drzavne kripto-
valute ili virtuelne valute koje se koriste u video igrama, daju
posebnu tezinu ovoj funkciji identifikacije i njenim politickim
i drustvenim posljedicama.

Pitanje identifikacije pojavljuje se uz Aristotelove analizenovcau
njegovima djelima ,,Politika“ i ,,Nikomahova etika®, radovima
koji se uglavnom fokusiraju napolis, njegove granice, njegovu
organizaciju, njegovu pravdu. On tako razvija, slijedeci Platona,
politi¢ku i gradansku refleksiju koja povezuje granice polisa
sa radanjem novca, ¢ija zloupotreba moze biti u suprotnosti
sa pravilima idealne drzave: 1) tako $to ¢e dobit od spoljnje
trgovine imati prednost nad solidarno$cu internih razmjena;
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TRADITIONAL MONEY AND MONETARY INNOVATIONS

Patrice Baubeau Senior Lecturer, History, Economic History,
Université Paris Nanterre — Université Paris Lumiéres

Identification,
the Fourth
Function of Money

Monetary theory teaches that the three
functions of money are a store of value, a unit
of account, and a medium of exchange. This
article reveals a fourth fundamental function -
identification - and questions the political and
social implications for private and public issuers

of money

»loday, new monetary
innovations remind us
of the importance of this
fourth function of money

- identification

Ashort detour through history allows us to place the question of the
three functions of money traditionally identified: standard of value,
intermediary of exchanges, and reserve of value, in a broader framework.
This perspective reveals a fourth fundamental function, identification,
which denotes the monetary fact’s common, political, and social origin.

Emerging monetary tools, such as bitcoin, state cryptocurrencies, or
virtual currencies used in video games, give particular weight to this
identification function and its political and social consequences.

The question of identification appears alongside Aristotle’s analyses
of money in Politics and Nicomachean Ethics, works that focus mainly
on the polis, its limits, its organization, its justice. He thus develops,
following Plato, a political and civic reflection that
associates the limits of the polis with the birth of
money, whose misuse can conflict with the rules
of the ideal State: 1) by making the gain of foreign
trade take precedence over the solidarity of internal
exchanges; 2) by pricing the exchange value over the
use-value; 3) by opening the infinite space of desires
and speculations over the limited domain of needs.

In short, such a currency, freed from its civic
dimensions, tends to become its own end, feeding
inequalities and discord within the polis. This is why
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»Leaving money in entirely
private hands is not always
a good idea, even if the
management of money by
States has also led to disasters

money, a political artifact, is also a marker of citizen-
ship: its use inserts the user into a political, social, and
ethical community and identifies them with it.

This function of identification through currency
possession or use has not remained the prerogative of
the Greek city-states: a constant feature of currencies
is the concern of issuers — unless they are counterfeit-
ers — to identify the origin of their currencies, usually
territorial or political, by marks indicating the place
of production, the issuer or the date.

The multiplication of social and complementary
currencies since the 1970s corresponds, moreover,
most often to a “territorial” project constituting a
limited-size monetary space of solidarity. In this way,
using money can become a militant act (sustainable,
alternative, ecological economy...) and support or
manifest an identity - this is notably the case with the
Basque currency eusko.

CASH IS NOT SYNONYMOUS WITH ANONYMITY

This fourth function, this function of identification,
is largely neglected in economics — historians and
especially numismatists are, on the contrary, very at-
tentive to it. However, taking it into account leads to
two important contributions.

First, it reverses the usual perspective on anonymity.
Anonymity no longer appears as a property of cash
but becomes one of the modalities of identification by
money, which allows a much more graduated approach.

Indeed, as we wrote in a research article in 2016,
there is no “one” anonymity: anonymity is always, in
fact, anonymity concerning a person or an institution.
Consequently, it is susceptible to various conﬁgurations,
which are part of a general identification function.

Thus, the usual payment in cash to a merchant that
one knows does not, of course, entail any anonymity of
the payer to the merchant. On the other hand, it does
guarantee the anonymity of the merchant’s customers
to their banker or tax collector.

Similarly, using a contactless payment card results in
almost complete anonymity of the customer towards
the merchant. The payment receipt does not include
any exploitable identity element but precisely identifies
the customer to the bank issuing the payment card or
the bank holding the merchant’s accounts.

In general, a process of “nationalisation” of money
has progressively made the limits of the modern state
coincide with those of the monetary spaces of which
these states have become the masters.

At the same time, the state assumes another func-
tion that is crucial for the proper functioning of civic
and social life beyond payment systems alone: the
identification of individuals. This function has grown
considerably since the 19th century with the develop-
ment of various forms of civil status and social security
and the rise of enfranchisement and personal ballot.

Consequently, in a state governed by the rule of law,
not only do individuals have a right to an identity
that the State cannot deny them, but the methods of
identification fall within the domain of the law, with
the legal guarantees that surround it.

MONETARY INNOVATIONS CHANGE THE GAME

Today, new monetary innovations remind us of the
importance of this fourth identification function. A
first model, already old, consisted of delimiting vir-
tual spaces within which specific monetary forms are
employed: massively multiplayer “game” platforms
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»Ostavljanje novca u potpuno
privatnim rukama nije uvijek
dobra ideja, cak i ako je upravljanje
novcem od strane drzava takode
dovodilo do katastrofa

2) odredivanjem cijene vrijednosti razmjeneiznad
upotrebne vrijednosti; 3) otvaranjem beskona¢nog
prostora zelja i spekulacija nad ograni¢enim dome-
nom potreba.

Ukratko, takvavaluta, oslobodena svojih gradanskih
dimenzija, tezi da postane svoj cilj, pothranjujuci
nejednakosti i razdor unutar polisa. Zbog toga je
novag, politicki artefakt, i oznaka gradanstva: njegova
upotreba ubacuje korisnika u politicku, drustvenu i
eticku zajednicu i poistovjecuje ga s njom.

Ova funkcija identifikacije kroz posjedovanje ili
koristenje valute nije ostala prerogativ grckih gra-
dova-drzava: stalna karakteristika valuta je briga
emitenata — osim ako nisu falsifikatori - da identi-
fikuju porijeklo svojih valuta, obi¢no teritorijalno
ili politi¢ko, oznakama koje oznacavaju mjesto
proizvodnje, izdavaoca ilidatum.

Umnozavanje drustvenih i komplementarnih va-
luta od 1970-ih godina odgovara, $tavise, najcesce
»teritorijalnom” projektu koji predstavlja ograniceni
monetarni prostor solidarnosti. Na taj nacin kori-
$¢enje novca moze postati militantni ¢in (odrziva,
alternativna, ekoloska ekonomija...) i podrzati ili
ispoljiti identitet - to je posebno slu¢aj sabaskijskom
valutomeusko.

GOTOVINA NLJE SINONIM ZA ANONIMNOST
Ova cetvrta funkcija, ova funkcija identifikacije, u
ekonomiji je u velikoj mjeri zanemarena - istoricari,
a posebno numizmaticari, naprotiv, obracaju paznju
na nju. Medutim, uzimanje u obzir vodi do dva vazna
doprinosa.

Prvo, preokrece uobic¢ajenu perspektivu anonimnosti.
Anonimnost se viSe ne pojavljuje kao svojstvogotovine

ali postaje jedan od modaliteta identifikacije putem
novca, $to omogucéava mnogo postupniji pristup.

Zaista, kao $to smo pisali u jednom istrazivackom
¢lanku iz 2016. godine, ne postoji ,,nic¢ija“anonimnost:
anonimnost je uvijek, zapravo, anonimnost osobe ili
institucije. Shodno tome, podlozna je razli¢itim kon-
figuracijama, koje su dio opste funkcije identifikacije.

Dakle, uobicajenoplacanjeu gotovini trgovcu za
kojeg se zna, naravno, ne povlaci za sobom nikakvu
anonimnost platitioca prema trgovcu. S druge strane,
garantuje anonimnost trgovcevih klijenata njihovom
bankaru ili porezniku.

Sli¢no, koriS¢enje beskontaktne platne kartice
rezultira gotovo potpunom anonimnos$c¢u kupca
prema trgovcu. Potvrda o uplati ne ukljucuje nijedan
element identiteta koji se moze iskoristiti, ali precizno
identifikuje klijenta banci koja izdaje platnu karticu
ili banci koja drzi racune trgovca.

Uglavnom,proces “nacionalizacije” novcaje progre-
sivno ucinio da se granice moderne drzave poklapaju
sa granicama monetarnih prostora kojima su ove
drzave postale gospodari.

Istovremeno, drzava preuzima jo$ jednu funkciju
koja je klju¢na za pravilno funkcionisanje gradanskog
i drustvenog zivota mimo samog platnog sistema:
identifikaciju pojedinaca. Ova funkcija je znacajno
porasla od 19. vijeka sa razvojem razlicitih oblika
gradanskog statusa i socijalne sigurnosti i porastom
birackog prava i licnog glasanja.

Shodno tome, u pravnoj drzavi, ne samo da po-
jedinci imaju pravo na identitet koji im drzava ne
moze uskratiti, ve¢ i metode identifikacije spadaju
u domen zakona, sa pravnim garancijama koje ga
okruzuju.
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generally provide techniques for accumulating
symbols of wealth to attach objects, services, or
skills avatars.

Already, in this case, the water-tightness between
virtual and real is imperfect since player “farms”
have emerged to acquire objects or abilities in the
virtual universe that are then resold in real cur-
rency to players who wish to perform. In a way,
this amounts to exchanging virtual currency for
real currency via virtual goods and services.

In this context, identification takes place within
the closed universe of the platform in question
since the “identities” of the avatars are entirely con-
trolled by the provider. The latter also determines
the conditions of issue and use of “its” currency.
We find again but are limited to a closed and vir-
tual universe, the model of control of money and
identities that territorial States carry out.

The second model, which is much more recent,
stems from the innovation represented by the
blockchain. The blockchain includes an identifica-
tion device that validates the transaction between
a seller and a buyer and makes the record of this
validation available to other participants in the
payment system.

On the one hand, identifying transactions makes
it essential to identify the users who carry out
exchanges. But on the other hand, this identity
corresponds to the one declared within the virtual
monetary space and not to an identity recognized
by a State. Moreover, nothing prevents an economic
agent from creating a different avatar for each of
the existing cryptocurrencies or even associating
different IP addresses (those that characterize
the machines that access the Internet). It is no
coincidence that Bitcoin has quickly become the
preferred currency of cybercriminals.

This is where Facebook’s Diem (ex-Libra) virtual
currency project makes sense. Users have an identity
guaranteed by the platform. More and more, rights
and duties are attached concerning freedom of
expression, the integrity of the “profile,” and even
the post-mortem destiny of accounts.

THE RISK OF A LUCRATIVE AND

SELECTIVE FORM OF IDENTITY

Facebook is, therefore, able to identify its users
very precisely. This is the core of its business model:
selling the individual characteristics of these pro-
files. If a currency of its own, or almost, such as
Diem, is associated with the Facebook ecosystem,
the company or, more likely, the constellation of
lucrative interests of which Facebook is the heart,
will be able to simultaneously manage its own
monetary assets and the proofs of identity-related
to their use.

However, leaving money in entirely private hands
is not always a good idea, even if the management
of money by States has also led to disasters, such
as the hyperinflationary episodes in Germany in
1923, Hungary in 1946, or Zimbabwe since 2000.
Leaving the identification of human beings in
private hands is even worse: what would happen
to a human being whose only proof of existence
is a private act, possibly transferable and of which
third parties cannot become aware?

Thus, abandoning to the highest bidder these
two key elements of the construction of the ancient
polis or the modern State, which are money and
identity, announces the worst of all worlds.

Solutions exist, old and new. Central bank digi-
tal currencies (CBDCs), being tested in Asia and
Europe, bear witness to this. They limit the risk of
substituting a lucrative form of identity for the civic
form our rights depend on by subjecting payment
to identification rather than the reverse.

In a world where the issuance of monetary assets,
the creation of identities, and the management
of the corresponding profiles are no longer the
sole responsibility of nation-states, it is becom-
ing urgent to reflect on the articulation of these
different dimensions. Only then may we preserve
the benefits of the innovations brought about by
the rise of the Internet without losing our rights,
our goods, and our beings. And therefore, we must
take into account the fourth function of money:
identification.
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MONETARNE INOVACIJE MIJENJAJU IGRU

Danas nas nove monetarne inovacije podsjec¢aju na
vaznost ove Cetvrte funkcije identifikacije. Prvi model,
vec star, sastojao se od razgranicenja virtuelnih pro-
stora unutar kojih se koriste specifi¢ni novcani oblici:
platforme za masovne igre za vise igraca generalno
pruzajutehnike za akumulisanje simbola bogatstvaza
pri¢vrséivanje avatara objekata, usluga ili vjestina.

Veé, u ovom slucaju, vodonepropusnost iz-
medu virtuelnog i stvarnog je nesavrsena jer su
se igraceve,farme"pojavile da bi kupili objekte ili
sposobnosti u virtuelnom univerzumu koje se zatim
preprodaju u stvarnoj valuti igra¢ima koji Zele da
nastupaju. Na neki nacin, ovo se svodi na razmjenu
virtuelne valute za stvarnu valutu putem virtuelne
robe i usluga.

U ovom kontekstu, identifikacija se odvija unutar
zatvorenog univerzuma doti¢ne platforme buduci
da su ,identiteti“ avatara u potpunosti kontrolisani
od strane provajdera. Provajderi takode odreduju
uslove izdavanja i kori$c¢enja ,,svoje” valute. Ponovo
nalazimo, ali smo ograniéeni na zatvoreni i virtuelni
univerzum, model kontrole novca i identiteta koji
sprovode teritorijalne drzave.

Drugi model, koji je mnogo noviji, proizlazi iz ino-
vacije koju predstavlja blokcejn. Blokcejn ukljucuje
identifikacioni uredaj koji potvrduje transakciju iz-
medu prodavca i kupca i ¢ini evidenciju ove validacije
dostupnom drugim ucesnicima u platnom sistemu.

S jedne strane, identifikacija transakcija ¢ini od
sustinskog znacaja za identifikaciju korisnika koji
vr$e razmjenu. Ali, s druge strane, ovaj identitet
odgovara onom koji je deklarisan u virtuelnom
monetarnom prostoru, a ne identitetu koji priznaje
dr7ava. Stavise, nista ne spre¢ava ekonomskog agenta
da kreira drugaciji avatar za svaku od postojec¢ih
kriptovaluta ili ¢ak da poveze razlicite IP adrese (one
koje karakterisu masine koje pristupaju Internetu).
Nije slu¢ajno §to je Bitcoin brzo postaopreferirana
valuta sajber kriminalaca.

Evo gdjeFacebookov Diem(ex-Libra) projekat
virtuelne valute ima smisla. Korisnici imaju identitet
zagarantovan platformom. Sve vise se pripisuju prava
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i duznosti u vezi sa slobodom izrazavanja, integrite-
tom ,,profila®, pa ¢ak i posmrtnom sudbinom naloga.

RIZIK LUKRATIVNOG | SELEKTIVNOG

OBLIKA IDENTITETA

Facebook je, dakle, u mogu¢nosti da vrlo precizno
identifikuje svoje korisnike. To je srz njegovog po-
slovnog modela: prodaja individualnih karakteristika
ovih profila. Ako je sopstvena valuta, ili skoro, kao
§to je Diem, povezana sa Facebook ekosistemom,
kompanija ili, $to je vjerovatnije, sazvijezde unosnih
interesa Cije je srce Facebook, moc¢i e istovremeno da
upravlja sopstvenim novcanim sredstvima i dokazima
o identitetu koji se odnose na njihovu upotrebu.

Medutim, ostavljanje novca u potpuno privatnim
rukama nije uvijek dobra ideja, ¢ak i ako je uprav-
ljanje novcem od strane drzava takode dovodilo
do katastrofa, kao $to su hiperinflacijske epizode
uNemackoj 1923. godine,Madarskoj 1946. godine,
iliZimbabveu od 2000. godine. Ostavljanje identifi-
kacije ljudskih bi¢a u privatnim rukama je jos gore:
$ta bi se dogodilo sa ljudskim bi¢em ¢iji je jedini
dokaz postojanja privatni ¢in, eventualno prenosiv
i kojeg trece strane ne mogu saznati?

Dakle, prepustanje onima koji najvise ponude ova
dva klju¢na elementa izgradnje antickog polisa ili
moderne drzave, a to su novac i identitet, najavljuje
najgori od svih svjetova.

Resenja postoje, stara i nova.Digitalne valute
centralnih banaka(CBDC), koje se testiraju u Aziji
i Evropi, svjedoce o tome. One ogranicavaju rizik
zamjene unosnog oblika identiteta sa gradanskim
oblikom od kojeg zavise nasa prava podvrgavanjem
placanja identifikaciji, a neobrnuto.

U svijetu u kojem izdavanje novcanih sredstava,
stvaranje identiteta i upravljanje odgovaraju¢im pro-
filima vi$e nisu isklju¢iva odgovornost nacionalnih
drzava, postaje hitno da se po¢ne sa razmisljanjem
o artikulaciji ovih razli¢itih dimenzija. Samo tada
mozemo sacuvati prednosti inovacija koje je donio
uspon interneta, a da pritom ne izgubimo svoja prava,
svoja dobra i svoja bica. I stoga, moramo uzeti u obzir
¢etvrtu funkciju novca: identifikaciju.
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