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Imamo zadovoljstvo i podrsku ¢lanica naseg UdruZenja, da uspjesno publikujemo casopis Bankar, kao
Jjedinstven po sadrZaju, tradiciji i kvalitetu ljudi koji participiraju i ukazuju na trendove i §ta moZemo
na polju ekonomije i finansija ocekivati u narednom periodu, kako u regionu tako i Sire.

Potvrda je i autorski tekst koji imamo od potpredsjednice za aktivnosti EIB na Zapadnom Balkanu
g-de Lilyane Pavlove i podsticaje koje EIB daje kroz ulaganja u projekte za digitalnu tehnologiju,
klimatske promjene i energetiku, saobracaj, zdravstvo, obrazovanje i istraZivanje. Svjedoci smo
znacajnog doprinosa EIB razvoju vitalne infrastrukture u svim sektorima.

Koliko je bitno imati stabilan bankarski sektor i na Sta bankari moraju obratiti paZnju u
svakodnevnom poslovanju, dato je kroz tekst koji ukazuje na moguce uzroke koji dovode do problema
u bankama. Koliko u Crnoj Gori imamo prostora za razvoj on-line bankarstva dato je kroz istraZivanje
,, Digitalne bankarske i platne usluge “. Prezentujemo i vrlo interesantan tekst ,, Razumjevanje
Bihevioralnih finansija“ koji ukazuje da na nas u donoSenju odluka uticu razlicite okolnosti. Kao
rezultat toga, postoji rizik da neracionalno donosimo odluke i time propustimo najbolje rjesenje.

Danasnje vrijeme ukazuje na nezaobilaznost tretiranja sajber bezbjednosti, gdje su aktuelni i propisi o
kriptovalutama i uskladenost sa propisima, tako da prezentujemo stav o ocekivanjima u 2022. god. po
ovim pitanjima. Uvijek aktuelna je i tema trendova u prevarama i nekim od predvidanja tipova prevara
za 2022. sto naglasava inicijative za digitalni identitet koje korisnicima omogucavaju sigurniji pristup
nizu usluga putem internetskih, ili mobilnih aplikacija. Ukazuje se da su platforme za razmjenu
kriptovaluta razvijene vrlo brzo iz otvorenog koda bez ozbiljnog shvatanja njihovog sigurnosnog
ekosistema, ili upravljanja prevarama. Ovim brojem se ukazuje vise na eksterne prevare i tekstom

koji skrece paznju da su mladi sve vise meta prevaranata i formi ,, finansijske mule “.Pandemija

Jje ubrzala digitalizaciju, povecavajuci i rizike za potrosace tako da je EIOPA identifikovala niz
kljucnih problema u potrosackim trendovima, na Sta se ukazuje kroz tekst dat u ovom broju. Digitalna
transformacija ukazuje da biti u digitalnom okruZenju i pokuSavati da budete Sto inovativniji dovodi
do vece izloZenosti prijetnji sa stanovista finansijskog kriminala, gdje masinsko ucenje pomaze da se
uravnoteZe rizik i inovacije.

Prezentujemo i uslugu preduzeé¢a CASH BACK IMO doo koje posluje od 2007 .. i specijalizovano

je za usluge refundacije (povrata) inostranog PDV. Od kolege iz Udruzenja banaka Svajcarske
imamo poruku da su Integritet i reputacija kljucni za finansijski centar i ukazuje na vaznost odrZivih
finansija, zastitu od sajber rizika i unapredenje sistemskog okvira za dalji napredak. Kolega iz
UdruZenja banaka Spanije ukazao je da 40% finansijske imovine gradana je u gotovini i depozitima i
koje su alternative za gradane.

Srdacan pozdrav,
Glavni i odgovorni urednik ¢asopisa Bankar
mr Bratislav Pejakovi¢
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Foreword
of the Secretary General

It is our pleasure that members of our Association are supporting us in the successful pu-
blishing of the Bankar magazine, which is unique in the topics it presents, the tradition and
the people who participate and point out in their articles the developments in the area of
economy and finance and future expectations, both in the region and beyond.

This is confirmed also by the article presented by the Vice-President for EIB Activities in
the Western Balkans, Ms. Lilyana Pavlova, and the incentives provided by the EIB through
investments in projects for digital technology, climate change and energy, transport, health,
education and research. We are witnessing a significant contribution from the EIB to the
development of vital infrastructure in all sectors.

The importance of having a stable banking sector and what bankers must pay attention to
in their daily business is given through an article that indicates possible causes that lead to
problems in banks. The research titled "Digital Banking and Payment Services"talks about
the space for the development of on-line bankingin Montenegro. We also bring you a very
interesting article titled "Understanding Behavioural Finance", which indicates that we are
influenced in our decision-making by various circumstances. As a result, there is a risk that

we make irrational decisions and thus miss the best solution.

Cyber security is another hot topic nowadays, where the regulations on cryptocurrencies
and compliance with regulations are current, so we bring you the position on expectations
in 2022 on these matters. The topic of trends in fraud and some of the forecasts of types of
fraud for 2022 is always relevant, which emphasizes digital identity initiatives that provide
users with more secure access to a range of services via Internet or mobile applications. It
is pointed out that cryptocurrency exchange platforms were developed very quickly from
open source without a serious understanding of their security ecosystem, or fraud manage-
ment. This issue points more to external fraud and the article on this topic draws attention
to the fact that young people are increasingly the target of fraud and forms of "financial
mule” . We also bring you an article on digital transformation that indicates that being in
a digital environment and trying to be as innovative as possible leads to greater exposure
to threats from the perspective of financial crime, where machine learning helps to balance
risk and innovation.

We also present the service of the company CASH BACK IMO doo, which has been ope-
rating since 2007 and specializes in foreign VAT refund services. An article featured by a
colleague from the Association of Swiss Banks indicates the integrity and reputation are key
to the financial centre and point to the importance of sustainable finance, protection aga-
inst cyber risks and improving the systemic framework for further progress. The article of a
colleague from the Association of Spanish Banks pointed out that 40% of citizens' financial
assets are in cash and deposits and what are the alternatives for citizens.

With respect,
Editor-in-Chief
Bratislav Pejakovié, MSc
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podrsku
odrzivom razvoju
Crne Gor

Lilyana Pavlova
Potpredsjednica za
aktivnosti EIB

na Zapadnom Balkanu

D ok pandemija COVID-19 ulazi u tre¢u godinu u
svijetu, svjedoci smo nastajanja novog, digitalnog
i ekoloskog vremena koji nas tjera da se oprostimo sa
paradigmama proslosti. I to je jedini put u budu¢nost.

Kao klimatska banka EU i jedna od najve¢ih mul-
tilateralnih finansijskih institucija u svijetu, Evropska
investiciona banka (EIB) krece u pravcu ove eko-
nomske transformacije. Nas cilj je da se uvjerimo
da nijedan region ili zemlja ne zaostanu na putu u
odrziviju budu¢nost. U tom smislu smo pokrenuli

»EIB Global usmjerava do 300
milijardi eura ulaganja u
projekte za digitalnu tehnologiju,
klimatske promjene i energetiku,
saobracaj, zdravstvo, obrazovanje i
istrazivanje

maj 2022 |

zaseban ogranak, EIB Global, kako bismo prosirili
nasu finansijsku i savjetnicku podrsku zemljama izvan
EU putem timova stru¢njaka na terenu, koji mogu
da pruze prakti¢nu i direktnu pomo¢. To je prirodni
produzetak inicijative ,Global Gateway“ Evropske
komisije kojom se usmjerava do 300 milijardi eura
ulaganja na globalnom nivou u projekte za digitalnu
tehnologiju, klimatske promjene i energetiku, saobracaj,
zdravstvo, obrazovanje i istrazivanje.

Zapadni Balkan ¢e takode imati koristi od EIB
Global strategije i mogucnost da dobije hitnu podrsku
specifi¢nu za zemlju za razvoj odrzivih projekata
usmjerenih na klimatske promjene i socijalnu inklu-
zivnost. Drugim rije¢ima, imacemo vise stru¢njaka i
mogucnosti za jo$ blizu saradnju sa nasim lokalnim
partnerima na sprovodenju Ekonomskog i investicio-
nog plana Evropske komisije na terenu. Prema ovom
planu, EIB je ve¢ omogucio 853 miliona eura u 2021.
godini za podsticanje odrzivog ekonomskog razvoja
i razvoja privatnog sektora u regionu.

NEOPHODNA PODRSKA ZA MALA PREDUZECA
Kao jedan od najvecih i najduze prisutnih investitora
u Crnoj Gori, EIB je omogucio pristup jednoj milijardi
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EUROPEAN INVESTMENT BANK

ElBscales up its

support for

sustainable growth
of Montenegro

Lilyana Pavlova
Vice-oresident for EIB Activities
in the Western Balkans

As the COVID-19 pandemic enters its third year
of global presence, we are witnessingthe rise of
a new, digital and green era that is forcing us to say
farewell to paradigms of the past. And that is the only
way forward.

As the EU climate bank and the largest multilat-
eral financial institution in the world, the European
Investment Bank (EIB) is steering the wheel of this
economic transformation. Our aim is to make sure
that no region or country is left behind on the path
to a more sustainable future. In that respect, we have
launched a dedicated branch - EIB Global, to expand
our financial and advisory support for countries outside
the European Union through our teams of experts
on the ground, which are able to provide hands-on,
streamlined assistance. This is a natural extension of
the European Commission’s Global Gateway initiative
designed to mobilise up to €300 billion for global
investments in digital, climate and energy, transport,
health, education and research.

The Western Balkans will also benefit from the
outreach of EIB Global and the ability to receive
country-specific immediate support for the develop-
ment of sustainable, climate and socially inclusive

projects. In other words, we will have more experts
and opportunities to liaise even closer with our local
partners in rolling out the European Commission’s
Economic and Investment Plan on the ground. Under
this plan, the EIB already unlocked €853 million in 2021
to boost the sustainable economic and privatesector
development of the region.

MUCH-NEEDED SUPPORT FOR SMALL BUSINESSES

As one of the largest, long-standing investors for
Montenegro, the EIB has unlocked €1 billion since
the start of its operations in the country. EIB loans
have strongly contributed to the development of vital

»EIB Globalmobilises up to €300
billion for global investments

in digital, climate and energy,
transport, health, education and
research
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vec primjenjuje veliki broj projekata
koji doprinose Cistijoj Zivotnoj sredini

i vecoj otpornosti na klimatske
promjene

eura od pocetka svog rada u ovoj zemlji. Zajmovi EIB
su znac¢ajno doprinijeli razvoju vitalne infrastrukture
u svim sektorima: izgradeni su savremeni i bezbjedniji
putevi, obnovljene su $kole u 11 opstina i Zivotna sre-
dina je ¢istija zahvaljujudi savremenoj infrastrukturi
za pijacu i otpadnu vodu. Dodijeljenih 660 miliona
eura za privatni sektor je takode pomoglo da se odrzi
vise od 30.000 radnih mjesta do danas.

Medutim, pandemija je stvorila nove izazove za
privatni sektor. Prema istrazivanju preduzeca, koje su
obavili EIB, EBRD i Svjetska banka, vi$e od tre¢ine
firmi na Zapadnom Balkanu je privremeno zatvoreno
kada je nastupila kriza. Pristup finansiranju je bio ogra-
ni¢en posebno za MSP: u prosjeku za 34% preduzeca
postoje ogranicenja u pogledu kredita na Zapadnom
Balkanu, ali ovaj procenat je jos ve¢i u Crnoj Gori i
iznosi 47%, uglavnom zbog nepovoljnih kamatnih
stopa. Neadekvatan iznos kredita u odnosu na trazeni
je takode vazno pitanje u Crnoj Gori.

Zbog ovog razloga, od pocetka pandemije 2020.
godine, EIB je dodijelio 150 miliona eura za mala i
srednja preduzeca u Crnoj Gori. U okviru finansijskog
paketa Tima Evrope za Covid-19 za brzi oporavak
Zapadnog Balkana, koji je usvojen 2020. kako bi se
podrzao oporavak najteze pogodenih malih preduzeca,
ova sredstva su dostupna kroz komercijalne banke pod
povoljnijim uslovima sa nizim kamatnim stopama i
produzenim rokom dospjeca.

Na globalnom nivou, klju¢ni dio sredstava EIB Grupe
je dodijeljen malim i srednjim preduze¢ima koja se
suocavaju sa ekonomskim posljedicama virusa. Skoro
polovina sredstava EIB Grupe za proslu godinu - u
iznosu od 45 milijardi eura - dodijeljena je malim i
srednjim preduzecima.

Pored pomo¢i preduze¢ima radi odrzavanja poslo-
vanja i zaposlenosti, cilj EIB je da ohrabri preduzeca
da transformisu svoje poslovanje i prilagode se novim

trzi$nim zahtjevima. U 2021. godini, EU banka je pot-
pisala prvu kreditnu liniju sa Investiciono razvojnim
fondom Crne Gore kako bi pomogla preduzeé¢ima
da uvedu klimatski prihvatljivije i energetski efikasne
prakse i projekte. Ovaj zajam ce ubrzati smanjenje
karbonskog otiska u crnogorskoj ekonomiji.

ZAOKRET KA ZELENOJ EKONOMUJI

Najnovije istrazivanje preduzeca, koje su obavili EIB,
EBRD i Svjetska banka, pokazuje da preduzeca treba
da poboljsaju svoje strateske ciljeve u vezi sa zivotnom
sredinom i da angazuju menadzere zaduZzene za ta
pitanja. Ona zaostaju u vezi sa zelenim ulaganjima
u poredenju sa zemljama sa visokim srednjim do-
hotkom. Ovo posebno vazi za ,,¢ista zelena ulaganja“
(upravljanje energijom, kontrola zagadenja vazduha,
itd.), kao za ,,mjeSovita zelena ulaganja“ (poboljsanje
grijanja, unaprijedenje masina i automobila, bolji sistemi
osvjetljenja). Usvajanje mjera energetske efikasnosti
nije $iroko rasprostranjeno, jer vec¢ina preduzeca ne
smatra te mjere prioritetnim, uprkos ¢injenici da ih
velika ve¢ina smatra profitabilnim.

Najnoviji investicioni izvjestaj EIB pokazuje da je
na nivou EU, iako je zaustavljen rast udjela preduzeca
koja ulazu u borbu protiv klimatskih promjena, udio
preduzeca koja planiraju ulaganja u vezi sa klimat-
skim promjenama porastao sa 41% na 47%, nakon
ublazavanja u 2020. godini. To je visi procenat nego u
Sjedinjenim Americkim Drzavama, gdje je samo 28%
preduzeca ve¢ ulozilo i samo 40% planira ulaganja u
vezi sa klimatskim promjenama. Cini se da regulatorni
podsticaj za odgovornost za emisije ugljen-dioksida
iizlozenost klimatskim rizicima ima uticaja, jer 46%
preduzeca u EU prihvata ciljeve prac¢enja emisija
ugljen-dioksida i potros$nje energije, kao faktor koji
je povezan sa ulaganjem. Zaista, EU preduzeca cesce
ulazu kada vide klimatsku tranziciju kao priliku.
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., In the Western Balkans, the EU bank is

already implementing a large number of

projects that are contributing to a cleaner
environment and higher resilience to climate

infrastructure across all sectors, resulting in modern
and safer roads, renovation of schools across 11 munici-
palities and a cleaner environment thanks to modern
water and wastewater infrastructure. The allocation of
€660 million in the private sectorhas helped sustain
over 30 000 jobs to date.

However, the pandemic incurred new challenges for
the private sector. According to the EIB-EBRD-WB
Enterprise Survey, more than a third of firms in the
Western Balkans temporarily closed down at the onset
of the crisis. Access to finance remains a constraint,
particularly for SMEs: 34% of firms, on average, are
credit constrained in the Western Balkans, but this
figure is even higher in Montenegro, 47%, mostly
due to unfavourable interest rates. In Montenegro,
the insufficient size of loans compared to the loans
requested was also a key issue.

For this reason, since the start of the pandemic in
2020, the FIB has unlocked €150 million for small
and medium companies in Montenegro. These funds
are available through commercial banks under more
favourable conditions with lower interest rates and ex-
tended maturities, as part of Team Europe’s COVID-19
financial package for faster recovery of the Western
Balkans adopted in 2020 to sustain the recovery of
the hardest hit small businesses.

On the global level, asignificant share of the EIB Groups
financing was allocated to small and medium-sized busi-
nesses facing the economic repercussions of the virus.
Almost half of the EIB Group’s financing last year — €45
billion - went to small and medium-sized enterprises.

Besides helping companies to retain their busi-
nesses and employment, the EIB aims to encourage
firms to transform their operations and adapt to new
market demands. In 2021, the EU bank signed a first
credit line with the Investment and Development
Fund of Montenegro to help companies introduce

change

climate-friendly and energy-efficient practices and
projects. This loan will accelerate the decarbonisation
of the Montenegrin economy.

SHIFT TOWARDS A GREENER ECONOMY
The latest EIB-EBRD-WB Enterprise Survey shows that
companies need to improve their strategic objectives
related to the environment and appointmanagers in
charge of environmental issues. They lag behind in
terms of green investments when compared to upper-
middleincome countries. This is true for “pure green
investments” (energy management, air pollution control,
etc.) as well as for “mixed green investments” (heating
improvements, upgrade of machinery and cars, better
lighting systems). The adoption of energy efficiency
measures is not widespread as most firms do not see
energy efficiency measures as a priority, despite the
fact that a large majority consider them as profitable.
At the EU level, the latest EIB Investment Report
shows that,although the share of firms investing to
deal with climate change has stalled, the share of firms
planning climate-related investment has now risen
from 41% to 47%, after declining in 2020. This is higher
than in the United States, where only 28% of firms have
already invested in and only 40% are planning climate
investments. The regulatory push for accountability
on carbon emissions and exposure to climate risk ap-
pears to be having an impact, with 46% of EU firms
adopting monitoring targets for carbon emissions and
energy consumption, a factor that is associated with
investment. Indeed, EU firms are more likely to invest
when they see climate transition as an opportunity.

EIB SCALES UP INVESTMENTS

INCLEANER ENVIRONMENT

In general, the European Union needs about €350
billion of extra investment annually to achieve a

7



EVROPSKA INVESTICIONA BANKA

maj 2022 |

»Kao jedan od najvecih i najduze prisutnih
investitora u Crnoj Gori, EIB je omogucio
pristup jednoj milijardi eura od pocetka svog

rada u ovoj zemlji

EIB POVECAVA ULAGANJA U

CISTIJU ZIVOTNU SREDINU

Evropi je, uopsteno gledano, potrebno oko 350 mili-
jardi eura dodatnih ulaganja godi$nje da bi se postiglo
smanjenje emisije gasova staklene baste do 2030.
godine od najmanje 55% u odnosu na nivo iz 1990.
godine. Kao klimatska banka EU, EIB je ve¢ preduzeo
konkretne korake kako bi doprineo ostvarenju ovog
cilja, pokretanjem ambicioznog Plana klimatske banke.
Banka je 2021. godine objavila Plan prilagodavanja
klimatskim uslovima i odredila okvir koji ¢e pomo¢i
da se korporativni i finansijski sektori usklade sa
klimatskim sporazumom potpisanim u Parizu 2015.
godine. Plan prilagodavanja klimatskim uslovima EIB
ima za cilj da podrzi ekonomije i zajednice iz cijelog
svijeta u borbi sa posljedicama globalnog zagrijevanja.
Kroz PATH okvir, uloga EIB je da utre put za ubrzanu
transformaciju finansijskog sektora i omoguci ucesce
privatnog sektora u zelenoj tranziciji.

Na Zapadnom Balkanu EU banka ve¢ primjenjuje
veliki broj projekata koji doprinose ¢istijoj Zivotnoj
sredini i ve¢oj otpornosti na klimatske promjene.
Finansiranjem ulaganja u Cistije, odrzivije vidove
saobracaja, kao $to su zeljeznica, gradski saobracaj i
plovni putevi, banka ima za cilj da omoguci prijelaz
sa privatnih na javne vidove saobracaja. U 2021. go-
dini, EIB je uloZio 275 miliona eura samo u projekte
odrzivosti, podrzavajuci zelenija rjeSenja za mobilnost
i izgradnju novih postrojenja za otpadnu i pija¢u
vodu koja ¢e zastititi Zivotnu sredinu i javno zdravlje
u cijelom regionu.

Rasporedivanjem 70 miliona eura za projekte vo-
dosnabdijevanja i kanalizacije u Crnoj Gori do danas,
EIB je pomogao da se poboljaju sanitarni uslovi u
nekoliko opstina i pristup pijacoj vodi i sanitarnim
uslugama za ljude u Crnoj Gori. Finansirali smo ra-
dove na pobolj$anju otpornosti na prirodne katastrofe
otklanjanjem velikih $teta nakon obilnih padavina

i poplava 2010. i uvodenjem mjera za sprjecavanje
poplava.

Zajedno sa Evropskom komisijom i drugim kljuc-
nim partnerima, EIB trazi nacine da poveca tehnicku
pomo¢ za pripremu pouzdanih klimatskih projekata
koji ¢e pomod¢i regionu da podstakne primjenu ze-
lenog plana.

SAVREMENA DIGITALNA INFRASTRUKTURA KAO
PREDUSLOV BUDUCEG EKONOMSKOG RASTA
Pandemija je ubrzala strukturalne promjene u ekono-
miji. Ve¢ina preduzec¢a u Evropi je do sada prezivjela
pandemiju relativno bez posljedica, ali sada moraju
da se prilagode novim uslovima, i to ne samo u vezi
sa potraznjom za svojim proizvodima i problemima
sa lancima snabdijevanja. Nesto viSe od cetvrtine EU
preduzeca vjeruje da ¢e pandemija imati trajni uticaj na
njihove lance snabdijevanja, a 23% vidi buduci uticaj
na kombinaciju proizvoda koje moraju da ponude,
¢ime se istice neophodna potreba za inovacijama.
Preduzeca pocinju da shvataju da dugoro¢na konku-
rentnost njihovog poslovanja znacajno zavisi od dva
faktora — digitalizacije i zelene tranzicije. To ¢e biti
prekretnice za globalnu ekonomiju i Zapadni Balkan
treba da se potrudi da ne zaostaje za ovim trendovima.

Medutim, analiza EIB-a pokazuje da jo$ uvijek
postoji digitalni jaz u regionu koji moze dodatno da
se prosiri zbog finansijskih ogranicenja izazvanih
krizom zbog Covid-19. Od 2020. godine EIB Grupa je
zbog toga ulozila skoro 200 miliona eura u digitalnu
infrastrukturu i znanja na Zapadnom Balkanu i plani-
ramo da pokrenemo sli¢na ulaganja u svim zemljama.
Savremena, napredna digitalna infrastruktura otvara
nove mogucnosti za privatni sektor, povecanje proi-
zvodnje i broja novih, dobro placenih poslova. Kako
ovi trendovi napreduju i remete ekonomiju, potreba
da se transformacije ubrzaju i da se omoguci odrzivi
razvoj Zapadnog Balkana postaje sve hitnija.
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»As one of the largest, long-standing investors
for Montenegro, the EIB has unlocked €1
billion since the start of its operations in the

reduction of greenhouse gas emissions by 2030 of at
least 55% from 1990 levels. As the EU climate bank,
the EIB is already taking concrete steps to help with
this by setting its ambitious Climate Bank Roadmap
inmotion. In 2021, the Bank released theClimate
Adaptation Plan and a dedicated framework that
will help align its corporate and financial sector
counterparties with the climate agreement signed in
Paris in 2015. The EIB Adaptation Plan aims to back
economies and communities around the world in
dealing with the consequences of global warming.
Through its PATH framework, the EIB’s role isto
pave the way for accelerated transformation of the
financial sector and the enablement of the private
sector’s participation in the green transition.

In the Western Balkans, the EU bank is already
implementing a large number of projects that are
contributing to a cleaner environment and higher
resilience to climate change. By financinginvestment
in cleaner, sustainable transportation options such
as railway, urban transport and waterways, it aims
to enable a shift from private to public transport
modes. In 2021, the EIB invested€275 million in
sustainability projects alone, supporting greener
mobility and the construction of new wastewater
and water facilities that will protect the environment
and public health across the region.

By disbursing €70 million for water and sewerage
projects in Montenegro to date, the EIB has helped
improve sanitary conditions in several municipalities
and access to drinking water and sanitation services
for people in Montenegro. The Bank has financed
works to improve resilience to natural disasters by
repairing major damage following the exceptional
rainfall and flooding in 2010 and by introducing
flood prevention measures.

Together with the European Commission and
other key partners, the EIB is looking for ways to

country

scale up its technical assistance for the prepara-
tion of bankable climate projects that will help the
region move forward with implementation of the
Green Agenda.

MODERN DIGITAL INFRASTRUCTURE AS A
PRECONDITION OF FUTURE ECONOMIC GROWTH

The pandemic has accelerated structural shifts in
the economy. The majority of European firms have
survived the pandemic relatively unscathed so far,
but they now have to adjust to new conditions, not
least in terms of demand for their products and issues
with their supply chains. Just over a quarter of EU
firms believe the pandemic will have a lasting effect
on their supply chains, and 23% see a future effect
on the product mix they need to offer, underlining
the need for innovation. Overall, companies are
beginning to realise that the long-term competitive-
ness of their business relies heavily on two factors
- digitalisation and the green transition. They are
going to be gamechangers for global economies and
the Western Balkans needs to ensure that it is not
lagging behind these trends.

However, EIB analysis shows that there is still a
digital gap in the region which might be further
deteriorated by the financial constraints caused by
the COVID-19 crisis. Since 2020, the EIB Group has
therefore invested close to €200 million in digital
infrastructure and skills in the Western Balkans,
and we plan to roll out such investments across all
countries. Modern, advanced digital infrastructure
opens up new opportunities for the private sector,
increasing production and the number of new,
well-paid jobs. With all these trends progressing
and making disruptions on the economy, there is
an urgency to speed up the transformation and
ensure the sustainable development of the Western
Balkans.

9
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Priredio,
mr Bratislav Pejakovi¢

»Istorijat propadanja
banaka ukazuje da
su bankroti u vecini
slucajeva refleksija
nepostovanja dobre
bankarske prakse,
losih, ili nepostovanih
procedura, loseg

upravljackog kadra...

Uzroci koji dovode
do propadanja
banaka

B anke imaju vitalnu ulogu u ekonomskom Zivotu svake privrede, tako da
njihovo kontinuirano ojacavanje i stabilnost bankarskog sistema jeste
predmet opsteg javnog interesa. Istorijat propadanja banaka ukazuje da su
bankroti u vec¢ini slucajeva refleksija nepostovanja dobre bankarske prakse,
losih, ili nepostovanih procedura, loseg upravljackog kadra, nepostojanje
bankarskog iskustva ljudi na klju¢nim pozicijama, slabe kreditne politike
i tome sli¢no, sto sve pojedinac¢no i ukupno mora rezultirati lo§im stanjem
banke. Neadekvatna kreditna politika se ispoljava kroz losu evaluaciju
zajmotrazioca, nepoznavanje bankarskih pokazatelja poslovanja, veliku
izlozenost jednom privrednom sektoru, ili grupaciji firmi koje predstavl-
jaju tzv. povezana lica. Bitan faktor problema je neadekvatno upravljanje
sredstvima i izvorima povrata sredstava, $to utic¢e na stanje likvidnosti i
rentabilnosti banke, a onda je nerealno pricati o profitabilnosti u takvim
uslovima poslovanja. Zbog svega prethodno pobrojanog supervizija ban-
karskog sistema ima posebnu vaznost i odgovornost. Razlozi su vrlo vidljivi,
a to su preventivno djelovanja na mogucnosti propadanja banaka, time
relaksiranije poslovanje agencije za osiguranje depozita i oportunitetnijim,
razvojnim tro$enjem budzetskih sredstava drzave.

OPERATIVNI RIZIK

Ono §to bih akcentirao i $to bi svakog akcionara banke trebalo da brine
jeste Operativni rizik koji ukazuje na postojece, ili moguce gubitke koji su
posledica pogres$nih unutrasnjih procesa, koji niti vremenski niti tehnoloski
nijesu za karakteristike konkretne banke i trzista koje je malo i specifi¢no.
Bazelski propisi, gdje je to u Bazelu II, a posebno u Bazel III principima
decidno definisano, pod operativnim rizikom podrazumjevaju i rizik
uposljavanja ljudi bez postovanja principa koji se ogledaju u adekvatnom
iskustvu, praksi, etickim skrupulama i zanatskim znanjima potrebnih
za unapredenje procesa, jer izvrnuto djelovanje dovodi do izazivanja di-
rektne i indirektne $tete vrlo mjerljive kako po kapital same banke tako i
ugrozavanjem samog sistema kako bankarskog tako i ukupno privrednog,
uslijed opasnosti domino efekata. Operativni rizik u sebi tretira i eksterne
rizike, elektronsko poslovanje, tehnicko-tehnoloska rjesenja i procese, kao
i angazovanje spoljnih izvrsioca koji potencijalno, ne uvazavajuci lokalne
specifi¢nosti, namecu rjeSenja koja su primjerena negdje drugo i za banku
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Causes leading
to bank failures

Prepared by
Bratislav Pejakovi¢, MSc in Economics

Banks play a vital role in the economic life of any country, so their ,,Tl’l e hist ory Of bank

continued strengthening and stability of the banking system is of

general public interest. The history of bank failures indicates that, in failures indicates that, in

most .cases, bar‘lkruptaes are tche reflections of non-compliance with good most case s, b an k ri p tcies
banking practices, poor or disrespectful procedures, poor management,

lack of banking experience of key function holders, weak lending poli- ~ dr€ the reﬂec tions Of non-

cies and the like. Inadequa‘te lending policy 1§ displayed through p.oor co mp ll ance Wltl’l g00 d
assessment of borrowers, ignorance of banking performance indica-

tors, large exposure to one economic sector, or a group of undertakings banking prac tices, poor or
representing connected clients. Inadequate management of funds and :

sources of return make also an important factor of the problem, which dzsresp ethul p rocedures,
affects liquidity and profitability of the bank leading to unrealistic dis- poor manageme nt...
course about profitability. Thus, the supervision of the banking system

has a special importance and responsibility. Their activities include

preventive actions on the possibility of bank failures, thereby making

easier the operations of the deposit insurance agency and spending the
state budget funds.

OPERATIONAL RISK

Operational risk is a risk that should be emphasised and that every
shareholder of the bank should be concerned about. Operational risk
indicates current or possible losses due to wrong internal processes,
which are neither temporal nor technological characteristics of a par-
ticular bank and a small and specific market. Operational risk is defined
in Basel II, and especially in Basel III, as the risk of employing people
without respecting at the same time the principles of adequate experience,
practice, ethical scruples and professional knowledge needed to improve
the process. On the other hand, the reverse action may cause direct and
indirect damage to the bank’ capital and, due to domino effects, endanger
both the banking system and economic system. Operational risk also
implies external risks, e-business, technical and technological solutions
and processes, as well as outsourcing activities that may, by disregarding
local specifics, impose solutions that are appropriate elsewhere and for
other banks. Outsourcing activities may also disregard the comments
made by experienced staff of the bank, as well as specific remarks on
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»Skoro 60% propalih
banaka su imale
direktore kojima je,
ili nedostajalo znanja
u bankarstvu, ili su
bili neinformisani, ili
pasivni u poslovima
nadgledanja poslova

banke

drugih karakteristika, ne uvazavajuci primjedbe iskusnih ljudi iz same banke
i konkretne primjedbe kako kontrole procesa poslovanja, tako i upravljanjem
ljudskim resursima, a upravo su ljudi u epicentru tretiranja operativnih
rizika, jer svjesno, ili nesvjesno (iz neznanja) a ne zna se $ta je gore, imamo
precutkivanje napravljenih gresaka iz straha od posledica za koje se nadaju
da ¢e ih mimoi¢i rasplinjavanjem odgovornosti i skretanjem pozornosti na
marginalnosti, odnosno ukazujudi na pozar tamo gdje ga nema. Svaka po-
greska moze da se personalizuje, argumentuje i dokumentuje. Ljudski resurs
je taj koji upravlja procesima i sva pomagala su u funkciji menadzerskih
odluka, a ne slijepo oslanjanje na matematicke modele liSene Zivotnosti i
dobre prakse utemeljene kroz iskustvo u poslovanju, jer kvantitativni podaci
su potpuni tek kroz kvalitativne korekcije, spoznajne za konkretan pravni
entitet. Postujuci osnovne bankarske principe, shvatajuci obrazovanje i etiku
poslovanja kao proces koji ne prestaje i postujuci procedure u poslovanju
banke, uvodenje jaceg kapitala, kvantitativno i kvalitativno kao bafera za
gubitke banke, adekvatnim tretiranjem operativnog rizika, maksimalno
mozemo smanjiti potencijal greske u sistemu banke.

STATISTICKI DEFINISANI UZROCI LOSEG STANJA BANKE

Glavni razlog pojave problema u bankama najcesce je slab kvalitet aktive
koji razara kapital banke. Faktore problemati¢nih stanja mozemo grupisati
kao interne i eksterne. Pod internim faktorima podrazumjevamo rukovodne
prakse banke, a pod eksternim faktorima su ekonomski uslovi poslovanja.
Istrazivanje koje je publikovala Barents Group na osnovu podataka koje
su grupisali, ukazuju da su nedostaci u odborima i rukovodstvima bili
primarni interni problemi u problemati¢nim i propalim bankama. Kvalitet
odbora i rukovodstva u bankama zavisi o iskustvu, sposobnostima, vjestini
procjene i cjelovitosti znanja direktora i Sefova. Skoro 60% propalih banaka
su imale direktore kojima je, ili nedostajalo znanja u bankarstvu, ili su bili
neinformisani, ili pasivni u poslovima nadgledanja poslova banke.

Istrazivanja su ukazala slijedece:

» Odsustvo, ili lose primjenjene kreditne politike (81% propalih banaka)

» Neadekvatni sistemi primjene internih politika, ili zakona o bankama (69%)

» Neadekvatna kontrola i supervizije klju¢nih referentskih mjesta, ili
sektora (63%)

» Neadekvatni sistemi identifikovanja problemati¢nih kredita (72%).

» Odlucivanje je vréila samo jedna osoba, npr. generalni direktor, pred-
sjednik odbora, ili glavni dioni¢ar (57%)

» Odsustvo, ili losa politika upravljanja aktivom i pasivom (49%)

Ovi nedostaci jasno indiciraju na potrebu za poboljsanjem nadgledanja,
sistema informisanja, jasnoce procesa i razumjevanja bankarskih pokaza-
telja ¢lanova upravnog i nadzornog odbora, odnosno rukovodstva banke.
Neuspjeh u rjesavanju problema, djelimi¢no moze biti rezultat nesposobnosti
odbora i rukovodstva da spoznaju bitnost vaznih promjena unutar banke,
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»Druga grupa problema
u bankama koje
su propale je bila
pretjerano agresivna
aktivnost, opisana kao
pretjerano ambiciozna
po pitanju rasta banke,
ili previse liberalna u
odnosu na kreditna
pitanja

uticaj finansijskog okruzenja i pokazatelja u samoj banci, kao na primjer
pitanja rizika i zarade u odnosu na troskove i sredstva.

Druga grupa problema koja se pojavljivala u bankama koje su propale je
bila pretjerano agresivna aktivnost, opisana kao pretjerano ambiciozna
po pitanju rasta banke, ili previse liberalna u odnosu na kreditna pitanja.
Agresivno, ambiciozno ponasanje, samo po sebi nije slabost. Agresivan
pristup u kombinaciji sa dobro ustanovljenim politikama, kapitalom i
kontrolama moze biti uspje$na strategija. Medutim, problem je kada uz
ambiciju imamo i slijedece:

» Neprikladne politike plasmana, liberalni uslovi kreditiranja, nacini na-
plate, ili kreditni standardi (primjeceno u 86% banaka)

» Pretjeran rast kredita u odnosu na moguc¢nost rukovodeceg kadra, sistema
kontrole, ili izvora sredstava (51%)

» Oslanjanje na nestabilnu pasivu - na primjer, postojanje depozita ve¢ih
o0d 100 hiljada eura, koji nijesu automatski oroceni (41%)

» Nedostatnih likvidnih sredstava kao drugog izvora likvidnosti (38%)

Koliko je bitan izbor izvr$nog direktora ukazuju i podaci iz istrazivanja koji
predstavljaju da je 63% propalih banaka imalo glavnog izvr$nog i izvr§ne
direktore kojim je vidno nedostajala sposobnost, iskustva, ili nezavisnost
neophodnih za uspjeh banaka kojim su rukovodili.

Ostali pokazatelji, bilo da je rije¢ o pretjerano agresivnim potezima, ili
neuobicajenim odlukama rukovodilaca, ukljucujudi slijedece:

» « Pretjeran obim izuzetka u kreditnom poslovanju izmedu ostalog na
primjer, nedostatak finansijske dokumentacije, ili podataka o prihodima
zajmoprimaca, ili lodim sredstvima obezbjedenja placanja (nadeno u 81%
procenat propalih banaka)

» « Pretjerano kreditiranje, na primjer, visoki iznosi kredita u odnosu na
mogucnost otplate zajmoprimca (72%)

» « Kreditiranje zasnovano na sredstvima obezbjedenja placanja i nedo-
voljna analiza gotovinskog toka (13%) i

= « Neopravdane kreditne koncentracije u pojedinoj industriji (36%)

Razni su razlozi za padanja banaka u probleme, a svi se svode na nekom-
petetnost ljudskih resursa po vertikali i horizontali poslovanja, odnosno
odlucivanja u bankama.

Mozemo zakljuciti da geografski nije ogranicen problematic¢an pristup
u bankarskom poslovanju, a posledi¢no je neodgovarajucoj edukaciji i ne
postovanja dobre bankarske prakse, uz uposljavanje na bitnim funkcijama
ljudi bez bankarskog iskustva. Procjena kompetentnosti i pouzdanosti za-
poslenih i njihovog rada u skladu sa propisima, treba da bude adekvatna
za rad banke.
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both business process control and human resource management. Given
that people are in the centre of operational risk, when errors occur,
there is conscious or unconscious (out of ignorance) neglection of that
error out of fear of consequences which they hope they will bypass by
dissipating responsibility and drawing attention to marginality, that is,
by pointing to a fire where there is none. Any error can be personalised,
argued and documented. Human resources manage the processes and
all aids are in the function of managerial decisions, not blind reliance
on mathematical models deprived of vitality and good practice based on
business experience, because quantitative data are complete only through
qualitative corrections, cognitive for a particular legal entity. An error
in the bank can be reduced by respecting the basic banking principles,
understanding education and business ethics as an ongoing process,
as well as by respecting procedures in bank operations, by introducing
stronger capital, quantitatively and qualitatively, as a buffer for bank
losses, and managing adequately operational risk.

STATISTICALLY DEFINED CAUSES OF THE BANK'S POOR CONDITION

The main reason for the problems in banks is usually the poor asset
quality, which destroys the bank's capital. These factors can be internal
and external. Internal factors include bank management practices, while
external factors include economic conditions of business. A survey pub-
lished by the Barents Group indicates that deficiencies in management
boards and senior management were the main internal problems in

distressed and failed banks. The quality of the management board and » AlmOSt 60% Offailed
senior management in banks depends on the experience, competences, banks had directors who

assessment skills and knowledge of directors and senior management. .

Almost 60% of failed banks had directors who either lacked knowledge either lacked knOWledge
in ba?klng, or were uninformed, or they were inactive in overseeing the in bankin 9, OF were
bank's operations.

uninformed, or they were
A survey has shown the following: inactive in overseein g the

= Absence, or poorly implemented lending policies (81% of failed banks) bank's Ope rations
» Inadequate systems for implementing internal policies or banking
laws (69%)
» Inadequate control and supervision of key reference points, or sectors
(63%)
» Inadequate systems for identifying problem loans (72%).
» Decisions were made only by one person, e.g., CEO, chairman of the
board, or major shareholder (57%)
= Absence, or poor asset and liability management policy (49%)

These shortcomings clearly indicate the need to improve the supervi-
sion, information system, clarity of the process and understanding of the
banking indicators of the members of the management and supervisory
boards, i.e., the bank's management. Failure to address the problem may
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be in part due to the inability of the board and management to recognize
the significance of important changes within the bank, the impact of the
financial environment and indicators within the bank, such as risk and
return on costs and resources.

Another group of problems that emerged in failed banks was exces- » Another g T’OUP Of
sively aggressive activity, described as too ambitious in terms of bank p?’Obl ems that em erge d

growth, or too liberal on credit issues. Aggressive, ambitious behav- . ]
iour is not a weakness in itself. An aggressive approach combined mfalled banks was
with well-established policies, capital and controls can be a successful : :
excessively aggressive
strategy. However, the problem appears when we have, together with vely agg v

the ambition, the following: activity, described as

- . | too ambitious in terms

» Improper placement policies, liberal lending terms, collection methods,

or credit standards (observed in 86% of banks) Of bank g T’OWﬂ’l, or too
» Excessive credit growth relative to the ability of management, control liberal on credit issues

systems, or funding sources (51%)
= Reliance on volatile liabilities - for example, deposits over 100 thousand

euros, which are not automatically deposited (41%)
» Insufficient liquid assets as another source of liquidity (38%)

The importance of selecting a CEO is also shown by the survey where 63%
of failed banks had CEOs who clearly lacked the competence, experience,
or independence necessary for the success of the banks they managed.

Other indicators, whether these are excessively aggressive moves, or
unusual decisions made by managers, include the following:

» Excessive scope of exceptions in credit operations, among others,
for example, lack of financial documentation, or data on borrowers'
incomes, or poor collateral (found in 81% of failed banks)

» Excessive lending, for example, high loan amounts compared to the
borrower's ability to repay (72%)

» Lending based on collateral and insufficient analysis of cash flow
(13%) and

» Unjustified credit concentrations in individual industries (36%)

There are various reasons for banks to get into trouble, and they add up
to the incompetence of human resources in the vertical and horizontal
business, i.e., decision-making in banks. We can conclude that the prob-
lematic approach in banking business is not limited geographically, and
consequently it refers to inadequate education and disrespect of good
banking practices, with the employment of people without banking
experience in important positions. Assessment of the competence and
reliability of employees and their work in accordance with regulations
should be adequate for the work of the bank.
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ISTRAZIVANJE - DIGITALNE BANKARSKE | PLATNE USLUGE U CRNOJ GORI

Usaradnji sa Programom za razvoj Ujedinjenih
nacija (UNDP) i Centralnom bankom Crne
Gore, istrazivacka agencija CEED Consulting doo
iz Podgorice, realizovala je istrazivanje “Online
bankarstvo u Crnoj Gori®. Sprovedeno kvantitativno
istrazivanje je imalo za cilj da sagleda koliko su gra-
dani i kompanije u Crnoj Gori upoznati sa online
bankarstvom, kao i da se utvrdi stepen zadovoljstva
kori$¢enjem online bankarstva.

Istrazivanje je sprovedeno na reprezentativnom uzorku
0d 1.020 gradana i 311 kompanija u Crnoj Gori,na na¢in
da se osigura pouzdana analiza proporcionalne zastu-
pljenosti svih kategorija - za gradane po regionu, tipu
naselja, polu i starosti) i za kompanije (raspodjela po
regionu, sektoru i veli¢ini preduzeca). Imajudi u vidu
sveukupnu situaciju uzrokovanu pandemijom COVID-19,
anketiranje je obavljeno putem CATI metode (Internetski
telefonski intervju uz pomo¢ racunara), putem interneta
i slanjem upitnika na ciljane adrese e-poste.

Na osnovu sprovedenog istrazivanja, izdvajamo
klju¢ne rezultate:

Iako je mozda ocekivano da svaki gradanin u Crnoj

»Ziro racun u banci nema 15,7 odsto
punoljetnih gradana, dok svaki drugi
medu njima smatra da mu nije
potreban

maj 2022 |

Ima prostora za razvo)
onlajn bankarstva,
potrebna shaznija
edukacija

Gori ima otvoren ziro ra¢un kod neke od banaka
i dalje postoji odredeni broj onih koji ga nemaju
(15,7%), dok svaki drugi medu njima smatra da mu
nije potreban. To je najvide izrazeno kod mlade (do
25 godina) i starije populacije (55 godina i vise) cemu
govori u prilog i ¢injenica da kao najces¢i razlog zbog
kojeg nemaju racun u banci, isticu da nemaju stalna
primanja. Sa druge strane, ve(i je procenat gradama
na sjeveru i u seoskim podruéjima koji nemaju Ziro
racune, $to je i ocekivano s obzirom da je u sjevernom
regionu veca nezaposlenost i da se ljudi za Zivot na selu
ve¢inom opredjeljuju zbog bavljenja poljopriviedom
gdje nemaju stalna primanja.

Najcesci razlozi zbog kojih gradani odlaze u poslov-
nicu banke su podizanje gotovine (39.8%) i obavljanje
transakcija (32.8%). Pored navedenih, drugi razlozi
zbog kojih gradani odlaze u poslovnicu banke su:
informisanje, u slucaju isteka kartice, u slu¢aju rekla-
macija ili nekih drugh problema, zbog obnavljanja
ugovora ili uzimanja potvrda, i sl. U poslovnicu ne
ide 12.6% ispitanika.

Kod kompanija u Crnoj Gori, u skladu sa rastom i
razvojem svog poslovanja, javlja se potreba za otvara-
njem veceg broja racuna kod komercijalnih banaka.
Mikro preduze¢a dominantno posluju sa racunom u
jednoj banci (57.3%) ili dvije banke (36.8%), dok se
mala i srednja preduzeca cesce opredjeljuju za racun
u dvije ili viSe banaka. Sve velike kompanije imaju
Cetiri ili vi$e rac¢una u razlic¢itim bankama. Sa druge
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There is a room for the
development of online
banking, stronger
education needed =i

he agency CEED Consulting from Podgorica car-

ried out a survey "Online Banking in Montenegro"
in cooperation with the United Nations Development
Program (UNDP) and the Central Bank of Montenegro.
The quantitative survey aimed to see how familiar
citizens and companies in Montenegro are with on-
line banking, as well as to determine the degree of
satisfaction with the use of online banking.

The survey was conducted on a representative sample
of 1,020 citizens and 311 companies in Montenegro
to ensure a reliable analysis of the proportional rep-
resentation of all categories - for citizens by region,
type of settlement, gender and age) and for companies
(distribution by region, sector and size of enterprise).
Given the overall situation caused by the COVID-19
pandemic, the research was conducted using the CATI
method (Computer Assisted Telephone Interviewing)
via the Internet, and sending questionnaires to tar-
geted email addresses.

Based on the conducted research, we highlight the
key results:

Although it may be expected that every citizen in
Montenegro has a giro account opened with one of
the banks, there are still a number of those who do not
have it (15.7%), while every other among them thinks
that he does not need it. This is most pronounced in
the younger (up to 25 years) and older population
(55 years and older), which is supported by the fact
that as the most common reason why they do not

have a bank account, they point out that they do not
have a permanent income. On the other hand, there
is a higher percentage of citizens in the north and in
rural areas who do not have giro accounts opened,
which is expected given that unemployment is higher
in the northern region and that people in rural areas
mostly opt for agriculture where they do not have a
permanent income.

The most common reasons why citizens go to a bank
branch are cash withdrawals (39.8%) and transactions
(32.8%). In addition to the above, other reasons why
citizens go to the bank branch are: information, in
case of card expiration, in case of complaints or some
other problems, due to renewal of the contract or
taking certificates, etc. Some 12.6% of respondents
do not go to the branch.

In the case of companies in Montenegro, in ac-
cordance with the growth and development of their
business, there is a need to open a larger number of
accounts with commercial banks. Micro-enterprises
predominantly operate with an account in one bank

»Some 15.7 percent of adult citizens
do not have a bank account opened
with a bank, while every other among
them thinks he does not need it
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2,0 online bankarstvu se govori vec
dosta dugo i prisutne su odredene
promjene, medutim one se odvijaju

veoma SPOTO. Online bankarstvo Vecina gradana i kompanija (u prosjeku oko 60.0%)

o . slazu se da, kada bi sve bankarske usluge mogli da za-
koristi 32.1% g radana i 45.3% vrse online, nikada ne bi posjetili banku. Medu njima,
k omp anij a ucestalo je misljenje da su usluge online bankarstva

povoljnije od pruzanja usluga na tradicionalan nacin

strane, gradani se najcesce opredjeljuju za posjedo- u poslovnici banke (59.7% gradani, 70.9% kompanije).
vanje racuna u jednoj banci (67,9%). Gradani i kompanije upoznati su sa uslugama koje

O online bankarstvu se govori ve¢ dosta dugo i nude banke, medutim ve¢ina njih prepoznaje samo
prisutne su odredene promjene, medutim te promjene one usluge koje su predmet njihovog licnog intere-
se odvijaju veoma sporo. Online bankarstvo koristi sovanja (gradani 58.9%, biznisi 64.5%).
32.1% gradana i 45.3% kompanija. Najces¢i razlozi zbog ers
koji se koristi online bankarstvo su usteda vremena i °%
dostupnost 24/7. Sa druge strane, najces¢i razlozi zbog e
kojih se ne koristi ovaj na¢un obavljanja transakcija su 264
$to nijesu dovoljno upuceni sa mogucnostima online I o

ey v o Jels . v 5.0
bankarstva i esce se opredjeljuju da transakcije zavrse
. |
u dlrektnom kontaktu' Da, znam sve usluge Znam samo usluge koje me Ne znam

Gradani i kompanije imaju sve ve¢u mogucnost Interesuju

kori$¢enja elektronskog ili mobilnog bankarstva, ali ®Gradani = Biznisi
i dalje su izrazene navike kod kompanija da se tran- Grafik 1: Da li znate koje pakete usluga nudi Vasa primarna banka? (%)
sakcije ve¢inom obavljaju odlaskom u poslovnice,
dok se gradani najcesce opredjeljuju za koris¢enje Upitani u kojoj mjeri ponuda online usluga utic¢e na
bankomata. Tome u prilog govori i podatak da svega njihov izbor banke, 62.9% gradana se slozilo da im
32.5% kompanija odnosno 20.1% gradana, najces¢e je to odlucujuci faktor, dok za 27.5% ispitanika to
koristi elektronsko ili mobilno bankarstvo za obav- uopste nije vazno. Prilikom izbora banke, za ve¢inu
ljanje svojih bankarskih usluga. Na dnevnom nivou, kompanija ponuda online usluga djelimi¢no uti¢e na
elektronsko i mobilno bankarstvo kompanije ve¢inom  njihov izbor (62.7%).
koriste za obavljanje transakcija u zemlji (78.0%) dok ~ Pandemija COVID-19 je u svakodnevnom Zivotu
gradani ovu uslugu najvise koriste za provjeru stanja i poslovanju izazvala mnoge promjene i nametnula
naracunu (22.1%). Interesantan je podatak da gradani  potrebu da se gradani i kompanije u Crnoj Gori sve
e-Banking/m-Banking na mjesecnom nivou najviSe vise okrecu ka online bankarstvu. Skoro svi koji su
koriste za online kupovinu (45.7%). bili ukljuceni u istrazivanje su naveli da su upotrebu
online bankarstva za vrijeme pandemije povecali
(gradani 92.4%; kompanije 93.3%). Ohrabrujudi je

: « x 0 : 0 podatak da sve kompanije i ve¢ina gradana (96.9%)
» FinTech” culo 10.1% g radana i 21.2% planira da i nakon pandemije COVID-19 nastavi isti

kompanija, sa terminom ,,Otvore no rezim kori$¢enja online bankarstva. Motiv da po¢nu

b an k arstv 0“ up oznato 1 9 7% koristiti ili da vise koriste online servise gradani i

. .. ) kompanije vide u jednostavnosti kori$¢enja i nizim
gradana i 35.7% kompanija, dok je ~ troskovima.

H ¥ 23] X 0 U buduc¢nosti, najvecu $ansu za dalji razvoj i kori-
<4 MObllT’ll nOVCanlk CUZO 36 3 /) $¢enje online usluga gradani i kompanije prepoznaju u

g radana i 41.8% kompanija mogucénosti da se placanja i prenos sredstava izmedu
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(57.3%) or two banks (36.8%), while small and me-
dium-sized enterprises more often opt for an account
in two or more banks. All large companies have four
or more accounts in different banks. On the other
hand, citizens most often opt to have an account in
one bank (67.9%).

Online banking has been in the centre of the dis-
cussions a long time and there are some changes, but
these changes are very slow. Online banking is used
by 32.1% of citizens and 45.3% of companies. The
most common reasons why online banking is used
are time savings and availability 24/7. On the other
hand, the most common reasons why this method of
executing transactions is not used are that they are
not sufficiently familiar with the possibilities of online
banking and more often they choose to complete
transactions in direct contact.

Citizens and companies have an increasing opportu-
nity to use electronic or mobile banking, but the habits
of companies are still expressed, so that transactions
are mostly done by going to branches, while citizens
most often opt for the use of ATMs. This is supported
by the fact that only 32.5% of companies, or 20.1% of
citizens, most often use electronic or mobile banking
to perform their banking services. On a daily basis,
companies mostly use electronic and mobile bank-
ing to perform transactions in the country (78.0%),
while citizens mostly use this service to check their
account balances (22.1%). It is interesting to note that
citizens mostly use e-Banking / m-Banking for online
shopping on a monthly basis (45.7%).

Most citizens and companies (on average about
60.0%) agree that if all banking services could be
completed online, they would never visit a bank.
Among them, there is a frequent opinion that online
banking services are more favourable than provid-
ing services in the traditional way in a bank branch
(59.7% citizens, 70.9% companies).

Citizens and companies are familiar with the services
offered by banks, but most of them recognize only
those services that are the subject of their personal
interest (citizens 58.9%, businesses 64.5%).

»Online banking has been in the

centre of the discussions a long time

and there are some changes, but

these changes are very slow. Online
banking is used by 32.1% of citizens
and 45.3% of companies

64.5
58.9
36.1
26.4
9.1
5.0
|

Da, znam sve usluge Znam samo usluge koje me Ne znam

interesuju

B Gradani Biznisi

Graph1: Do you know which service packages your primary bank offers? (%)

When asked to what extent the offer of online
services influences their choice of a bank, 62.9% of
citizens agreed that it is a decisive factor, while for
27.5% of respondents said that it does not matter
at all. When choosing a bank, for most companies
the offer of online services partially influences their
choice (62.7%).

The COVID-19 pandemic has caused many changes
in everyday life and business and imposed the need
for citizens and companies in Montenegro to in-
creasingly turn to online banking. Almost all those
surveyed stated that they used online banking during
the pandemic (citizens 92.4%; companies 93.3%). It
is encouraging that all companies and the majority of
citizens (96.9%) plan to continue the same regime of
online banking after the COVID-19 pandemic. Citizens
and companies see the motive to start using or using

»Only 10.1% of citizens and 21.2% of
companies have heard of "Finlech”,
19.7% of citizens and 35.7% of
companies are familiar with the term
"Open Banking", while 36.3% of
citizens and 41.8% of companies have
heard of "Mobile Wallet"
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banaka obavljaju odmah i
24/7 (instant placanja), da se
zahtjevi za kredit obraduju
preko online aplikacije, da se banke
razvije jedinstvena aplikacija
za upravljanje svim racu-
nima u razli¢itim bankama i
da postoji mogucnost da se
prenos sredstava na racun
primaoca vrsi na osnovu
njegovo broja telefona.

Gradani i kompanije jo$
uvijek nemaju dovoljno ra-
zvijenu svijest i povjerenje u posrednike u pla¢anju
kao $to su npr. IT kompanije, koji bi bile licencirane
i kontrolisane od strane Centralne banke Crne Gore.
Istrazivanje je pokazalo da bi svega 20.8% gradana i
28.9% kompanija svoje povjerenje ukazalo posred-
nicima u placanju.

Ne tako visok stepen informisanosti o terminima
kao $to su ,,FinTech, ,,Otvoreno bankarstvo“i ,,Mobilni
novcanik® ukazuju da su u buduéem periodu po-
trebne intezivnije edukacije. Za ,,FinTech” ¢ulo je
tek 10.1% gradana i 21.2% kompanija, sa terminom
»Otvoreno bankarstvo® upoznato je 19.7% gradana i
35.7% kompanija, dok je za ,,Mobilni nov¢anik“ ¢ulo
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Grafik 3: Obracanje za pomoc¢ - gradani i biznisi (%)

usluga ili drugih problema, pozivaju Call Centar.
Drugi najc¢es¢i nacin je komuniciranje preko chat e-
mail-a koji se nalazi na sajtu banke (gradani 18,0%;
biznisi 14.0%). Kao tre¢i izbor je obracanje osobi iz
neposrednog okruzenja (gradani 22.0%; biznisi 17.7%).

Najvece povjerenje, kada je u pitanju finansijska
edukacija, gradani imaju u Centralnu banku Crne
Gore (26.9%). Medutim, veliki broj gradana ne zna
kome bi ukazali svoje povjerenje (25.0%) ili nemaju
povjerenja ni u jednu finansijsku instituciju (13.8%).

6.6
22

Centraina banka Bankama Vlada/Minkstarstvo  Centar za zadtity  NVO/Nezavisne Nijednoj
Cree Gore: potratata cbrazowne

Grafik 4: Institucije kojima gradani najviSe vjeruju
kada je u pitanju finansijska edukacija (%)

Rezultati istrazivanja potvrduju da postoji znacajan
prostor za dalji razvoj onlajn bankarstva i istovremeno

= FinTech 101 212 29 305 6.0 482 ukazuju na znacaj i potrebu snaznije edukacije i gra-
¥ Otvoreno bankarstvo 19.7 35.7 34.7 376 45.7 26.7 d . d k b .
Mobilni novéanik 36.3 41.8 30.2 315 335 26.7 anai pre Stavnl a biznisa.

Grafik 2: Edukacija i informisanje gradana i biznisa
- poznavanje odredenih terminima (%)

36.3% gradana i 41.8% kompanija.

Najvece povjerenje u slucaju problema korisnici
imaju u Call centar banke. Rezultati su pokazali da
viSe od polovine gradana (55.5%) i kompanija (59.2%)
prilikom nedoumica u koris¢enju online bankarskih

Ubrzani tehnoloki razvoj i nove okolnosti uslovljene
pandemijom definitivno namecu potrebu aktivnog
djelovanja i transformaciju poslovanja banaka, kako
bi i$le u korak sa zahtjevima klijenata i odgovorile na
nove izazove.

Dobijeni podaci koristi¢e bankarskom sektoru
da opipaju puls trzista i prilagode svoje poslovanje
klijentima.
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online services more in ease of use and lower costs.

In the future, the greatest chance for further devel-
opment and use of online services is recognised by
citizens and companies in the ability to make pay-
ments and transfers between banks immediately and
24/7 (instant payments), to process loan applications
through online applications, to develop a single ap-
plication for managing all accounts in different banks
and that there is a possibility to transfer funds to the
recipient's account based on their phone number.

Citizens and companies still do not have a sufficiently
developed awareness and trust in payment intermediar-
ies such as e.g. I'T companies, which would be licensed
and controlled by the Central Bank of Montenegro.
The survey showed that only 20.8% of
citizens and 28.9% of companies would
trust the intermediaries in payment.

The not so high level of information
on expressions such as "FinTech", "Open
Banking" and "Mobile Wallet" indicates
that more intensive education is needed
in the future. Only 10.1% of citizens
and 21.2% of companies have heard of
"FinTech", 19.7% of citizens and 35.7%
of companies are familiar with the term
"Open Banking'", while 36.3% of citizens
and 41.8% of companies have heard of
"Mobile Wallet".

In the event of a problem, customers have the great-
est confidence in the bank's call centre. The results
showed that more than half of citizens (55.5%) and
companies (59.2%) when in doubt about the use of
online banking services or other problems, call the
Call Center. The second most common way is to com-
municate via chat e-mail located on the bank's website
(citizens 18.0%; businesses 14.0%). The third choice is
to address a person from the immediate environment
(citizens 22.0%; businesses 17.7%).

Citizens have the greatest trust in the Central Bank
of Montenegro (26.9%) when it comes to financial
education. However, a large number of citizens do
not know whom to trust (25.0%) or do not trust any
financial institution (13.8%).

The results of the survey confirm that there is a
significant space for further development of online
banking and at the same time indicate the importance

Pi3em na chat/e-mail, koji se nalazi na sajtu
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Graph4: Institutions that citizens trust the most

when it comes to financial education (%)

and need for stronger education of both citizens and
business representatives.

Accelerated technological development and new
circumstances caused by the pandemic definitely
impose the need for action and transformation of
banks' operations, in order to keep pace with customer
requirements and respond to new challenges.

The obtained data will be used by the banking sector to
feel the pulse of the market and adjust its business to clients.
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Dr. jur. Robert Piwowarski
Savezno udruzenje njemackih
banaka
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Donosenije boljih odluka
i uspjesnije ulaganje

Na nas ljude u donosenju

odluka uticu razli¢ite okol-
nosti. Kao rezultat toga, postoji
rizik da neracionalno donosimo
odluke i time propustimo najbolje
rje$enje. To se takode i posebno
odnosi na donosenje finansijskih
odluka, koje — u zavisnosti od
svog finansijskog znacaja - mogu
imati veliki uticaj na nase Zivotne
uslove i nase zadovoljstvo.
Koji problemi mogu uticati na
nase dono$enje odluka? I kako se

»Istrazivanje bihevioralnih
finansija bavi se u najsirem

smislu psihologijom

investitora i donosilaca
finansijskih odluka i pruzilo
je vazan uvid u bihevioralnu
ekonomiju poslednjih decenija

ove poteskoce mogu prevazic¢i da
bi se donosile bolje finansijske
odluke? Istrazivanje bihevioral-
nih finansija bavi se u najsirem
smislu psihologijom investitora
i donosilaca finansijskih odluka
i pruzilo je vazan uvid u bihe-
vioralnu ekonomiju poslednjih
decenija. Ovaj ¢lanak se u velikoj
mjeri na to odnosi i zeli podi¢i
svijest o mogu¢im izvorima gre-
$aka kojima su izloZeni donosioci
finansijskih odluka kako bi dali
doprinos efikasni-
jem i uspjes$nijem
investicionom po-
nasanju. U ovom
prvom dijelu raz-
matraju se centralne
greske odlucivanja
i heuristika, dok se
drugi dio bavi dru-
gim uobicajenim
izvorima gresSaka
kojima su donosioci

finansijskih odluka izloZeni kada
apsorbuju i obraduju informacije.

KOGNITIVNI | EMOCIONALNI
UZROCI GRESAKA
Pogreske u odlucivanju u osnovi
mogu biti posljedica iracionalnih,
kognitivnih zabluda ili nesvjes-
nih osjecaja. Kognitivne greske,
odnosno greske ,,u razmislja-
nju®, zasnovane su ili na logic-
kim zabludama ili jednostavno
na ¢injenici da odredena osoba
nema potrebno znanje da donese
ispravnu odluku. Medutim, takve
greske je ponekad lakse ispraviti
nego ,emocionalne“ greske koje
su zasnovane na raspolozenju ili
osje¢anjima. Zato §to je nama lju-
dima tesko da kontroliemo svoja
osjecanja jer ih rijetko postajemo
svjesni, pa ¢esto ni ne uo¢avamo
njihov uticaj na nase odluke.
Biti svjestan osnova sopstvenih
finansijskih odluka je uvijek iznova
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UNDERSTANDING BEHAVIORAL FINANCE

Making Better Decisions
and Investing More
Successfully

Dr. jur. Robert Piwowarski

Bundesverband deutscher Banken

e.V. (Federal Association of German Banks)

We humans are influenced
and guided in our deci-
sion-making by a variety of cir-
cumstances. As a result, there
is a risk that we make decisions
irrationally and thus miss the best
solution. This also and especially
applies to financial decisions,
which - depending on their fi-
nancial significance — can have
a great influence on our living
conditions and our satisfaction.

What problems can influence
our decision-making? And how
can these difficulties be overcome
in order to make better financial
decisions? Behavioral finance re-
search deals in the broadest sense
with the psychology of investors
and financial decision-makers and
has provided important insights
into behavioral economics in
recent decades. The article refers
to this in large parts and would
like to raise awareness of possible
sources of error to which financial
decision-makers are exposed in
order to make a contribution to

a more efficient and successful
investment behavior. In this first
part, central decision errors and
heuristics are discussed, a second
part addresses other common
sources of error to which finan-
cial decision-makers are exposed
when absorbing and processing
information.

COGNITIVE AND EMOTIONAL
CAUSES OF ERRORS

Decision errors can basically be
due to irrational, cognitive fal-
lacies or unconscious feelings.
Cognitive errors, i.e., errors "in
thinking", are based
either on logical fal-
lacies or simply on the
fact that the actor does
not have the necessary
knowledge to make
a correct decision.
However, such mis-
takes are sometimes
easier to correct than
"emotional” mistakes
based on moods or

feelings. Because controlling our
feelings is difficult for us humans
because we rarely become aware
of them and thus often do not
even perceive their influence on
our decisions.

Being aware of the basics of
one's own financial decisions again
and again is also important in the
cognitive area. Many people find
it difficult to check their level of
knowledge again and again on
the basis of new information and
to adjust their beliefs accord-
ingly. This "insistence" on views
gained at once can be the cause

»Behavioral finance research

deals in the broadest sense with
the psychology of investors and
financial decision-makers and has
provided important insights into
behavioral economics in recent
decades

25



26

RAZUMIJEVANJE BIHEVIORALNIH FINANSIJA

»Mnogima je tesko da stalno

provjeravaju svoj nivo znanja
na osnovu novih informacija i u
skladu s tim da prilagode svoja

uvjerenja

vazno u kognitivnom podrudju.
Mnogima je tesko da stalno pro-
vjeravaju svoj nivo znanja na
osnovu novih informacija i u
skladu s tim da prilagode svoja
uvjerenja. Ovo ,insistiranje“ na
stavovima steCenim odjednom
moze biti uzrok gresaka u do-
nos$enju odluka, koje ekonomija
ponasanja grubo dijeli u tri oblika:
konzervativizam, greske u potvr-
divanju i retrospektivne greske.

KONZERVATIVIZAM,

GRESKE U POTVRDIVANJU |
RETROSPEKTIVNE GRESKE
Konzervativizam se odnosi na
tendenciju da se novim informaci-
jama ne daje tezina koju zasluzuju.
To se Cesto desava kada je obrada
informacija dugotrajna i dozivljava
se kao neugodna. Ako, na primjer,
investitor ne uspije intenzivnije
da se bavi klju¢nim ciframa i
prognozama koje ukazuju na rani
uspon nakon ekonomske krize, on
barem propusta priliku da odgo-
varaju¢im ulaganjima reaguje na
novi razvoj dogadaja. I dalje pod
utiskom lose ekonomske situacije,
ostaje pri prethodnom znanju i
uvjerenjima duZze nego $to bi ovo
bilo dobro za donosenje povoljne
investicione odluke.

Greske u potvrdivanju pojaca-
vaju sklonost ka ,,konzervativno-
sti“ po moguc¢nosti uzimajuci u
obzir one greske koje podrzavaju
njegov prethodni stav u potrazi za
daljim informacijama, ali radije
ignorisu druge stavove. Takva
selektivna percepcija nosi rizike.
Ako se, na primjer, uzmu u obzir
samo pozitivni aspekti izvrSene
investicije, a ne uzmu u obzir
negativni aspekti, promjene u
riziku ulaganja ne mogu se pra-
vovremeno otkriti. Po potrebi
dolazi i do vec¢e koncentracije
ulaganja na pojedinim pozicijama,
$to dovodi do manje diversifi-
kacije, a time i do veceg rizika.
Drugi primjer bi bio kada bi se
zadovoljstvo sopstvenim radnim
mjestom pomijesalo sa kvalitetom
ulaganja u kompaniju. Ovdje
treba biti oprezan: Nesrazmjerno
visok udio hartija od vrijednosti
vase kompanije dovodi do rizika
klastera. Ako poslodavac upadne
u nevolje, ugrozeno je ne samo
radno mjesto, ve¢ i postrojenje.

Od takvih pogresnih procjena
¢ovjek se moze zastititi samo aktiv-
nim i svjesnim bavljenjem infor-
macijama koje su u suprotnosti sa
spostvenim uvjerenjima. Naravno,
pomaze i savjet stru¢njaka, ili u
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odgovaraju¢im slucajevima mozete
koristiti novi metod vrednovanja
kako biste provijerili da li on po-
tvrduje ili dovodi u pitanje vase
pretpostavke.

Retrospektivne greske su iskriv-
ljena procjena proslih odluka.
Uostalom, vjeruje se da je u retros-
pektivi sve jasno i navodno samo
po sebi razumljivo. Na primjer,
buduci da je Apple sada ogromna
i globalno aktivna kompanija koja
vrijedi milijardu dolara, mnogi
ljudi su skloni uvjerenju da je
prica o uspjehu kompanije bila
ocigledna i predvidljiva. U stvari,
medutim, relativno mali broj inve-
stitora je predvidio ovakav razvoj
dogadaja — posebno kada se Apple
1997. godine nasao u nesigurnoj
finansijskoj situaciji i samo je
milionska investicija njegovog
konkurenta Microsofta spasila
kompaniju od nelikvidnosti.

Sopstvene investicione odluke,
koje su se dobro razvile, ¢esto
se retrospektivno velicaju kao
genijalne ideje, dok se pogresne
odluke prili¢no potiskuju. Cak se
i preporuke investicionog savjet-
nika cesto percipiraju izoblicenim
u retrospektivi, jer se ocjenjuju
na osnovu trenutnih saznanja, a
ne znanja dostupnih u trenutku
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»Sopstvene investicione odluke,
koje su se dobro razvile, Cesto
se retrospektivno velicaju kao
genijalne ideje, dok se pogresne
odluke prilicno potiskuju

donosenja odluke.

Kako se mozemo za$tititi od
ovakvih gresaka? Prije svega,
pokusavajuéi da budemo kriti¢ni
i iskreni prema sebi u retrospek-
tivi. U tu svrhu moze biti vrlo
korisno ako se zabiljeze neke
klju¢ne stavke o okolnostima,
pretpostavkama i zaklju¢cima
prilikom donosenja vaznih inve-
sticionih odluka. Ako je potrebno,
ovi zapisi se mogu koristiti za
razumijevanje sopstvenih odluka
i za ucenje iz njih.

HEURISTIKA: KORISNI ILI
RIZICNI POMAGACI?
Investicione odluke koje se za-
snivaju na sloZzenim uslovima i
imaju posljedice koje je tesko pro-
cijeniti ¢esto se ne mogu donijeti
uz poznavanje svih relevantnih
logickih ili statisticko-norma-
tivnih podataka. Medutim, da bi
mogli donositi odluke u uslovima
ogranicenih informacija, kompe-
tencija ili raspolozivog vremena,
donosioci finansijskih odluka
- svjesno ili nesvjesno - obi¢no
pribjegavaju jednostavnijim pra-
vilima odlucivanja, takozvanoj
heuristici.

Heuristika je stoga neka vrsta
pojednostavljenja ili precice u

donosenju odluka, koja s jedne
strane pomaze ljudima da grubo
procijene troskove i koristi odluke
i donesu ih uz razuman trud.
Istovremeno, medutim, heuristika
nosi rizik prevelikog pojedno-
stavljivanja ¢injenica, previdanja
bitnih elemenata za donosenje
odluka i naknadnog donosenja
pogresnih odluka.

HEURISTIKA
REPREZENTATIVNOSTI
Bihevioralno istrazivanje finansija
razlikuje niz razlicitih heuristika.
Medu najc¢esé¢im su heuristika
reprezentativnosti, dostupnosti i
poznatosti. Heuristika reprezen-
tativnosti odnosi se na sklonost
ljudi da se pozivaju na sli¢ne,
mozda ve¢ poznate dogadaje,
rezultate ili kategorije u situaci-
jama donosenja odluka i da ih
koriste kao osnovu za donosenje
odluka. Osloniti se na prethodno
iskustvo svakako nije pogresno
samo po sebi, ali ono bi onda
trebalo da bude preneseno na
trenutni sluc¢aj. Na kraju kra-
jeva, to §to ste jednom napravili
gubitke sa akcijom tehnologije
ne znaci nuzno da hartije od
vrijednosti u ovoj klasi imovine
uvijek donose gubitke. Svaka
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finansijska odluka stoga uvijek
zasluzuje da se obrati odgovara-
juca paznja za nju. Prema tome,
treba izbjegavati i tipi¢ne greske
koje se smatraju podslucajevima
heuristike reprezentativnosti. To
ukljucuje greske u rasprostra-
njenosti, ,zakon malih brojeva®
»iluziju valjanosti ili ,,zabludu
dobra kompanija - dobra akcija®

U slucaju gresaka u rasprostra-
njenosti, ljudi imaju tendenciju
da pridaju vecu tezinu novijim
informacijama nego starijim.
Pod odredenim okolnostima,
ovo moZze poremetiti procjenu
vjerovatnoce da ¢e se dogadaj
dogoditi. Zakon malih brojeva, s
druge strane, kaze da ljudi cesto
precjenjuju dogadaje koji traju kra-
tak vremenski period i zasnovani
su na maloj koli¢ini podataka u
odnosu na druge dogadaje. Ako,
na primjer, cijena akcije padne
za Cetiri procenta u toku samo
jedne sedmice, mnogi investitori
su prili¢no skepti¢ni u pogledu
daljeg razvoja akcije. Trenutna
niza cijena bi takode mogla da
bude posljedica uobicajene, samo
privremene volatilnosti cijene
akcije.

Prema iluziji valjanosti, na ljude
se Cesto moze uticati u odlukama o
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of decision-making errors, which
are roughly divided into three
forms by behavioral economics:
conservatism, confirmation errors
and retrospective errors.

CONSERVATISM,
CONFIRMATION ERRORS AND
RETROSPECTIVE ERRORS
Conservatism refers to the ten-
dency not to give new information
the weight it deserves. This often
happens when the processing of
the information is time-consum-
ing and perceived as unpleasant.
If, for example, an investor fails
to deal more intensively with
key figures and forecasts that
suggest an early upswing after
an economic crisis, he at least
misses the opportunity to react to
the new development with suit-
able investments. Still under the
impression of the poor economic
situation, he remains with his
previous state of knowledge and
his previous convictions longer
than this would be good for a
favorable investment decision.
Confirmation errors reinforce
the tendency towards "conserva-
tism" by preferably taking into
account those that support his
previous position in the search

for further information, but rather
ignore other views. Such selective
perception carries risks. If, for
example, only positive aspects of
an investment made are taken into
account and negative aspects are
not taken into account, changes
in investment risk cannot be de-
tected in good time. If necessary;,
there is also a higher concentra-
tion of investments in individual
positions, which leads to less
diversification and thus also to
a higher risk. Another example
would be if satisfaction with one's
own workplace were confused with
the quality of an investment in the
company. You should be careful
here: A disproportionately high
proportion of securities of your
own company leads to a cluster
risk. If the employer gets into
trouble, not only the workplace,
but also the plant is at risk.

One can only protect oneself
from such misjudgments by ac-
tively and consciously dealing
with the information that contra-
dicts one's own convictions. Of
course, expert advice also helps,
or in suitable cases you can use a
new valuation method to check
whether it confirms or questions
your own assumptions.

Retrospective errors are the
distorted assessment of past deci-
sions. After all, it is believed that in
retrospect everything is clear and
supposedly self-evident. Because
Apple is now a huge, globally ac-
tive and billion-dollar company,
for example, many people tend
to believe that the company's
success story was self-evident
and foreseeable. In fact, however,
relatively few investors foresaw
this development - especially
when Apple came into a precari-
ous financial situation in 1997 and
only a million-dollar investment
by its competitor Microsoft saved
the company from insolvency.

Own investment decisions,
which have developed well, are
often glorified in retrospect as
ingenious ideas, while wrong
decisions are rather suppressed.
Even recommendations of an
investment advisor are often per-
ceived distorted in retrospect,
because they are judged against
the background of the current
and not the knowledge available
at the time of the decision.

How to protect yourself from
such errors? First and foremost,
by trying to be critical and honest
with yourself in retrospect. For

»Many people find it difficult to
check their level of knowledge again
and again on the basis of new
information and to adjust their

beliefs accordingly
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»Prema iluziji valjanosti, na ljude

se cesto moze uticati u odlukama o
ulaganju izgledom za koji osjecaju

subjektivnu sklonost

ulaganju izgledom za koji osjecaju
subjektivnu sklonost. Na primjer,
hartije od vrijednosti sa ,,.com“
u nazivu zabiljezile su povecanje
vrijednosti od preko 50 procenata
uodi ,dot-com krize“ u periodu
1998.-2000. Obrnuti efekat nakon
pucanja balona mogao se primije-
titi kod fondova koji nijesu zacajno
promijenili strategiju ulaganja:
fondovi koji su sada imali izraze
kao §to su ,vrijednost®ili ,,rast“u
svojim nazivima umjesto ,,.com®
pokazali su znac¢ajno povecanje
vrijednosti.

Prema zabludi ,,Dobra kompa-
nija - Dobra akcija“ ljudi pogresno
zakljucuju iz dobrog korporativ-
nog upravljanja da postoje dobre
mogucénosti povracaja ulaganja u
kompaniju. Medutim, to ¢esto nije
opravdano jer je kvalitet uprav-
ljanja kao cjenovno relevantna
varijabla ve¢ uzet u obzir u datoj
trzisnoj cijeni.

HEURISTIKA DOSTUPNOSTI

| POZNATOSTI

Heuristika dostupnosti i heuri-
stika poznatosti opisuju greske u
odlucivanju koje se javljaju kada
dajemo razlic¢itu tezinu informa-
cijama koje su u osnovi iste. To se
obi¢no dogada jer nam dotic¢ne
informacije ili nisu dostupne u istoj
mjeri ili smo s njima u razli¢itom
stepenu upoznati. Pored manje-vise

dobrog pronalazenja informacija,
do pogresnih finansijskih odluka
u ovom kontekstu moze dovesti i
pretjerana kategorizacija, nekriticko
oslanjanje na sopstveno bogato
iskustvo i fenomen rezonancije.

Stoga je dostupnost vaznih
informacija snazno povezana
sa ljudskim pamcenjem. Prema
tome, na odluku o ulaganju moze
se uticati jednostavno zato §to se,
na primjer, lakse sjecamo dogadaja
koji su se tek nedavno dogodili.
Kategorizacija informacija nam
prili¢no pouzdano pomaze u
svakodnevnom Zivotu kod obrade
informacija. Cinjenice se zatim
klasifikuju u postoje¢e misaone
obrasce i ¢ine upotrebljivim za
donosenje odluka. Medutim, u
slucaju slozene finansijske odluke,
postoji rizik da ¢e kategorizacija
informacija previse pojednostaviti
stvarne okolnosti. Rezultat mogu
biti pogresne odluke, kao i ako
se investitori previse oslanjaju na
sopstveno, ali ¢esto ograniceno,
bogato iskustvo. Nakon svega,
Rezonancija je kada se desi da se
informacije relevantne za odluku
odnose na li¢nu situaciju investi-
tora ili se poklapaju sa njegovim
iskustvom. Takve informacije
se obi¢no drugacije percipiraju,
obi¢no su intenzivnije i mogu
usmjeriti unos i obradu informa-
cija u odredenom smjeru.
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HEURISTIKA POZNATOSTI

Ljudi ¢esto imaju tendenciju da se
drze neceg isprobanog i testiranog
umjesto da probaju nesto jos ne-
poznato, ne§to novo. Gotovo svi
to znaju iz svakodnevnog Zivota.
Zasto i¢i u drugi restoran kada ste
veoma zadovoljni svojim redov-
nim restoranom? Ovaj fenomen
igra ulogu i u obradi informacija
o finansijskim odlukama. Na
primjer, mnogi investitori imaju
tendenciju da obracaju pretjeranu
paznju na sektor u kojem rade
kada donose odluke o ulaganju.
Bududi da se u ovom segmentu
osjecaju ,,kao kod kuce® i izbje-
gavaju mentalni napor da otvore
nova podrudja, vjerovatno e
propustiti priliku za ulaganja sa
znatno boljim u¢inkom. Osim
toga, koncentrisanje na samo
jedan sektor nosi rizik nedovoljno
diverzifikovanog portfolija, a time
i visokog rizika od gubitka.

To je takode slucaj kada inve-
stitori svoje odluke o ulaganju
koncentrisu previse regionalno.
Ako ulazete samo u kompanije
na usko definisanom domacem
trzistu ili uzimate u obzir samo
hartije od vrijednosti kompanija
koje ve¢ poznajete, sigurno cete
propustiti mnoge atraktivne mo-
gucnosti ulaganja.
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this purpose, it can be very useful
to note down some key points on
the circumstances, assumptions
and conclusions when making
important investment decisions.
If necessary, these records can be
used in order to understand one's
own decisions and to be able to
learn from them.

HEURISTICS: USEFUL
OR RISKY HELPERS?
Investment decisions that are
based on complex conditions
and have consequences that are
difficult to assess can often not be
made in knowledge of all relevant
logical or statistical-normative
data. However, in order to be
able to make decisions under the
condition of limited information,
competence or available time,
financial decision-makers - con-
sciously or unconsciously — usually
resort to simpler decision-making
rules, so-called heuristics.
Heuristics are therefore a kind
of simplification or shortcut in
decision-making, which on the
one hand help people to roughly
estimate the costs and benefits
of a decision and to make them
with a reasonable effort. At the
same time, however, heuristics
carry the risk of oversimplifying

facts, overlooking essential ele-
ments for decision-making and
subsequently making erroneous
decisions.

REPRESENTATIVENESS
HEURISTICS

Behavioral finance research dis-
tinguishes a variety of different
heuristics. Among the most com-
mon are representativeness, avail-
ability and familiarity heuristics.
The representativeness heuristic
refers to the tendency of humans
to refer to similar, perhaps already
known events, results or categories
in decision-making situations
and to use them as a basis for
decision-making. To fall back on
previous experience is certainly
not wrong per se, but these should
then actually be transferable to
the current case. After all, having
made losses once with a technol-
ogy stock does not necessarily
mean that securities in this asset
class are always loss-making.
Every financial decision therefore
always deserves the appropriate
attention for it. In doing so, one
should also avoid typical mistakes
that are considered sub-cases of
representativeness heuristics.
These include prevalence errors,
the "law of small numbers", the

"illusion of validity" or the "good-
company-good stock fallacy".
In the case of prevalence er-
rors, people tend to attach more
weight to newer information than
to older ones. Under certain cir-
cumstances, this can distort the
assessment of the probability of
an event occurring. The law of
small numbers, on the other hand,
states that people often overesti-
mate events that last for a short
period of time and are based on
a small amount of data relative
to other events. If, for example,
the price of a share falls by four
percent in the course of just one
week, many investors tend to be
rather skeptical about the further
development of the stock. The
current lower price could also be
due to a usual, only temporary
volatility of the share price.
According to the illusion of
validity, people can often be in-
fluenced in investment decisions
by appearances for which they
feel a subjective preference. For
example, securities with a ".com"
in the name recorded an increase
in value of over 50 percent in the
run-up to the "dot-com crisis" of
1998-2000. Without the invest-
ment strategy of the affected funds
having changed significantly, a

»Own investment decisions, which
have developed well, are often
glorified in retrospect as ingenious
ideas, while wrong decisions are

rather suppressed
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reverse effect could be observed
after the bubble burst: funds that
now had terms such as "value" or
"growth" in their names instead
of ".com" showed significant valu-
ation increases.

According to the Good-
Company-Good Stock fallacy,
people mistakenly conclude from
good corporate governance that
there are good return opportu-
nities for an investment in the
company. However, this is often
not justified because the quality
of the management as a price-
relevant variable is already taken
into account in the given market
price.

AVAILABILITY AND

FAMILIARITY HEURISTICS

The availability heuristic and
the familiarity heuristic describe
decision errors that occur when
we give different weight to basi-
cally equivalent information.
This usually happens because the
information in question is either
not available to us to the same
extent or we are familiar with it
to varying degrees. In addition to
the more or less good retrieval of
information, excessive categoriza-
tion, uncritical reliance on one's
own wealth of experience and

the resonance phenomenon can
also lead to erroneous financial
decisions in this context.

Thus, the retrievability of im-
portant information is strongly
linked to human memory. An
investment decision can therefore
be influenced simply because,
for example, we can more easily
remember events that have only
recently taken place. The catego-
rization of information helps us
quite reliably in everyday life with
information processing. Facts
are then classified into existing
thought patterns and made usable
for decision-making. However, in
the case of a complex financial
decision, there is a risk that the
categorization of information
will oversimplify the actual cir-
cumstances. Wrong decisions
can be the result, as well as if
investors rely too much on their
own, but often limited, wealth of
experience. After all, resonance
is when decision-relevant infor-
mation happens to apply to the
personal situation of the investor
or coincides with his experience.
Such information is usually per-
ceived differently, usually more
intensively and can direct the
information intake and process-
ing in a certain direction.

FAMILIARITY HEURISTICS
People often tend to stick with
something tried and tested instead
of trying something still unknown,
something new. Almost every-
one knows this from everyday
life. Why go to another restau-
rant when you are very satisfied
with your regular restaurant?
The phenomenon also plays a
role in information processing
around financial decisions. For
example, many investors tend
to pay excessive attention to the
industry in which they work when
making investment decisions.
Because they feel "at home" in
this segment and shy away from
the mental effort to open up new
areas, they are likely to miss the
chance of investments with sig-
nificantly better performance. In
addition, concentrating on only
one industry carries the risk of
an under-diversified portfolio
and thus a high risk of loss.
This is also the case when inves-
tors concentrate their investment
decisions too regionally. If you
only invest in companies in a nar-
rowly defined home market or only
consider securities of companies
that you already know, you will
certainly miss out on many at-
tractive investment opportunities.

»According to the illusion of validity,
people can often be influenced

in investment decisions by
appearances for which they feel a

subjective preference
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Michael Magrath

Kopredsjedavajudi

Vladine radne grupe za
implementaciju u FIDO Alijansi
i ¢lan je odbora direktora
Udruzenja za elektronski
potpis i evidenciju (ESRA)

»lako SAD zaostaju

u razvoju digitalne
valute centralne banke,

regulatori sve vise nastoje

da unesu regulatornu

jasnocu u sektor

kriptovaluta

Propisi o
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kriptovalutama
| bankarstvo

u2022.

redstojeca godina mogla bi

da bude najznacajnija godina
do sada za ucvrscivanje kripto
standarda u SAD-u, $to bi moglo
da bude vrlo korisno za bankarske
institucije.

Prema nedavnom istrazivanju
koje je finansirao OneSpan, 50%
izvr$nih direktora i rukovodilaca
banaka u SAD su uglavnom za-
brinuti zbog kretanja digitalne
valute u 2022. godini.

Iako SAD zaostaju u razvoju
digitalne valute centralne banke,
regulatori sve vi$e nastoje da unesu
regulatornu jasnocu u sektor krip-
tovaluta. To ukljucuje suzbijanje
upotrebe kriptovaluta u prevari,
pranju novca i drugim nezakonitim
aktivnostima, kao i nametanje po-
reskih zahtjeva za kripto imovinu.

Istrazivanje je pokazalo da se
41% ispitanika u SAD slaze da ce
efikasnije regulisanje kriptovaluta
udiniti to trziste privla¢nijim za
ucesce banaka. Zaista, jasnija regu-
lativa i smanjenje rizika — posebno

primjena zahtjeva za sprecavanje
pranja novca (SPN), kao $to je
princip ,,upoznaj svog klijenta®, na
kripto transakcije, ¢e omogucditi
bankama da se lakse ukljuce u
ovaj sektor u nastajanju.

Iskoristavanjem mo¢i kripto i
drugih tehnologija zasnovanih na
blokéejnu, banke mogu ponuditi
efikasnije i transparentnije usluge
klijentima, bolje se nadmetati sa
fintech kompanijama i povecati
profit. Bajdenova administracija
je bila zeljna da uspostavi nad-
zorne mehanizme i zahtjeve za
izvjestavanje o kriptovalutama bez
direktnog nametanja zabrana ili na
drugi nacin ostrih propisa. Zakon
o infrastrukturi koji je potpisao
predsjednik Bajden sredinom
novembra prosiruje zahtjeve za
izvjeStavanje na Siroko definisanu
kategoriju ,,digitalne imovine koja
ukljucuje kriptovalute i nezamje-
njive tokene (NFT).

U prosirenju zahtjeva za izvjesta-
vanje o gotovini za SPN, primaoci
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CYBERSECURITY AND COMPLIANCE

Cryptocurrency Regulations
and Banking in 2022

Michael Magrath

Co-Chair of the FIDO Alliance’s Government Deployment
Working Group and is on the Board of Directors of the
Electronic Signature and Records Association (ESRA)

he coming year may be the

most crucial yet in solidifying
crypto standards in the U.S., which
could bring significant benefits to
banking institutions.

According to a recent survey
sponsored by OneSpan, 50% of
bank executives and leaders in the
US. are principally concerned about
digital currency going into 2022.

Although the U.S. is lagging in
developing a central bank digital
currency, regulators are increasingly
seeking to bring regulatory clarity
to the cryptocurrency industry.
This includes cracking down on
cryptos use in fraud, money laun-
dering, and other illegal activity,
and imposing tax requirements
on crypto assets.

The research found that 41% of
respondents in the U.S. agree that
more effective regulation of crypto
will make that market more attrac-
tive for participation by banks.
Indeed, greater regulatory clarity
and risk mitigation - especially

the application of anti-money
laundering (AML) requirements,
such as “know your customer,”
to crypto transactions, will allow
banks to more readily tap into the
emerging industry.

By harnessing the power of
crypto and other blockchain-based
technologies, banks can offer more
efficient and transparent services
to customers, better compete with
fintech and boost profits. The Biden
administration has been eager to
establish oversight mechanisms and
reporting requirements on crypto
without imposing outright bans
or otherwise harsh regulations.
The infrastructure law signed by
President Biden in mid-November
extends reporting requirements to
a broadly defined “digital assets”
category that includes cryptocur-
rencies and non-fungible tokens
(NFTs).

In expanding the AML cash-
reporting requirement, recipients
of digital asset transactions greater

»Although the U.S. is

lagging in developing
a central bank digital
currency, regulators are
increasingly seeking to
bring regulatory clarity
to the cryptocurrency
industry
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»Nekoliko zakona koji su
uvedeni ove godine imaju za cilj
pruzanje regulatorne jasnoce i
suzbijanje uloge kriptovaluta u

kriminalu

transakcija digitalne imovine vece
0d 10.000 USD moraju podnijeti
IRS obrazac 8300 u trgovinskom ili
poslovnom kontekstu. Ovaj zahtjev
nece stupiti na snagu do 2024.
kako bi se omogucilo Ministarstvu
finansija i Poreskoj upravi da daju
dodatna pojasnjenja, ukljucujuci
definiciju digitalne imovine.
Seme ransomware-a visokog pro-
fila, koje su postale rasprostranjenije
i sofisticiranije tokom pandemije,
bile su glavna pokretacka snaga u
kripto regulatornom okruzenju.
Nacionalni prioriteti za borbu
protiv pranja novca i finansiranja
terorizma FinCEN-a, objavljeni
u junu 2021., ukljucuju ,,sajber
kriminal, ukljucujudi i relevantnu
sajber bezbjednost i razmatranja
virtuelne valute®. Agencija napo-
minje da je ,omogucavanje brzog
pracenja i zabrane prihoda od
virtuelne valute® klju¢ni cilj u
suzbijanju pla¢anja ransomware-a,
koji se cesto traze u kriptovalu-
tama. Ministarstvo pravde je u
oktobru osnovalo Nacionalni tim
za izvrSenje u kripto valutama radi
istrazivanja i krivi¢cnog gonjenja
sluc¢ajeva upotrebe kriptovaluta u
nezakonitim aktivnostima.
Nekoliko zakona koji su uvedeni
ove godine imaju za cilj pruzanje
regulatorne jasnoce i suzbijanje
uloge kriptovaluta u kriminalu.

Zakon o sankcionisanju i zau-
stavljanju ransomware-a, koji je
predstavljen u Kongresu u avgustu,
nastoji da ojaca nacionalnu sajber
bezbjednost kroz razvoj obaveznih
zahtjeva za sajber bezbjednost i
regulisanje kripto berzi. Prema
predlogu zakona, koji je trenutno
na komisiji u Senatu, ministar
finansija bi imao 180 dana nakon
usvajanja da razvije i uvede pro-
pise za smanjenje anonimnosti
kripto berzi.

Zakon o eliminaciji prepreka za
inovacije, koji je Dom usvojio u
aprilu, zahtijevac¢e od Komisije za
hartije od vrijednosti i Komisije
za trgovinu robnim fjuc¢ersima
da uspostave zajednicku radnu
grupu o digitalnoj imovini kako bi
promovisali regulatornu jasno¢u
i podstakli inovacije. Zakon o
taksonomiji tokena dalje nastoji
da podstakne regulatornu tran-
sparentnost definisanjem ,,digi-
talnih tokena® koji bi bili izuzeti
iz definicije hartije od vrijednosti.

Godina 2022 predstavlja go-
dinu izazova u pogledu razvoja
kohezivnijeg pristupa regulisanju
kripto industrije. Razlic¢ite drzave
i nacionalne agencije su krenule
u izdavanje ponekad razli¢itih
pravila, standarda i definicija.
Ovo je stvorilo fragmentiranu
regulativu: SEC, IRS i CFTC imaju
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razlicite definicije kriptovalute, a
svaka agencija zeli da ucestvuje u
kreiranju dalje regulative.

Zbog transnacionalne prirode
kriptovalute, bi¢e potrebno da se
SAD ukljuce i u medunarodne
napore SPNFT i formulisanje
medunarodnih standarda. Klju¢ni
prioritet bi trebalo da bude us-
postavljanje medunarodno pri-
hvaéene definicije za digitalnu
imovinu i kriptovalute.

U pokusaju da se pozabavi ovim
regulatornim nedosljednostima,
predsjednik Bajden navodno
razmatra izdavanje ukaza kojim
bi se federalne agencije uputile
da prouce i razviju preporuke o
kriptovaluti, uklju¢ujuéi njihove
implikacije na nacionalnu bezbjed-
nosti inovacije. Zastita potro$aca,
istrazivanje i razvoj, kao i politika
konkurencije takode ¢e biti klju¢ne
teme za razmatranje, a nacionalni
kripto car bi ¢ak mogao biti na
dnevnom redu.

Cak i ako se ukaz ne realizuje,
predsjednik ¢e i dalje nastojati
da stvori robusniji i ciljaniji pri-
stup za regulisanje kriptovaluta.
Predvideno je da 2022. godina
bude najklju¢nija godina do sada
u uc¢vrscivanju kripto standarda u
SAD-u, a banke ¢e imati znacajne
koristi od regulatorne jasnoce i
mogucnosti za inovacije.
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than $10,000 must file an IRS Form
8300 in a trade or business con-
text. This requirement will not
go into effect until 2024 to allow
the Treasury Department and the
IRS to make further clarifications,
including the definition of digital
assets.

High-profile ransomware
schemes, which have become more
prevalent and sophisticated during
the pandemic, have been a major
driving force in the crypto regula-
tory landscape.

FinCEN’s AML/CFT National
Priorities, issued June 2021, includes
“cybercrime, including relevant
cybersecurity and virtual currency
considerations.” The agency notes
that “enabling rapid tracing and
interdiction of virtual currency pro-
ceeds” is a critical goal in cracking
down on ransomware payments,
which are often demanded in cryp-
tocurrency. In October, the Justice
Department launched a National
Cryptocurrency Enforcement Team
to investigate and prosecute cases
of cryptocurrency in illegal activity.

Several pieces of legislation in-
troduced this year aim at providing
regulatory clarity and cracking
down on crypto’s role in crime.

The Sanction and Stop
Ransomware Act, introduced
in Congress in August, seeks to

»Several pieces of legislation

introduced this year aim at
providing regulatory clarity and
cracking down on cryptos role in

crime

strengthen national cybersecu-
rity through the development of
mandatory cybersecurity require-
ments and the regulation of crypto
exchanges. Under the bill, which
is currently in committee in the
Senate, the Treasury Secretary
would have 180 days after passage
to develop and institute regulations
to reduce the anonymity of crypto
exchanges.

The Eliminate Barriers to
Innovation Act, passed the House in
April, would require the Securities
and Exchange Commission and
the Commodity Futures Trading
Commission to establish a joint
working group on digital assets
to promote regulatory clarity and
encourage innovation. The Token
Taxonomy Act further seeks to
foster regulatory transparency by
defining “digital tokens,” which
would be exempted from the defi-
nition of a security.

Heading into 2022, a significant
challenge will be developing a more
cohesive approach to regulating the
crypto industry. Various states and
national agencies have charged for-
ward in issuing sometimes disparate
rules, standards and definitions.
This has created a fragmented
regulatory landscape: the SEC,
IRS and CFTC all have varying
definitions of cryptocurrency,

and each agency wants a hand in
crafting further regulation.

Due to the transnational nature
of cryptocurrency, the US must
also look to engage in international
AML/CEFT efforts and the formula-
tion of international standards. A
key priority should be establish-
ing an internationally accepted
definition for digital assets and
cryptocurrency.

In a move to address these regu-
latory inconsistencies, President
Biden is reportedly considering
issuing an executive order to
direct federal agencies to study
and develop recommendations
on crypto, including its implica-
tions for national security and
innovation. Consumer protection,
research and development, and
competition policy will also be
key topics for consideration, and
a national crypto czar might even
be on the agenda.

Even if the executive order
does not come to fruition, the
president will still look to create
a more robust and targeted ap-
proach to crypto regulation. 2022
is slated to be the most crucial
year yet in solidifying crypto
standards in the U.S., and banks
stand to benefit significantly from
regulatory clarity and innovation
opportunities.
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Trendovi u prevarama

| predvidanja prevara
za 2022.

Svaka godina ima svoja iznenadenja, ali trendovi u
rieSenjima za bezbjednost i otkrivanje prevara su jasni.
U ovom blogu sakupili smo pet predvidanja koja ¢e
oblikovati bezbjednosni pejzaz 2022. godine

David Vergara,

Visi direktor
marketinga za
bezbjednost proizvoda
u kompaniji OneSpan

ako pocinjemo
2022., mozZemo
razmisljati o jo$ jednoj

godini za pamcenje. Preduzeca, vlade i druge orga-
nizacije koje su izgradile procese rada na daljinu kao
odgovor na pandemiju COVID-19 provele su proslu
godinu optimizujudi i jac¢ajuci ove sisteme kako bi
osigurali pozitivno i sigurno korisnicko iskustvo. Bilo
da se radi o kradi identiteta, prevarama u placanju,
sintetickim prevarama sa identitetom, kradi identiteta
ili drugim vrstama prevara i finansijskim krivi¢nim
djelima, posao digitalne bezbjednosti nikada nije
zavr$en. Stru¢njaci za bezbjednost gledaju u budu¢-
nost kako bi pronasli nove nacine da zastite svoje
klijente i korisnike od prevara, digitalnih prevara i
sajber kriminalaca.

»Strucnjaci za bezbjednost gledaju
u buduénost kako bi pronasli nove
nacine da zastite svoje klijente i
korisnike od prevara, digitalnih
prevara i sajber kriminalaca

Svaka godina ima svoja iznenadenja, ali trendovi
u rjeSenjima za bezbjednost i otkrivanje prevara su
jasni. U ovom blogu sakupili smo pet predvidanja
koja ¢e oblikovati bezbjednosni pejzaz 2022. godine.

1. INICIJATIVE ZA DIGITALNI IDENTITET GE SE
POVECATI ZA VLADE, DRZAVE | PRIVATNI SEKTOR

Vlade $irom svijeta pokrecu inicijative za digitalni
identitet koje korisnicima omogucavaju pristup nizu
usluga putem internetskih ili mobilnih aplikacija.
Singapur, UAE i Australija ve¢ su izdali $emu digitalnog
identiteta, a EU se takode krec¢e u tom smjeru revizijom
eIDAS-a i najavom Evropskog digitalnog identiteta.

Dostupnost digitalnih identiteta na mobilnim ure-
dajima ¢e olaksati ugradnju i autentifikaciju digitalnih
aplikacija i pomoc¢i u borbi protiv napada prevare
preuzimanja racuna. Kada se klijent verifikuje, on
moze koristiti svoj digitalni identitet bilo gdje u bilo
koje vrijeme na mrezi za ukljucivanje ili provjeru
autenti¢nosti bilo koje aplikacije pomocu provjere
digitalnog identiteta.

Svaka aplikacija koja se bavi digitalnim identitetima
morace prilagoditi i podrzati nove vladine $eme
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FINANCIAL SYSTEMS SECURITY

David Vergara, Senior Director of Security
Product Marketing at OneSpan

Prevention Trends
and Predictions for 2022

Every year has its surprises, but the trends in security
and fraud detection solutions are clear. In this blog,
we’ve gathered the five predictions that will shape the

security landscape in 2022

s we start 2022, we can reflect on another
memorable year. Businesses, government, and
other organizations that built remote processes in
response to the COVID-19 pandemic have spent
the past year optimizing and strengthening these
systems to ensure a positive and secure customer
experience. Whether identity theft, payment fraud,
synthetic identity fraud, phishing, or other fraud types
and financial crimes, the work of digital security is
never done. Security experts are looking ahead to
find new ways to protect their customers and users
from scams, digital fraud, and cybercriminals.
Every year has its surprises, but the trends in
security and fraud detection solutions are clear.

»Security experts are looking
ahead to find new ways to
protect their customers and
users from scams, digital
fraud, and cybercriminals

In this blog, we’ve gathered the five predictions
that will shape the security landscape in 2022.

1. DIGITAL IDENTITY INITIATIVES
WILL INCREASE FOR GOVERNMENTS,
STATES, AND PRIVATE SECTORS

Governments around the globe are launching
digital identity initiatives that enable users to
access a range of services via online or mobile
applications. Singapore, UAE, and Australia have
already issued a digital identity scheme, and
the EU is moving in that direction too with the
revision of eIDAS and the announcement of the
European Digital Identity.

The availability of digital identities on mo-
bile devices will facilitate the onboarding and
authentication to digital applications and help
combat account takeover fraud attacks. Once a
consumer is verified, they can use their digital
identity anywhere at any time online to onboard
or authenticate to any application using digital
identity verification.

Any application dealing with digital identities will
need to adapt and support the new governmental
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»Vlade sirom svijeta pokrecu
inicijative za digitalni identitet
koje korisnicima omogucavaju
pristup nizu usluga putem
internetskih ili mobilnih
aplikacija

digitalnog identiteta kako bi bila relevantna na trzistu.
Primjeri sektora ukljuc¢uju dobavljace energije, banke,
postanske usluge i pruzaoce telekomunikacionih usluga.
Nadalje, upotreba kvalifikovanih elektronskih potpisa
Ce postati relevantnija: gradani mogu koristiti svoje
digitalne identitete za legalno potpisivanje ugovora
na internetu.

2. SIGURNOSNE MJERE | PREVENCIJA PREVARA
ZA UGRADENE FINANSIJSKE PONUDE

Nefinansijska preduze¢a mogu ponuditi prilagodene
finansijske proizvode svojoj zajednici, kao $to su krediti
do dana isplate za lak i pouzdan pristup kreditu ili
specijalizovane digitalne platforme za kamiondzije
koje nude kredite za finansiranje goriva ili osiguranje
vozila. Analiti¢arska firma Juniper Research ocekuje
da ¢e vrijednost ugradenog finansijskog trzista prema-
$iti 138 milijardi dolara u 2026., sa samo 43 milijarde
dolara u 2021.

I klijenti i organizacije postale su otvoreniji za rad
sa nefinansijskim institucijama. Ove kompanije imaju
bolji pristup podacima o klijentima, §to pomaze u
pruzanju optimalnog korisnickog iskustva i dovodi
do vece lojalnosti brendu. Medutim, iako ove ugra-
dene finansijske ponude predstavljaju vrijednost za
klijente i moguénost za finansijere, one takode pri-
vlace paznju sajber kriminalaca. Budu¢i da aplikacije
za finansiranje cesto ukljucuju platne transakcije i
veze sa bankovnim ra¢unima, ove fintech aplikacije
¢e postati jo$ interesantnije za hakere kako budu
postajale sve popularnije.

U tom smislu, bezbjednost ¢e igrati klju¢nu ulogu
kako trziSte bude sazrijevalo. Samo kompanije koje
kombinuju nesmetano putovanje korisnika sa sigurnim
okruzenjem ce se isticati u gomili. Funkcionalnost i

upotrebljivost bi¢e vazni da budete sigurni, ali organi-
zacije koje ne uspiju da zastite svoje internet stranice i
mobilne aplikacije brzo ¢e izgubiti reputaciju brenda
i korisni¢ku bazu.

3. PRIVATNOST PO DIZAJNU POSTAJE IMPERATIV
DA ORGANIZACIJE OSTANU KONKURENTNE

Privacy by design odnosi se na ideju da budu¢nost
privatnosti ne moze biti osigurana samo uskladeno$¢u
sa regulatornim okvirima. Umjesto toga, osiguranje
privatnosti u idealnom slu¢aju mora postati zadati
nacin rada organizacije, a li¢ni podaci bi trebali da
budu zasti¢eni od samog pocetka - u fazi dizajna.

Iako je GDPR ovaj koncept stavio u srediste paznje,
o njemu se prvi put raspravljalo 1990-ih godina. U to
vrijeme, Ann Cavoukian, bivsa kanadska komesarka
za informacije i privatnost, definisala je sedam prin-
cipa koji se smatraju temeljom privatnosti po dizajnu,
ukljucuju¢i omogucavanje postavki privatnosti prema
zadatim postavkama, proaktivnost i transparentne
motive za prikupljanje podataka. Ti principi ostaju
na snazi i danas.

U danasnjem dobu konstantnog krsenja podataka i
rizika od prevare, privatnost e se koristiti za razlikova-
nje od konkurencije i stvaranje poslovne prednosti. Za
kompanije ¢e biti klju¢no da pokazu da razumiju principe
privatnosti po dizajnu i da ih integri$u na svim nivoima
svoje organizacije kako bi svojim zaposlenim, partnerima
i klijentima ponudili garanciju da privatnost shvataju
ozbiljno. Kompanije koje nisu u stanju da pokazu ove
principe ¢e izgubiti trzi$ni udio. Prema Trace Fooshee,
viSem analiticaru u Aite Grupi, ,interakcije [izmedu
finansijske institucije i klijenta] moraju biti dosljedne
i predvidljive; nedosljednost rada neizvjesnost, a neiz-
vjesnost podriva njihov osjecaj sigurnosti®
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Korisnici o¢ekuju da im se ponudi jasno objas-
njenje o sigurnosnoj strategiji i privatnosti njihovih
licnih podataka, a u slu¢aju neovlaséenih ili laznih
transakcija, klijenti mogu da smatraju da je njihova
finansijska institucija odgovorna za to. Ako izgube
povjerenje u instituciju, preci ¢e u FI koji nudi takvu
transparentnost i odgovornost. Cak i nedavno Google
je poceo da nudi viSe transparentnosti o nacinu na
koji se podaci koriste.

4. PREVARE SA KRIPTOVALUTAMA
CE STRAHOVITO PORASTI

Platforme za razmjenu kriptovaluta razvijene su
vrlo brzo iz otvorenog koda bez ozbiljnog shvatanja
njihovog sigurnosnog ekosistema ili upravljanja
prevarama. Posto su platforme neregulisane i nisu
sigurne, nema garancije da ¢e klijenti dobiti svoj
novac nazad nakon hakovanja. Najmanje 32 inci-
denta povezanih sa hakovanjem i prevarama su se
ve¢ dogodile 2021. godine u ukupnoj vrijednosti od
skoro 3 milijarde dolara. Bez sumnje, broj incidenata
povezanih sa hakovanjem kriptovaluta i gubitaka od
prevara oborice rekorde 2022. godine.

Najcesci tipovi kripto hakovanja su phishing i
napadi drustvenog inZenjeringa, iako tehnologija za
zastitu klijenata od tih napada ve¢ postoji godinama
i koriste je tradicionalne banke. Push obavjestenja
umjesto jednokratnih lozinki poslatih putem SMS-a
mogu sprijeciti napade zamjene SIM kartice. Takode,

VIESTACKA INTELIGENCIJA, KRIPTO
I DIGITALNI IDENTITET

Dok razvijate svoje godi$nje planove, zapamtite
staru izreku. Sigurnost je proces, a ne odrediste.
Iako postoje neki elementi, kao $to je regulisanje
vjestacke inteligencije, gdje ¢emo morati pricekati
da vidimo $ta konacni zakon podrazumijeva, da-
nas, u 2022., imamo alate za borbu protiv prevara.
Digitalne finansijske usluge ubrzano postaju po-
pularne, a to ¢e i dalje privlaciti povec¢anu paznju
prevaranta. Medutim, digitalni identitet, zastita
aplikacija, push obavjestenja i vi