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RAZUMIJEVANJE BIHEVIORALNIH FINANSIJA

»Sopstvene investicione odluke,
koje su se dobro razvile, Cesto
se retrospektivno velicaju kao
genijalne ideje, dok se pogresne
odluke prilicno potiskuju

donosenja odluke.

Kako se mozemo za$tititi od
ovakvih gresaka? Prije svega,
pokusavajuéi da budemo kriti¢ni
i iskreni prema sebi u retrospek-
tivi. U tu svrhu moze biti vrlo
korisno ako se zabiljeze neke
klju¢ne stavke o okolnostima,
pretpostavkama i zaklju¢cima
prilikom donosenja vaznih inve-
sticionih odluka. Ako je potrebno,
ovi zapisi se mogu koristiti za
razumijevanje sopstvenih odluka
i za ucenje iz njih.

HEURISTIKA: KORISNI ILI
RIZICNI POMAGACI?
Investicione odluke koje se za-
snivaju na sloZzenim uslovima i
imaju posljedice koje je tesko pro-
cijeniti ¢esto se ne mogu donijeti
uz poznavanje svih relevantnih
logickih ili statisticko-norma-
tivnih podataka. Medutim, da bi
mogli donositi odluke u uslovima
ogranicenih informacija, kompe-
tencija ili raspolozivog vremena,
donosioci finansijskih odluka
- svjesno ili nesvjesno - obi¢no
pribjegavaju jednostavnijim pra-
vilima odlucivanja, takozvanoj
heuristici.

Heuristika je stoga neka vrsta
pojednostavljenja ili precice u

donosenju odluka, koja s jedne
strane pomaze ljudima da grubo
procijene troskove i koristi odluke
i donesu ih uz razuman trud.
Istovremeno, medutim, heuristika
nosi rizik prevelikog pojedno-
stavljivanja ¢injenica, previdanja
bitnih elemenata za donosenje
odluka i naknadnog donosenja
pogresnih odluka.

HEURISTIKA
REPREZENTATIVNOSTI
Bihevioralno istrazivanje finansija
razlikuje niz razlicitih heuristika.
Medu najc¢esé¢im su heuristika
reprezentativnosti, dostupnosti i
poznatosti. Heuristika reprezen-
tativnosti odnosi se na sklonost
ljudi da se pozivaju na sli¢ne,
mozda ve¢ poznate dogadaje,
rezultate ili kategorije u situaci-
jama donosenja odluka i da ih
koriste kao osnovu za donosenje
odluka. Osloniti se na prethodno
iskustvo svakako nije pogresno
samo po sebi, ali ono bi onda
trebalo da bude preneseno na
trenutni sluc¢aj. Na kraju kra-
jeva, to §to ste jednom napravili
gubitke sa akcijom tehnologije
ne znaci nuzno da hartije od
vrijednosti u ovoj klasi imovine
uvijek donose gubitke. Svaka
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finansijska odluka stoga uvijek
zasluzuje da se obrati odgovara-
juca paznja za nju. Prema tome,
treba izbjegavati i tipi¢ne greske
koje se smatraju podslucajevima
heuristike reprezentativnosti. To
ukljucuje greske u rasprostra-
njenosti, ,zakon malih brojeva®
»iluziju valjanosti ili ,,zabludu
dobra kompanija - dobra akcija®

U slucaju gresaka u rasprostra-
njenosti, ljudi imaju tendenciju
da pridaju vecu tezinu novijim
informacijama nego starijim.
Pod odredenim okolnostima,
ovo moZze poremetiti procjenu
vjerovatnoce da ¢e se dogadaj
dogoditi. Zakon malih brojeva, s
druge strane, kaze da ljudi cesto
precjenjuju dogadaje koji traju kra-
tak vremenski period i zasnovani
su na maloj koli¢ini podataka u
odnosu na druge dogadaje. Ako,
na primjer, cijena akcije padne
za Cetiri procenta u toku samo
jedne sedmice, mnogi investitori
su prili¢no skepti¢ni u pogledu
daljeg razvoja akcije. Trenutna
niza cijena bi takode mogla da
bude posljedica uobicajene, samo
privremene volatilnosti cijene
akcije.

Prema iluziji valjanosti, na ljude
se Cesto moze uticati u odlukama o
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of decision-making errors, which
are roughly divided into three
forms by behavioral economics:
conservatism, confirmation errors
and retrospective errors.

CONSERVATISM,
CONFIRMATION ERRORS AND
RETROSPECTIVE ERRORS
Conservatism refers to the ten-
dency not to give new information
the weight it deserves. This often
happens when the processing of
the information is time-consum-
ing and perceived as unpleasant.
If, for example, an investor fails
to deal more intensively with
key figures and forecasts that
suggest an early upswing after
an economic crisis, he at least
misses the opportunity to react to
the new development with suit-
able investments. Still under the
impression of the poor economic
situation, he remains with his
previous state of knowledge and
his previous convictions longer
than this would be good for a
favorable investment decision.
Confirmation errors reinforce
the tendency towards "conserva-
tism" by preferably taking into
account those that support his
previous position in the search

for further information, but rather
ignore other views. Such selective
perception carries risks. If, for
example, only positive aspects of
an investment made are taken into
account and negative aspects are
not taken into account, changes
in investment risk cannot be de-
tected in good time. If necessary;,
there is also a higher concentra-
tion of investments in individual
positions, which leads to less
diversification and thus also to
a higher risk. Another example
would be if satisfaction with one's
own workplace were confused with
the quality of an investment in the
company. You should be careful
here: A disproportionately high
proportion of securities of your
own company leads to a cluster
risk. If the employer gets into
trouble, not only the workplace,
but also the plant is at risk.

One can only protect oneself
from such misjudgments by ac-
tively and consciously dealing
with the information that contra-
dicts one's own convictions. Of
course, expert advice also helps,
or in suitable cases you can use a
new valuation method to check
whether it confirms or questions
your own assumptions.

Retrospective errors are the
distorted assessment of past deci-
sions. After all, it is believed that in
retrospect everything is clear and
supposedly self-evident. Because
Apple is now a huge, globally ac-
tive and billion-dollar company,
for example, many people tend
to believe that the company's
success story was self-evident
and foreseeable. In fact, however,
relatively few investors foresaw
this development - especially
when Apple came into a precari-
ous financial situation in 1997 and
only a million-dollar investment
by its competitor Microsoft saved
the company from insolvency.

Own investment decisions,
which have developed well, are
often glorified in retrospect as
ingenious ideas, while wrong
decisions are rather suppressed.
Even recommendations of an
investment advisor are often per-
ceived distorted in retrospect,
because they are judged against
the background of the current
and not the knowledge available
at the time of the decision.

How to protect yourself from
such errors? First and foremost,
by trying to be critical and honest
with yourself in retrospect. For

»Many people find it difficult to
check their level of knowledge again
and again on the basis of new
information and to adjust their

beliefs accordingly
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RAZUMIJEVANJE BIHEVIORALNIH FINANSIJA

»Prema iluziji valjanosti, na ljude

se cesto moze uticati u odlukama o
ulaganju izgledom za koji osjecaju

subjektivnu sklonost

ulaganju izgledom za koji osjecaju
subjektivnu sklonost. Na primjer,
hartije od vrijednosti sa ,,.com“
u nazivu zabiljezile su povecanje
vrijednosti od preko 50 procenata
uodi ,dot-com krize“ u periodu
1998.-2000. Obrnuti efekat nakon
pucanja balona mogao se primije-
titi kod fondova koji nijesu zacajno
promijenili strategiju ulaganja:
fondovi koji su sada imali izraze
kao §to su ,vrijednost®ili ,,rast“u
svojim nazivima umjesto ,,.com®
pokazali su znac¢ajno povecanje
vrijednosti.

Prema zabludi ,,Dobra kompa-
nija - Dobra akcija“ ljudi pogresno
zakljucuju iz dobrog korporativ-
nog upravljanja da postoje dobre
mogucénosti povracaja ulaganja u
kompaniju. Medutim, to ¢esto nije
opravdano jer je kvalitet uprav-
ljanja kao cjenovno relevantna
varijabla ve¢ uzet u obzir u datoj
trzisnoj cijeni.

HEURISTIKA DOSTUPNOSTI

| POZNATOSTI

Heuristika dostupnosti i heuri-
stika poznatosti opisuju greske u
odlucivanju koje se javljaju kada
dajemo razlic¢itu tezinu informa-
cijama koje su u osnovi iste. To se
obi¢no dogada jer nam dotic¢ne
informacije ili nisu dostupne u istoj
mjeri ili smo s njima u razli¢itom
stepenu upoznati. Pored manje-vise

dobrog pronalazenja informacija,
do pogresnih finansijskih odluka
u ovom kontekstu moze dovesti i
pretjerana kategorizacija, nekriticko
oslanjanje na sopstveno bogato
iskustvo i fenomen rezonancije.

Stoga je dostupnost vaznih
informacija snazno povezana
sa ljudskim pamcenjem. Prema
tome, na odluku o ulaganju moze
se uticati jednostavno zato §to se,
na primjer, lakse sjecamo dogadaja
koji su se tek nedavno dogodili.
Kategorizacija informacija nam
prili¢no pouzdano pomaze u
svakodnevnom Zivotu kod obrade
informacija. Cinjenice se zatim
klasifikuju u postoje¢e misaone
obrasce i ¢ine upotrebljivim za
donosenje odluka. Medutim, u
slucaju slozene finansijske odluke,
postoji rizik da ¢e kategorizacija
informacija previse pojednostaviti
stvarne okolnosti. Rezultat mogu
biti pogresne odluke, kao i ako
se investitori previse oslanjaju na
sopstveno, ali ¢esto ograniceno,
bogato iskustvo. Nakon svega,
Rezonancija je kada se desi da se
informacije relevantne za odluku
odnose na li¢nu situaciju investi-
tora ili se poklapaju sa njegovim
iskustvom. Takve informacije
se obi¢no drugacije percipiraju,
obi¢no su intenzivnije i mogu
usmjeriti unos i obradu informa-
cija u odredenom smjeru.
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HEURISTIKA POZNATOSTI

Ljudi ¢esto imaju tendenciju da se
drze neceg isprobanog i testiranog
umjesto da probaju nesto jos ne-
poznato, ne§to novo. Gotovo svi
to znaju iz svakodnevnog Zivota.
Zasto i¢i u drugi restoran kada ste
veoma zadovoljni svojim redov-
nim restoranom? Ovaj fenomen
igra ulogu i u obradi informacija
o finansijskim odlukama. Na
primjer, mnogi investitori imaju
tendenciju da obracaju pretjeranu
paznju na sektor u kojem rade
kada donose odluke o ulaganju.
Bududi da se u ovom segmentu
osjecaju ,,kao kod kuce® i izbje-
gavaju mentalni napor da otvore
nova podrudja, vjerovatno e
propustiti priliku za ulaganja sa
znatno boljim u¢inkom. Osim
toga, koncentrisanje na samo
jedan sektor nosi rizik nedovoljno
diverzifikovanog portfolija, a time
i visokog rizika od gubitka.

To je takode slucaj kada inve-
stitori svoje odluke o ulaganju
koncentrisu previse regionalno.
Ako ulazete samo u kompanije
na usko definisanom domacem
trzistu ili uzimate u obzir samo
hartije od vrijednosti kompanija
koje ve¢ poznajete, sigurno cete
propustiti mnoge atraktivne mo-
gucnosti ulaganja.
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this purpose, it can be very useful
to note down some key points on
the circumstances, assumptions
and conclusions when making
important investment decisions.
If necessary, these records can be
used in order to understand one's
own decisions and to be able to
learn from them.

HEURISTICS: USEFUL
OR RISKY HELPERS?
Investment decisions that are
based on complex conditions
and have consequences that are
difficult to assess can often not be
made in knowledge of all relevant
logical or statistical-normative
data. However, in order to be
able to make decisions under the
condition of limited information,
competence or available time,
financial decision-makers - con-
sciously or unconsciously — usually
resort to simpler decision-making
rules, so-called heuristics.
Heuristics are therefore a kind
of simplification or shortcut in
decision-making, which on the
one hand help people to roughly
estimate the costs and benefits
of a decision and to make them
with a reasonable effort. At the
same time, however, heuristics
carry the risk of oversimplifying

facts, overlooking essential ele-
ments for decision-making and
subsequently making erroneous
decisions.

REPRESENTATIVENESS
HEURISTICS

Behavioral finance research dis-
tinguishes a variety of different
heuristics. Among the most com-
mon are representativeness, avail-
ability and familiarity heuristics.
The representativeness heuristic
refers to the tendency of humans
to refer to similar, perhaps already
known events, results or categories
in decision-making situations
and to use them as a basis for
decision-making. To fall back on
previous experience is certainly
not wrong per se, but these should
then actually be transferable to
the current case. After all, having
made losses once with a technol-
ogy stock does not necessarily
mean that securities in this asset
class are always loss-making.
Every financial decision therefore
always deserves the appropriate
attention for it. In doing so, one
should also avoid typical mistakes
that are considered sub-cases of
representativeness heuristics.
These include prevalence errors,
the "law of small numbers", the

"illusion of validity" or the "good-
company-good stock fallacy".
In the case of prevalence er-
rors, people tend to attach more
weight to newer information than
to older ones. Under certain cir-
cumstances, this can distort the
assessment of the probability of
an event occurring. The law of
small numbers, on the other hand,
states that people often overesti-
mate events that last for a short
period of time and are based on
a small amount of data relative
to other events. If, for example,
the price of a share falls by four
percent in the course of just one
week, many investors tend to be
rather skeptical about the further
development of the stock. The
current lower price could also be
due to a usual, only temporary
volatility of the share price.
According to the illusion of
validity, people can often be in-
fluenced in investment decisions
by appearances for which they
feel a subjective preference. For
example, securities with a ".com"
in the name recorded an increase
in value of over 50 percent in the
run-up to the "dot-com crisis" of
1998-2000. Without the invest-
ment strategy of the affected funds
having changed significantly, a

»Own investment decisions, which
have developed well, are often
glorified in retrospect as ingenious
ideas, while wrong decisions are

rather suppressed
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reverse effect could be observed
after the bubble burst: funds that
now had terms such as "value" or
"growth" in their names instead
of ".com" showed significant valu-
ation increases.

According to the Good-
Company-Good Stock fallacy,
people mistakenly conclude from
good corporate governance that
there are good return opportu-
nities for an investment in the
company. However, this is often
not justified because the quality
of the management as a price-
relevant variable is already taken
into account in the given market
price.

AVAILABILITY AND

FAMILIARITY HEURISTICS

The availability heuristic and
the familiarity heuristic describe
decision errors that occur when
we give different weight to basi-
cally equivalent information.
This usually happens because the
information in question is either
not available to us to the same
extent or we are familiar with it
to varying degrees. In addition to
the more or less good retrieval of
information, excessive categoriza-
tion, uncritical reliance on one's
own wealth of experience and

the resonance phenomenon can
also lead to erroneous financial
decisions in this context.

Thus, the retrievability of im-
portant information is strongly
linked to human memory. An
investment decision can therefore
be influenced simply because,
for example, we can more easily
remember events that have only
recently taken place. The catego-
rization of information helps us
quite reliably in everyday life with
information processing. Facts
are then classified into existing
thought patterns and made usable
for decision-making. However, in
the case of a complex financial
decision, there is a risk that the
categorization of information
will oversimplify the actual cir-
cumstances. Wrong decisions
can be the result, as well as if
investors rely too much on their
own, but often limited, wealth of
experience. After all, resonance
is when decision-relevant infor-
mation happens to apply to the
personal situation of the investor
or coincides with his experience.
Such information is usually per-
ceived differently, usually more
intensively and can direct the
information intake and process-
ing in a certain direction.

FAMILIARITY HEURISTICS
People often tend to stick with
something tried and tested instead
of trying something still unknown,
something new. Almost every-
one knows this from everyday
life. Why go to another restau-
rant when you are very satisfied
with your regular restaurant?
The phenomenon also plays a
role in information processing
around financial decisions. For
example, many investors tend
to pay excessive attention to the
industry in which they work when
making investment decisions.
Because they feel "at home" in
this segment and shy away from
the mental effort to open up new
areas, they are likely to miss the
chance of investments with sig-
nificantly better performance. In
addition, concentrating on only
one industry carries the risk of
an under-diversified portfolio
and thus a high risk of loss.
This is also the case when inves-
tors concentrate their investment
decisions too regionally. If you
only invest in companies in a nar-
rowly defined home market or only
consider securities of companies
that you already know, you will
certainly miss out on many at-
tractive investment opportunities.

»According to the illusion of validity,
people can often be influenced

in investment decisions by
appearances for which they feel a

subjective preference
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Michael Magrath

Kopredsjedavajudi

Vladine radne grupe za
implementaciju u FIDO Alijansi
i ¢lan je odbora direktora
Udruzenja za elektronski
potpis i evidenciju (ESRA)

»lako SAD zaostaju

u razvoju digitalne
valute centralne banke,

regulatori sve vise nastoje

da unesu regulatornu

jasnocu u sektor

kriptovaluta

Propisi o
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kriptovalutama
| bankarstvo

u2022.

redstojeca godina mogla bi

da bude najznacajnija godina
do sada za ucvrscivanje kripto
standarda u SAD-u, $to bi moglo
da bude vrlo korisno za bankarske
institucije.

Prema nedavnom istrazivanju
koje je finansirao OneSpan, 50%
izvr$nih direktora i rukovodilaca
banaka u SAD su uglavnom za-
brinuti zbog kretanja digitalne
valute u 2022. godini.

Iako SAD zaostaju u razvoju
digitalne valute centralne banke,
regulatori sve vi$e nastoje da unesu
regulatornu jasnocu u sektor krip-
tovaluta. To ukljucuje suzbijanje
upotrebe kriptovaluta u prevari,
pranju novca i drugim nezakonitim
aktivnostima, kao i nametanje po-
reskih zahtjeva za kripto imovinu.

Istrazivanje je pokazalo da se
41% ispitanika u SAD slaze da ce
efikasnije regulisanje kriptovaluta
udiniti to trziste privla¢nijim za
ucesce banaka. Zaista, jasnija regu-
lativa i smanjenje rizika — posebno

primjena zahtjeva za sprecavanje
pranja novca (SPN), kao $to je
princip ,,upoznaj svog klijenta®, na
kripto transakcije, ¢e omogucditi
bankama da se lakse ukljuce u
ovaj sektor u nastajanju.

Iskoristavanjem mo¢i kripto i
drugih tehnologija zasnovanih na
blokéejnu, banke mogu ponuditi
efikasnije i transparentnije usluge
klijentima, bolje se nadmetati sa
fintech kompanijama i povecati
profit. Bajdenova administracija
je bila zeljna da uspostavi nad-
zorne mehanizme i zahtjeve za
izvjestavanje o kriptovalutama bez
direktnog nametanja zabrana ili na
drugi nacin ostrih propisa. Zakon
o infrastrukturi koji je potpisao
predsjednik Bajden sredinom
novembra prosiruje zahtjeve za
izvjeStavanje na Siroko definisanu
kategoriju ,,digitalne imovine koja
ukljucuje kriptovalute i nezamje-
njive tokene (NFT).

U prosirenju zahtjeva za izvjesta-
vanje o gotovini za SPN, primaoci
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CYBERSECURITY AND COMPLIANCE

Cryptocurrency Regulations
and Banking in 2022

Michael Magrath

Co-Chair of the FIDO Alliance’s Government Deployment
Working Group and is on the Board of Directors of the
Electronic Signature and Records Association (ESRA)

he coming year may be the

most crucial yet in solidifying
crypto standards in the U.S., which
could bring significant benefits to
banking institutions.

According to a recent survey
sponsored by OneSpan, 50% of
bank executives and leaders in the
US. are principally concerned about
digital currency going into 2022.

Although the U.S. is lagging in
developing a central bank digital
currency, regulators are increasingly
seeking to bring regulatory clarity
to the cryptocurrency industry.
This includes cracking down on
cryptos use in fraud, money laun-
dering, and other illegal activity,
and imposing tax requirements
on crypto assets.

The research found that 41% of
respondents in the U.S. agree that
more effective regulation of crypto
will make that market more attrac-
tive for participation by banks.
Indeed, greater regulatory clarity
and risk mitigation - especially

the application of anti-money
laundering (AML) requirements,
such as “know your customer,”
to crypto transactions, will allow
banks to more readily tap into the
emerging industry.

By harnessing the power of
crypto and other blockchain-based
technologies, banks can offer more
efficient and transparent services
to customers, better compete with
fintech and boost profits. The Biden
administration has been eager to
establish oversight mechanisms and
reporting requirements on crypto
without imposing outright bans
or otherwise harsh regulations.
The infrastructure law signed by
President Biden in mid-November
extends reporting requirements to
a broadly defined “digital assets”
category that includes cryptocur-
rencies and non-fungible tokens
(NFTs).

In expanding the AML cash-
reporting requirement, recipients
of digital asset transactions greater

»Although the U.S. is

lagging in developing
a central bank digital
currency, regulators are
increasingly seeking to
bring regulatory clarity
to the cryptocurrency
industry
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»Nekoliko zakona koji su
uvedeni ove godine imaju za cilj
pruzanje regulatorne jasnoce i
suzbijanje uloge kriptovaluta u

kriminalu

transakcija digitalne imovine vece
0d 10.000 USD moraju podnijeti
IRS obrazac 8300 u trgovinskom ili
poslovnom kontekstu. Ovaj zahtjev
nece stupiti na snagu do 2024.
kako bi se omogucilo Ministarstvu
finansija i Poreskoj upravi da daju
dodatna pojasnjenja, ukljucujuci
definiciju digitalne imovine.
Seme ransomware-a visokog pro-
fila, koje su postale rasprostranjenije
i sofisticiranije tokom pandemije,
bile su glavna pokretacka snaga u
kripto regulatornom okruzenju.
Nacionalni prioriteti za borbu
protiv pranja novca i finansiranja
terorizma FinCEN-a, objavljeni
u junu 2021., ukljucuju ,,sajber
kriminal, ukljucujudi i relevantnu
sajber bezbjednost i razmatranja
virtuelne valute®. Agencija napo-
minje da je ,omogucavanje brzog
pracenja i zabrane prihoda od
virtuelne valute® klju¢ni cilj u
suzbijanju pla¢anja ransomware-a,
koji se cesto traze u kriptovalu-
tama. Ministarstvo pravde je u
oktobru osnovalo Nacionalni tim
za izvrSenje u kripto valutama radi
istrazivanja i krivi¢cnog gonjenja
sluc¢ajeva upotrebe kriptovaluta u
nezakonitim aktivnostima.
Nekoliko zakona koji su uvedeni
ove godine imaju za cilj pruzanje
regulatorne jasnoce i suzbijanje
uloge kriptovaluta u kriminalu.

Zakon o sankcionisanju i zau-
stavljanju ransomware-a, koji je
predstavljen u Kongresu u avgustu,
nastoji da ojaca nacionalnu sajber
bezbjednost kroz razvoj obaveznih
zahtjeva za sajber bezbjednost i
regulisanje kripto berzi. Prema
predlogu zakona, koji je trenutno
na komisiji u Senatu, ministar
finansija bi imao 180 dana nakon
usvajanja da razvije i uvede pro-
pise za smanjenje anonimnosti
kripto berzi.

Zakon o eliminaciji prepreka za
inovacije, koji je Dom usvojio u
aprilu, zahtijevac¢e od Komisije za
hartije od vrijednosti i Komisije
za trgovinu robnim fjuc¢ersima
da uspostave zajednicku radnu
grupu o digitalnoj imovini kako bi
promovisali regulatornu jasno¢u
i podstakli inovacije. Zakon o
taksonomiji tokena dalje nastoji
da podstakne regulatornu tran-
sparentnost definisanjem ,,digi-
talnih tokena® koji bi bili izuzeti
iz definicije hartije od vrijednosti.

Godina 2022 predstavlja go-
dinu izazova u pogledu razvoja
kohezivnijeg pristupa regulisanju
kripto industrije. Razlic¢ite drzave
i nacionalne agencije su krenule
u izdavanje ponekad razli¢itih
pravila, standarda i definicija.
Ovo je stvorilo fragmentiranu
regulativu: SEC, IRS i CFTC imaju
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razlicite definicije kriptovalute, a
svaka agencija zeli da ucestvuje u
kreiranju dalje regulative.

Zbog transnacionalne prirode
kriptovalute, bi¢e potrebno da se
SAD ukljuce i u medunarodne
napore SPNFT i formulisanje
medunarodnih standarda. Klju¢ni
prioritet bi trebalo da bude us-
postavljanje medunarodno pri-
hvaéene definicije za digitalnu
imovinu i kriptovalute.

U pokusaju da se pozabavi ovim
regulatornim nedosljednostima,
predsjednik Bajden navodno
razmatra izdavanje ukaza kojim
bi se federalne agencije uputile
da prouce i razviju preporuke o
kriptovaluti, uklju¢ujuéi njihove
implikacije na nacionalnu bezbjed-
nosti inovacije. Zastita potro$aca,
istrazivanje i razvoj, kao i politika
konkurencije takode ¢e biti klju¢ne
teme za razmatranje, a nacionalni
kripto car bi ¢ak mogao biti na
dnevnom redu.

Cak i ako se ukaz ne realizuje,
predsjednik ¢e i dalje nastojati
da stvori robusniji i ciljaniji pri-
stup za regulisanje kriptovaluta.
Predvideno je da 2022. godina
bude najklju¢nija godina do sada
u uc¢vrscivanju kripto standarda u
SAD-u, a banke ¢e imati znacajne
koristi od regulatorne jasnoce i
mogucnosti za inovacije.
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than $10,000 must file an IRS Form
8300 in a trade or business con-
text. This requirement will not
go into effect until 2024 to allow
the Treasury Department and the
IRS to make further clarifications,
including the definition of digital
assets.

High-profile ransomware
schemes, which have become more
prevalent and sophisticated during
the pandemic, have been a major
driving force in the crypto regula-
tory landscape.

FinCEN’s AML/CFT National
Priorities, issued June 2021, includes
“cybercrime, including relevant
cybersecurity and virtual currency
considerations.” The agency notes
that “enabling rapid tracing and
interdiction of virtual currency pro-
ceeds” is a critical goal in cracking
down on ransomware payments,
which are often demanded in cryp-
tocurrency. In October, the Justice
Department launched a National
Cryptocurrency Enforcement Team
to investigate and prosecute cases
of cryptocurrency in illegal activity.

Several pieces of legislation in-
troduced this year aim at providing
regulatory clarity and cracking
down on crypto’s role in crime.

The Sanction and Stop
Ransomware Act, introduced
in Congress in August, seeks to

»Several pieces of legislation

introduced this year aim at
providing regulatory clarity and
cracking down on cryptos role in

crime

strengthen national cybersecu-
rity through the development of
mandatory cybersecurity require-
ments and the regulation of crypto
exchanges. Under the bill, which
is currently in committee in the
Senate, the Treasury Secretary
would have 180 days after passage
to develop and institute regulations
to reduce the anonymity of crypto
exchanges.

The Eliminate Barriers to
Innovation Act, passed the House in
April, would require the Securities
and Exchange Commission and
the Commodity Futures Trading
Commission to establish a joint
working group on digital assets
to promote regulatory clarity and
encourage innovation. The Token
Taxonomy Act further seeks to
foster regulatory transparency by
defining “digital tokens,” which
would be exempted from the defi-
nition of a security.

Heading into 2022, a significant
challenge will be developing a more
cohesive approach to regulating the
crypto industry. Various states and
national agencies have charged for-
ward in issuing sometimes disparate
rules, standards and definitions.
This has created a fragmented
regulatory landscape: the SEC,
IRS and CFTC all have varying
definitions of cryptocurrency,

and each agency wants a hand in
crafting further regulation.

Due to the transnational nature
of cryptocurrency, the US must
also look to engage in international
AML/CEFT efforts and the formula-
tion of international standards. A
key priority should be establish-
ing an internationally accepted
definition for digital assets and
cryptocurrency.

In a move to address these regu-
latory inconsistencies, President
Biden is reportedly considering
issuing an executive order to
direct federal agencies to study
and develop recommendations
on crypto, including its implica-
tions for national security and
innovation. Consumer protection,
research and development, and
competition policy will also be
key topics for consideration, and
a national crypto czar might even
be on the agenda.

Even if the executive order
does not come to fruition, the
president will still look to create
a more robust and targeted ap-
proach to crypto regulation. 2022
is slated to be the most crucial
year yet in solidifying crypto
standards in the U.S., and banks
stand to benefit significantly from
regulatory clarity and innovation
opportunities.
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Trendovi u prevarama

| predvidanja prevara
za 2022.

Svaka godina ima svoja iznenadenja, ali trendovi u
rieSenjima za bezbjednost i otkrivanje prevara su jasni.
U ovom blogu sakupili smo pet predvidanja koja ¢e
oblikovati bezbjednosni pejzaz 2022. godine

David Vergara,

Visi direktor
marketinga za
bezbjednost proizvoda
u kompaniji OneSpan

ako pocinjemo
2022., mozZemo
razmisljati o jo$ jednoj

godini za pamcenje. Preduzeca, vlade i druge orga-
nizacije koje su izgradile procese rada na daljinu kao
odgovor na pandemiju COVID-19 provele su proslu
godinu optimizujudi i jac¢ajuci ove sisteme kako bi
osigurali pozitivno i sigurno korisnicko iskustvo. Bilo
da se radi o kradi identiteta, prevarama u placanju,
sintetickim prevarama sa identitetom, kradi identiteta
ili drugim vrstama prevara i finansijskim krivi¢nim
djelima, posao digitalne bezbjednosti nikada nije
zavr$en. Stru¢njaci za bezbjednost gledaju u budu¢-
nost kako bi pronasli nove nacine da zastite svoje
klijente i korisnike od prevara, digitalnih prevara i
sajber kriminalaca.

»Strucnjaci za bezbjednost gledaju
u buduénost kako bi pronasli nove
nacine da zastite svoje klijente i
korisnike od prevara, digitalnih
prevara i sajber kriminalaca

Svaka godina ima svoja iznenadenja, ali trendovi
u rjeSenjima za bezbjednost i otkrivanje prevara su
jasni. U ovom blogu sakupili smo pet predvidanja
koja ¢e oblikovati bezbjednosni pejzaz 2022. godine.

1. INICIJATIVE ZA DIGITALNI IDENTITET GE SE
POVECATI ZA VLADE, DRZAVE | PRIVATNI SEKTOR

Vlade $irom svijeta pokrecu inicijative za digitalni
identitet koje korisnicima omogucavaju pristup nizu
usluga putem internetskih ili mobilnih aplikacija.
Singapur, UAE i Australija ve¢ su izdali $emu digitalnog
identiteta, a EU se takode krec¢e u tom smjeru revizijom
eIDAS-a i najavom Evropskog digitalnog identiteta.

Dostupnost digitalnih identiteta na mobilnim ure-
dajima ¢e olaksati ugradnju i autentifikaciju digitalnih
aplikacija i pomoc¢i u borbi protiv napada prevare
preuzimanja racuna. Kada se klijent verifikuje, on
moze koristiti svoj digitalni identitet bilo gdje u bilo
koje vrijeme na mrezi za ukljucivanje ili provjeru
autenti¢nosti bilo koje aplikacije pomocu provjere
digitalnog identiteta.

Svaka aplikacija koja se bavi digitalnim identitetima
morace prilagoditi i podrzati nove vladine $eme
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FINANCIAL SYSTEMS SECURITY

David Vergara, Senior Director of Security
Product Marketing at OneSpan

Prevention Trends
and Predictions for 2022

Every year has its surprises, but the trends in security
and fraud detection solutions are clear. In this blog,
we’ve gathered the five predictions that will shape the

security landscape in 2022

s we start 2022, we can reflect on another
memorable year. Businesses, government, and
other organizations that built remote processes in
response to the COVID-19 pandemic have spent
the past year optimizing and strengthening these
systems to ensure a positive and secure customer
experience. Whether identity theft, payment fraud,
synthetic identity fraud, phishing, or other fraud types
and financial crimes, the work of digital security is
never done. Security experts are looking ahead to
find new ways to protect their customers and users
from scams, digital fraud, and cybercriminals.
Every year has its surprises, but the trends in
security and fraud detection solutions are clear.

»Security experts are looking
ahead to find new ways to
protect their customers and
users from scams, digital
fraud, and cybercriminals

In this blog, we’ve gathered the five predictions
that will shape the security landscape in 2022.

1. DIGITAL IDENTITY INITIATIVES
WILL INCREASE FOR GOVERNMENTS,
STATES, AND PRIVATE SECTORS

Governments around the globe are launching
digital identity initiatives that enable users to
access a range of services via online or mobile
applications. Singapore, UAE, and Australia have
already issued a digital identity scheme, and
the EU is moving in that direction too with the
revision of eIDAS and the announcement of the
European Digital Identity.

The availability of digital identities on mo-
bile devices will facilitate the onboarding and
authentication to digital applications and help
combat account takeover fraud attacks. Once a
consumer is verified, they can use their digital
identity anywhere at any time online to onboard
or authenticate to any application using digital
identity verification.

Any application dealing with digital identities will
need to adapt and support the new governmental
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»Vlade sirom svijeta pokrecu
inicijative za digitalni identitet
koje korisnicima omogucavaju
pristup nizu usluga putem
internetskih ili mobilnih
aplikacija

digitalnog identiteta kako bi bila relevantna na trzistu.
Primjeri sektora ukljuc¢uju dobavljace energije, banke,
postanske usluge i pruzaoce telekomunikacionih usluga.
Nadalje, upotreba kvalifikovanih elektronskih potpisa
Ce postati relevantnija: gradani mogu koristiti svoje
digitalne identitete za legalno potpisivanje ugovora
na internetu.

2. SIGURNOSNE MJERE | PREVENCIJA PREVARA
ZA UGRADENE FINANSIJSKE PONUDE

Nefinansijska preduze¢a mogu ponuditi prilagodene
finansijske proizvode svojoj zajednici, kao $to su krediti
do dana isplate za lak i pouzdan pristup kreditu ili
specijalizovane digitalne platforme za kamiondzije
koje nude kredite za finansiranje goriva ili osiguranje
vozila. Analiti¢arska firma Juniper Research ocekuje
da ¢e vrijednost ugradenog finansijskog trzista prema-
$iti 138 milijardi dolara u 2026., sa samo 43 milijarde
dolara u 2021.

I klijenti i organizacije postale su otvoreniji za rad
sa nefinansijskim institucijama. Ove kompanije imaju
bolji pristup podacima o klijentima, §to pomaze u
pruzanju optimalnog korisnickog iskustva i dovodi
do vece lojalnosti brendu. Medutim, iako ove ugra-
dene finansijske ponude predstavljaju vrijednost za
klijente i moguénost za finansijere, one takode pri-
vlace paznju sajber kriminalaca. Budu¢i da aplikacije
za finansiranje cesto ukljucuju platne transakcije i
veze sa bankovnim ra¢unima, ove fintech aplikacije
¢e postati jo$ interesantnije za hakere kako budu
postajale sve popularnije.

U tom smislu, bezbjednost ¢e igrati klju¢nu ulogu
kako trziSte bude sazrijevalo. Samo kompanije koje
kombinuju nesmetano putovanje korisnika sa sigurnim
okruzenjem ce se isticati u gomili. Funkcionalnost i

upotrebljivost bi¢e vazni da budete sigurni, ali organi-
zacije koje ne uspiju da zastite svoje internet stranice i
mobilne aplikacije brzo ¢e izgubiti reputaciju brenda
i korisni¢ku bazu.

3. PRIVATNOST PO DIZAJNU POSTAJE IMPERATIV
DA ORGANIZACIJE OSTANU KONKURENTNE

Privacy by design odnosi se na ideju da budu¢nost
privatnosti ne moze biti osigurana samo uskladeno$¢u
sa regulatornim okvirima. Umjesto toga, osiguranje
privatnosti u idealnom slu¢aju mora postati zadati
nacin rada organizacije, a li¢ni podaci bi trebali da
budu zasti¢eni od samog pocetka - u fazi dizajna.

Iako je GDPR ovaj koncept stavio u srediste paznje,
o njemu se prvi put raspravljalo 1990-ih godina. U to
vrijeme, Ann Cavoukian, bivsa kanadska komesarka
za informacije i privatnost, definisala je sedam prin-
cipa koji se smatraju temeljom privatnosti po dizajnu,
ukljucuju¢i omogucavanje postavki privatnosti prema
zadatim postavkama, proaktivnost i transparentne
motive za prikupljanje podataka. Ti principi ostaju
na snazi i danas.

U danasnjem dobu konstantnog krsenja podataka i
rizika od prevare, privatnost e se koristiti za razlikova-
nje od konkurencije i stvaranje poslovne prednosti. Za
kompanije ¢e biti klju¢no da pokazu da razumiju principe
privatnosti po dizajnu i da ih integri$u na svim nivoima
svoje organizacije kako bi svojim zaposlenim, partnerima
i klijentima ponudili garanciju da privatnost shvataju
ozbiljno. Kompanije koje nisu u stanju da pokazu ove
principe ¢e izgubiti trzi$ni udio. Prema Trace Fooshee,
viSem analiticaru u Aite Grupi, ,interakcije [izmedu
finansijske institucije i klijenta] moraju biti dosljedne
i predvidljive; nedosljednost rada neizvjesnost, a neiz-
vjesnost podriva njihov osjecaj sigurnosti®
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Miadi sve vise
meta prevaranata,

Reinis Jansons,
Sef Instituta

za finansije
Swedbanke

mule*

Kao odgovor na  Fingnsijska mula je osoba

ponude za laku

zaradu, sve vite mladih  K0ja prenosi (elektronski ili

u gotovini) novac primljen
od treceg lica drugoj osobi uz
odredenu proviziju

ljudi danas upada u ruke
prevaranata i postaju ,,fi-
nansijske mule, poma-
7udi tako prevarantima
da peru i prebacuju no-
vac. Najcesce, naizgled
primamljive ponude daju ne samo malu nagradu
za ucinjeno, ve¢ i ,,finansijske mule® upadaju u oci
policije, Sto znacajno utice na zivot mlade osobe u
buducnosti.

Finansijska mula je osoba koja prenosi (elektronski
ili u gotovini) novac primljen od treceg lica drugoj
osobi uz odredenu proviziju. Pristajuci da prenese
strani novac sa vaseg ra¢una u banci ta osoba krsi
zakon. Kazna za takvo djelo je liSavanje slobode,
novcana kazna ili rad u javnhom interesu. Drzavna
policija je u proteklih godinu dana zabiljezila vise
od jednog prekrsaja ove vrste, ali se procjenjuje da je
stvarni broj Zrtava prevaranta i ljudi koji dolaze brzo
do zarade znatno vedi.

Dmitrij Homenko, zamjenik $efa Odjeljenja za
privredni kriminal Drzavne policije, kaze:

»Suzbijanje prihoda ste¢enih kriminalom jedan je
od prioriteta Drzavne policije i tome je posveceno
mnogo policijskih resursa. Nedavno smo vidjeli
da su lokalni mladi ljudi koji zele da zarade novac

postaju ,,finansijske

na laksi nacin ukljuceni u
medunarodne $eme prevara,
postajuci kuriri novca opra-
nog za kriminal, a ponekad
ni ne shvataju teske krivicno
pravne i druge posljedice
tako naizgled lake zarade."

Osim krivi¢nog dosijea
i izlazenja na vidjelo, izvr-
$avanje funkcije ,,finansijskih mula“ moze donijeti i
druge posljedice, na primjer, banka moze zatvoriti
racun bez mogu¢nosti otvaranja novog. To, medutim,
znaci da Zelja za brzom zaradom bavljenjem krimi-
nalnom djelatnos¢u takode moze znacajno da utice
na mogucnosti za karijeru, jer poslodavac mozda
nece htjeti da saraduje sa osobom koja je prethodno
pocinila krivi¢no djelo, a nema moguénost da svoju
platu prebaci na bankarski racun. Nedostatak ra¢una
takode moze dovesti do poteskoc¢a u primanju raznih
beneficija. Istina, prema iskazima ,,finansijskih mula“u
policiji, ve¢ina mladih ljudi nije svjesna da prenosenje
tudeg novca sa njihovih bankarskih ra¢una predstavlja
krivi¢no djelo niti da takvo ponasanje moze uticati
na njihove zivote u budu¢nosti:

» ,Nisam mislio da radim nesto lose. Ja samo polozim
novac na svoj racun i onda ga uzmem sa bankomata.
» ,Trenutno slucaj istrazuje Drzavna policija. Sada
je jasno da ¢e moje nepromisljeno ponasanje imati
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FINANCIAL FRAUDS AND CONSEQUENCES

Young people increasingly
fall into scammers' nails,
becoming 'money mules'

Reinis Jansons, Head of Swedbank Institute of Finance

»A money mule is a person who
transfers (electronically or in
cash) money received from a
third party to another person,
receiving a commission for it

In response to easy-profit offers, more and more young
people today are falling into the nails of fraudsters and
becoming "money mules," thereby helping fraudsters
launder and move money. Most often, the seemingly
enticing offers provide not only a small reward for what
has been done, but also the "money mules" coming to
the attention of the police, significantly affecting the
young person's life in the future.

A money mule is a person who transfers (elec-
tronically or in cash) money received from a third
party to another person, receiving a commission for
it. Agreeing to transfer foreign money from your
bank account violates the law. Such an act threatens
deprivation of liberty, a fine or community service.
In the past year, the State Police has recorded more
than one violation of this type, but it is estimated that
the actual number of victims of fraudsters and easy
profit-making people is much higher.

Dmitry Homenko, Deputy Head of the Economic
Crime Department of the State Police, says:

"Combating the proceeds of crime is one of the pri-
orities of the State Police and a lot of police resources
are devoted to it. Recently, we have seen that local
young people who want to make money easily are
involved in international fraud schemes, becoming
couriers of money laundered for crime, and some-
times do not even realise the severe criminal law and
other consequences of such seemingly easy profits."

In addition to criminal record and getting in sight,
the execution of the function of "money mules" can
bring with it other consequences, for example, a bank
can close an account without the possibility of opening
a new one. This, in turn, means that the desire to earn
a quick profit by engaging in a criminal activity can
also have a significant impact on career opportuni-
ties, because the employer may not want to cooperate
with a person who has previously committed a crime
and who does not have the opportunity to transfer
his salary to a bank account in Latvia. The absence
of an account can also lead to difficulties in receiving
various benefits. True, according to the "money mules"
themselves in the police, most young people are not
aware that transferring foreign money through their
bank account is criminal or how such behaviour will
affect their lives in the future.

» 'T didn't think I was doing anything wrong. I just
let me put the money into my account and then
take it out of the ATM'.
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posljedice, zalim §to nisam znao sve ovo prije nego
§to sam pristao na takvu ponudu.®

= , Nisam mislio nita lose. Cinilo se da nisam uéinio
nista lose. Ne znam kako da kazem mami kako ¢u
nacdi posao sa krivi¢nim dosijeom.”

Ovo su objasnjenja data policiji od strane samo
nekoliko mladih ljudi ili ,,finansijskih mula® koji su
postali zrtve kriminalaca i brokera.

»Jedan od vaznih kamena temeljaca finansijske
pismenosti nije samo sposobnost da planirate svoje
prihode i rashode na napredan i pametan nacin, ve¢
i da kriti¢ki procijenite mogu¢nosti dopune sadrzaja
vaseg novcanika. Nazalost, mnogi stanovnici i ne samo
mladi ljudi, nemaju pitanja i nedoumica kada vide jo$
jednu, primamljivu profitabilnu reklamu, koja obecava
da ce biti placeni gotovo nista. Morate shvatiti da se
iza svake takve ponude krije udica, a jedini korisnik
vaseg ¢lanstva Ce biti prevarant. Stavise, takav izvor
zarade ¢e vam donijeti samo nevolje. Pozivajuci se na
takve reklame, u stvarnosti rizikujete sav svoj buduci
zivot i buduce planove zbog stranaca®, kaze Reinis
Jansons, $ef Instituta za finansije Swedbanke.

STA JE FINANSIJSKA MULA?

Finansijska mula je svaki pojedinac koji prenosi
sredstva, u ime ili po nalogu drugog. Oni se regru-
tuju da pomognu kriminalcima u pranju prihoda
od nezakonitih aktivnosti i ¢esto im se obecava lak
novac za njihovo ucesce u premjestanju sredstava na
razli¢ite nacine ukljucujuci:

» kriptovalute

» Fizi¢ku valutu (gotovinu)

,Vecina nije svjesna da prenosenje
tudeg novca sa njihovih
bankarskih racuna predstavlja
krivicno djelo niti da takvo
ponasanje moZe uticati na njihove
Zivote u buducnosti
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» Bankarske transfere (nov¢ane transakcije, ACH, EFT)
» Preduzeca za novcane usluge
» Pre-paid kartice

NACINI NA KOJI SE FINANSIJSKE MULE REGRUTUJU

» Nezeljena elektronska posta ili druga nezeljena ko-
munikacija u kojima se trazi otvaranje bankovnog
racuna, novc¢anika za kriptovalute ili poslovanja na
njihovo ime

= Romanti¢ne prevare/prevare sa povjerenjem

= Prevare pri zaposljavanju koje obecavaju lak novac

= Prevare u vezi sa neplacanjem/nedostavom

» Lutrijske prevare u kojima se prikupljaju li¢ni podaci

KO JE U RIZIKU?

Svako moze biti regrutovan da bude finansijska mula.
Medutim, ciljane populacije uklju¢uju starije osobe,
studente i nove imigrante. Sajber stru¢nost ili znanje
nije potrebno, finansijska mula ¢e biti upucena kako
da otvara racune i obraduje razne transakcije.

NEDAVNI TRENDOVI

0Od 2020. do 2021. godine, IC3 je primio porast prituzbi
koje se odnose na prevare povezane sa pandemijom
COVID-19 i online prevare koje ukljuc¢uju kriptovalute,
kao $to su kompromisi sa poslovnom elektronskom
postom, iznuda, prevare pri zaposljavanju i prevare
u vezi sa povjerenjem/ljubomorom. Porast ovih
prevara mogao bi biti rezultat izolacije zbog karan-
tinskih ograni¢enja COVID-19, gubitka zaposlenja
zbog COVID-19 i povecanja rada na daljinu $to je
omogucilo kriminalcima da upute finansijske mule
da daju kopije svojih li¢nih podataka na internetu.
Finansijske mule su takode zamoljene da dostave
kopije svojih li¢nih podataka ili da direktno otvore
racune u kriptovalutama i nov¢anike u sklopu inter-
netskih prevara kao $to su prevare u vezi s ljubavnim
odnosima, iznuda, neplacanje/neisporuka ili investicione
prevare. Ovi racuni otvoreni na ime finansijske mule
mogli bi kasnije da se koriste u drugim prevarama
za ciljanje Zrtava kompromisa poslovne elektronske
poste, tehnicke podrske i drugih online prevara.
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= "Currently, the case is being investigated by the
State Police. It is now clear that my ill-considered
behaviour will have consequences I regret not to
know all this before I agreed to such an offer."

» "I didn't mean anything wrong. I didn't seem to
be doing anything wrong. I don't know how to
tell my mom how I'm going to find a job with a
criminal record.’

These are explanations provided by only a few young
people who have fallen victim to criminals and money
brokers, or 'money mules', to the police.

"One of the important cornerstones of financial
literacy is not only the ability to plan your income
and expenses in a forward-looking and smart way,
but also to critically evaluate the possibilities of sup-
plementing the contents of your wallet. Unfortunately,
many Latvians, and not only young people, have no
questions or doubts when they see another, enticing
profit advertisement, which promises that you will be
paid for almost nothing. You have to understand that
there's a hook behind every such offer, and the only
beneficiary of your membership will be a fraudster.
What's more, such a source of profit will only bring
you trouble. By referring to such advertisements, in
reality you risk all your future life and future plans
because of strangers," says Reinis Jansons, Head of
Swedbank Institute of Finance.

WHAT IS A MONEY MULE?

Any individual who transfers funds, on behalf of, or
at the direction of another. Money mules are recruited
to assist criminals with laundering proceeds from

»Most young people are not
aware that transferring foreign
money through their bank
account is criminal or how
such behaviour will affect their
lives in the future

illegal activity and are often promised easy money
for their participation in moving funds by various
methods including:

« Cryptocurrency

o Physical currency (cash)

« Bank transfers (wires, ACH, EFT)

« Money services businesses

o Pre-paid cards

WAYS MONEY MULES ARE RECRUITED

= Unsolicited emails or other communications reque-
sting to open a bank account, cryptocurrency wallet,
or business in their name

Romance/confidence scams

Employment scams promising easy money

Non-payment/non-delivery scams
Lottery scams where personal information is collected

MONEY MULE: COMPLICITY
WHO IS AT RISK?

Anyone can be recruited to be a money mule; however,
targeted populations include the elderly, college-aged
students, and newly immigrated individuals. Cyber-
expertise or knowledge is not required the money mule
will be directed how to open accounts and process
various transactions.

RECENT TRENDS

In 2020 into 2021, the IC3 received an increase in
complaints relating to COVID-19 related fraud and
online scams involving cryptocurrency, such as busi-
ness email compromises, extortion, employment scams
and confidence/romance scams. The increases in these
scams could be the result of isolation due to COVID-19
quarantine restrictions, the loss of employment due
the COVID-19, and increases in remote work which
allowed criminals to instruct money mules to provide
copies of their personal information online.

Money mules were also asked to provide copies
of their personal information or to directly open
cryptocurrency accounts and wallets as part of online
scams such as romance fraud, extortion, non-payment/

51



52

POSLJEDICE PONASANJA
FINANSIJSKE MULE

Pojedinci koji se pona-
$aju kao finansijske mule
izlazu se riziku od krade
identiteta, licne odgovor-
nosti, negativnog uticaja
na kreditne rezultate i
nemogucnosti otvaranja
bankovnih ra¢una u bu-
du¢nosti. Nadalje, njima
i njihovim porodicama
kriminalci mogu da prijete
nasiljem ako ne nastave da
rade kao finansijske mule.

FINANSIJSKE PREVARE | POSLJEDICE

FINANSIJSKE MULE: SAUCESNISTVO

Nesmotrene ili nesvjesne mule: nisu svjesni da su
umije$ani u ve¢u kriminalnu $emu. Ove osobe
se obi¢no regrutuju putem prevara kao $to su
prevare u vezi sa romanti¢nim prevarama ili, u
novije vrijeme, prevare pri zaposljavanju zbog
pandemije COVID-19. Generalno, ove osobe
iskreno vjeruju da pomazu nekome ko se ponasa
kao njihov romanti¢ni partner ili poslodavac.

Nesmotrene mule: ignori$u znakove upozore-
nja o kriminalnim aktivnostima ili su namjerno
slijepi za finansijsku aktivnost u kojoj ucestvuju.
Mozda su primili upozorenja od osoblja banke,
ali nastavljaju da otvaraju vi$e racuna. Ove osobe
generalno pocinju kao nesmotrene finansijske
mule.

Saucesnicke mule: svjesni svoje uloge finansijske
mule i saucesnika u vecoj kriminalnoj $emi. Oni
mogu redovno da otvaraju bankovne ra¢une u
raznim institucijama s namjerom da primaju
nezakonita sredstva ili otvoreno reklamiraju
svoje usluge kao finansijska mula i aktivno vrbuju
druge.
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= Obavijestite svoju banku
ili pruzaoca placanja

» Obavijestite policiju.
Prijavite sumnjivu aktiv-
nost Centru FBI za Zalbe
na internet kriminal (IC3)
na adresu www.ic3.gov
i kontaktirajte lokalnu
kancelariju FBI-a

Da biste sprijecili da bu-
dete regrutovani kao fi-
nansijska mula:

= Ne prihvatajte ponude
za posao u kojima se
od vas trazi da dobijete

Osim toga, ove osobe, ¢ak i ako su nesmotreno
usle u posao, se suocavaju sa zatvorskom kaznom,
nov¢anom kaznom ili radom u javnom interestu.
Narocito u Sjedinjenim Drzavama, potencijalne fe-
deralne optuzbe ukljucuju: prevaru poste, bankarsku
prevaru, pranje novca, transakciono pranje novca,
zabranu nelicenciranog poslovanja za prenos novca i
tesku kradu identiteta. Ove optuzbe ukljucuju nov¢ane
kazne 0d 1.000.000 dolara i do 30 godina zatvora.

SAVJETI ZA ZASTITU

Ako vjerujete da ste kori$¢eni kao finansijska mula:

» PRESTANITE da komunicirate sa osumnji¢enim
kriminalcem

» PRESTANITE da prenosite sredstva ili predmete
od vrijednosti

= Cuvajte priznanice, kontakt informacije i komuni-
kacije (e-poruke, tekstualne poruke, govorne poste)
kako bi informacije mogle biti proslijedene policiji

sredstva kompanije na vas li¢ni rac¢un ili da
otvorite poslovni bankovni racun

» Budite sumnji¢avi ako romanti¢ni partner od vas
trazi da primite ili prenesete sredstva sa vaseg racuna

» Ne dajte nikome svoje finansijske podatke (npr.
informacije o bankovnom racunu, prijave, lozinke)

= Ne dajte nikome kopije vasih identifikacionih do-
kumenata (npr. vozacku dozvolu, broj socijalnog
osiguranja)

= Izvrsite online pretrazivanja kako biste potvrdili
sve informacije koje ste dobili

= Obratite se svojoj finansijskoj instituciji sa bankarskim
pitanjima ili nedoumicama u vezi sa finansijskim
transakcijama na vasem racunu

Za dodatne informacije o Finansijskim mulama, po-
gledajte: FBI Prevare i Sigurnost: Ne budi finansijska
mula: svjesnost o tome moze sprijeciti zlo¢in
https://www.fbi.gov/scams-and-safety/
common-scams-and-crimes/money-mules
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non-delivery, or invest-
ment scams. These ac-
counts opened in the
money mule’s name could
then be later used in other
scams to target victims of
business email compro-
mises, tech support, and
other online scams.

CONSEQUENCES
FORACTINGAS A
MONEY MULE

Individuals acting as
money mules are putting
themselves at risk for iden-

MONEY MULES: COMPLICITY

Unwitting or unknowing mules: not aware that
they are involved in a bigger criminal scheme.
These individuals are typically recruited via
scams such as romance scams or more recently,
employment scams due to the COVID-19 pan-
demic. Generally, these individuals genuinely
believe they are helping someone who is acting
as their romantic partner or employer.

Witting mules: ignore warning signs of crimi-
nal activity or are willfully blind to the financial
activity they are participating in. They may
have received warnings from bank personnel
but continue to open multiple accounts. These
individuals generally begin as an unwitting mule.

Complicit mules: aware of their role as a mo-
ney mule and complicit in the larger criminal
scheme. They might regularly open bank acco-
unts at various institutions with the intention of
receiving illicit funds or openly advertise their
services as a money mule and actively recruit
others.

communications (emails,
text messages, voicemails)
so the information may be
passed to law enforcement
» Notify your bank or
payment provider

= Notify Law Enforcement.
Report suspicious activity
to the FBI's Internet Crime
Complaint Center (IC3) at
www.ic3.gov and contact
your local FBI field office

To prevent yourself from
being recruited as a money
mule:

tity theft, personal liability, negative impacts on credit
scores, and the inability to open bank accounts in the
future. Furthermore, they and their families could be
threatened by criminals with violence if they do not
continue to work as a money mule.

In addition, these individuals face prison sentences,
a fine or community service, even if unwitting.
Particularly in the United States, potential Federal
charges include: Mail Fraud, Wire Fraud, Bank Fraud,
Money Laundering, Transactional Money Laundering,
Prohibition of Unlicensed Money Transmitting
Business, and Aggravated Identity Theft. These charges
come with fines reaching $1,000,000 and up to 30
years in prison.

TIPS FOR PROTECTION
If you believe you are being used as a money mule:

» STOP communicating with the suspected criminal
= STOP transferring funds or items of value
» Maintain receipts, contact information, and

= Do not accept job offers that ask you to receive
company funds into your personal account or ask
you to open a business bank account

= Be suspicious if a romantic partner asks you to
receive or transfer funds from your account

= Do not provide your financial details to anyone
(e.g., bank account information, logins, passwords)

= Do not provide copies of your identification docu-
ments to anyone (e.g., driver’s license, social security
number)

= Conduct online searches to corroborate any infor-
mation provided to you

= Reach out to your financial institution with banking
questions or concerns about financial transactions
in your account

For additional information on Money Mules, please
view: FBI Scams and Safety: Don’t Be a Mule: Awareness
Can Prevent Crime
https://www.fbi.gov/scams-and-safety/
common-scams-and-crimes/money-mules
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Pandemija ubrzala
digitalizaciju, povecavajuci i
rizike za potrosace

Nadlezni organ EU za osiguranje i profesionalno penzijsko osiguranje
(EIOPA) objavio je svoj Izvjestaj o potroSackim trendovima, koji
identifikuje ubrzanje digitalizacije kao jasan trend koji proizlazi iz
pandemije COVID-19. To donosi moguc¢nosti, ali i neke brige za
potrosSace, kao $to su prevare i moguci novi oblici isklju€enja iz
pristupa finansijskim proizvodima.

Uopsteno govoredi, dobro razvi-
jen i uravnoteZen penzioni sektor,
koji osigurava adekvatnu buducu
penzijsku $tednju, rezultat je kom-
binacije drzavnih, profesionalnih i
licnih penzijskih proizvoda. Dok

sred stalnih $okova uzrokova-
Unih globalnom pandemijom,
osiguravatelji, posrednici i penzioni
fondovi su ipak nastavili da sluze
potrosacima na efikasan nacin, po-
kazujuéi ukupnu snaznu operativou
otpornost. Medutim, pojavio se niz
novih izazova povezanih sa poveca-
njem rizika od prirodnih katastrofa.

EIOPA je identifikovala niz
klju¢nih problema u potro$ackim
trendovima:

« Postojeca zabrinutost oko pro-
izvoda povezanih sa investicionim
fondovima i dalje postoji zbog slo-
zenosti proizvoda §to dovodi do
nedostatka jasnoce oko troskova i
koristi. Pouzdano stavljanje rezultata
potro$aca u srce dizajna proizvoda,
distribucije i procesa pracenja je
klju¢no za rjesavanje problema vri-
jednosti za novac i moguce pogresne
prodaje i za opste pobolj$anje finan-
sijskog zdravlja potrosaca.

« Primijeceno je sve vie proizvoda
koji se prodaju kao ,,0drzivi®, §to
izaziva zabrinutost oko potencijala
za manipulativni zeleni marketing
(»greenwashing®), ali i pokazuje
da se sektor krece u susret ESG

preferencijama potrosaca, dopri-
noseci tako odrzivijem oporavku.

« Dok su digitalne inovacije po-
boljsale efikasnost i lakse rukovanje
potrazivanjima, posebno za zahtjeve
male vrijednosti i velike kolic¢ine,
problemi i dalje postoje na nekim
trziStima.

o Rizici koji se pojavljuju izazvali
su nove zabrinutosti oko isklju¢enja
i mogucih povecanja nedostataka u
zastiti. Nedostatak jasnoce u pogledu
uslova i ogranic¢eno razumijevanje
iskljucenja od strane potrosaca moze
biti $tetno za potrosace. Osim toga,
uoceni rast rizika koji se ne mogu
osigurati prosiruje praznine u zastiti.

o Veca upotreba praksi optimizacije
cijena, oslanjajuci se na poboljsane
tehnike vjestacke inteligencije i na
dostupnost vise podataka o potrosa-
¢ima, moze dovesti do nepravednog
tretmana i moguceg finansijskog
iskljucenja, te povecati rizik od in-
direktne diskriminacije.

Sto se tice penzionih fondova, na-
stavlja se prelazak sa definisanih
naknada na planove sa definisanim
doprinosima.

tradicionalno, pruzaoci drzavnih
penzija Cesto igraju znacajniju ulogu
u obezbjedivanju adekvatnih pen-
zijskih primanja evropskih gradana,
2021. godine primijecen je trend
vezan za povecanje davaoca privatnih
penzija u odnosu na drzavne pen-
zije. Detaljni trendovi na trzistima
licnih penzija znacajno variraju,
jer proizvodi su heterogeni u svim
drzavama c¢lanicama.

Dugoro¢na penziona Stednja
moze finansirati realnu ekonomiju
i omoguciti penzionim $tedisama da
ucestvuju u odrzivom, dugoro¢nom
ekonomskom rastu. Kako su potrosaci
sve vi$e zainteresovani za odrZive pro-
izvode, a trzi$ni akteri prilagodavaju
svoje interne investicione politike
i proizvode, to bi moglo podrzati
aktivno ucesée penzionih $tedisa u
odrzivom ekonomskom rastu; ali
ovaj trend takode izaziva zabrinutost
oko manipulativnog zelenog marke-
tinga i obmanjujuc¢ih marketinskih
komunikacija za potrosace.

EIOPA (e nastaviti da prati i pro-
movise koris¢enje dosljednih supervi-
zorskih praksi kako bi osigurala da se
prilike i rizici istaknuti u ovom izvje-
$taju na odgovarajuci nacin rjesavaju.
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CONSUMER TRENDS REPORT

The pandemic has fast-
forwarded digitalisation,
raising also risks for consumers

The European Insurance and Occupational Pensions Authority
(EIOPA) published today its Consumer Trends Report, which
identifies an acceleration in digitalisation as a clear trend emerging
from the COVID-19 pandemic. This brings opportunities but also
some concerns for consumers, such as frauds and possible new
forms of exclusion from access to the financial products.

midst the continued shocks
caused by the global pandemic,
insurers, intermediaries, and pension
funds have nonetheless continued
to serve consumers in an efficient
manner, showing overall strong
operational resilience. However, a
number of new challenges emerged
linked to an increase in natural
catastrophe risks.
EIOPA identified a number of
key issues in the consumer trends:
« Existing concerns around
unit-linked products persist due
to product complexity resulting in
a lack of clarity around costs and
benefits. Reliably putting consumer
outcomes at the heart of product
design, distribution and monitor-
ing processes is critical for tackling
value for money issues and possible
mis-selling and to overall improve
consumer’s financial health.
 More and more products being
marketed as ‘sustainable’ have been
observed, raising concerns over the
potential for so-called ‘greenwashing;
but also showing a sector moving to
meet consumers’ ESG preferences,

contributing thereby to a more
sustainable recovery.

« While digital innovation has
improved efficiency and user-friend-
liness of claims handling particularly
for low value and high volume claims,
issues persists in some markets.

o Emerging risks have raised new
concerns around exclusions and
possible increases in protection
gaps. A lack of clarity in terms and
conditions and limited consumer
understanding of exclusions can
be detrimental for consumers. In
addition, an observed growth in
uninsurable risks widens protection
gaps.

o Greater use of price optimiza-
tion practices, relying on improved
artificial intelligence techniques and
on more consumer data being avail-
able, can lead to unfair treatment
and possible financial exclusion,
and increase the risk of indirect
discrimination.

On pension funds, the shift from
defined benefit to defined contribu-
tion schemes continues.

More generally, a well-developed
and balanced pension sector, which
ensures adequate future retirement
savings, is the result of a combination
of state, occupational and personal
pension products. While tradition-
ally, state pension providers often
play a more significant role to provide
for adequate retirement income of
European citizens, a trend linked
to an increase of private pension
providers over state pensions was
observed in 2021. Detailed trends
in personal pensions markets vary
significantly, as products are het-
erogeneous across Member States.

Long-term pension savings can
finance the real economy and en-
able pension savers to participate
in sustainable, long-term economic
growth. As consumers are increas-
ingly interested in sustainable prod-
ucts and market players are adapting
their internal investment policies
and products, this could support the
active participation of pension savers
in sustainable economic growth; but
this trend is also raising concerns
around greenwashing and mislead-
ing marketing communications for
consumers.

EIOPA will continue to monitor
and promote the use of consistent
supervisory practices to ensure that
opportunities and risks highlighted
in this report are appropriately
addressed.
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DIGITALNA TRANSFORMACIJA U BANKARSTVU

Masinsko ucenje pomaze da se
uravnoteze rizik i inovacije

Todd Raque, izvrsni direktor za uskladenost sa finansijskim kriminalom i borbu
protiv pranja novca u Featurespace

a'h

rije pet godina digitalna transformacija
P u bankarstvu bila je fokusirana na
proizvod ili na odredenu poslovnu liniju,
ali u novije vrijeme inovacija je postala
imperativ. To je ubrzala pandemija, koja
je stvorila trenutnu potrebu za bezbriz-
nim ukljucivanjem potrosaca i klijenata
i moguénoséu podrske brzim pla¢anjima.

»Svjedoci smo kombinovanja aktivnosti
oko preispitivanja trenutnih strategija
kako bi ih prosirili, ali i i drugacijeg stava
na to kako im oni pristupaju,“ rekao je za
PYMNTS Todd Raque, izvr$ni direktor
za uskladenost propisa za borbu protiv
finansijskog kriminala i pranja novca u
Featurespace.

U prostoru u kojem posluju, fokus je
na tome kako biti efikasniji u kori$¢enju
digitalnog iskustva u interakciji sa klijen-
tima i kako biti proaktivniji u identifikaciji
rizika koji se pojavljuju. Sa prelaskom na
digitalizaciju, doslo je do porasta prevara
i finansijskog kriminala.

»Biti u digitalnom okruzenju i poku-
$avati da budete $to inovativniji dovodi
do vece izloZenosti prijetnji sa stanovista
finansijskog kriminala,” rekao je Raque.

UPRAVLJANJE KLJUCNIM RIZICIMA
POVEZANIM SA DIGITALNOM
TRANSFORMACIJOM

Dva klju¢nih rizika sa kojima se organizacije
moraju pozabaviti kada zapocinju svoju
digitalnu transformaciju su sajber rizici
povezani sa neovlas¢enom upotrebom i
rizik od gubitka ili curenja podataka. Da
bi upravljale sajber rizicima, kompanije
moraju da odrzavaju integritet svog sistema,
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a kako bi sprije¢ile gubitak ili curenje | Biti 1 digitalnom

podataka, moraju da obezbijede zastitu
podataka u cijelom ekosistemu.

»Buduci da su pristupi implementaciji
povezani i u velikoj meri se oslanjaju na
partnerstva i eksterne pruzaoce usluga,
morate da upravljate tim rizicima jer se to
odnosi na ulazak u odnos sa tre¢om stra-
nom koja vam pomaze u va$im naporima
da izvrsite modernizaciju, rekao je Raque.

Digitalna transformacija takode pruza
nove i inovativne nacine za borbu protiv
finansijskog kriminala. Na primjer, masin-
sko ucenje pruza i nadzirane i nenadzirane
pristupe za identifikaciju i otkrivanje
sumnjivih aktivnosti.

Masinsko ucenje prosiruje pogled
kompanije u smislu identifikacije stvari
od interesa ili potencijalno sumnjivih
aktivnosti, donose¢i kontekst iz prethod-
nih transakcija kako bi se identifikovale
netipi¢ne vrijednosti koje bi mogle biti
vrijedni razmatranja. Takode pruza ope-
rativnu efikasnost jer se fokusira na stvari
koje su vazne sa stanovista istrage, a ne na
stvari koje daju lazne pozitivne rezultate.

PODRSKA NESMETANOM UKLJUCIVANJU
KLIJENATA, INTERAKCIJI | PLAGANJIMA
U Zelji za modernizacijom, kompanije treba
da imaju koordiniran, holisticki okvir za
rjeSavanje rizika, rekao je Raque. Razli¢iti
akteri unutar organizacije ¢e imati razlicite
poglede na rizik, tako da bi trebalo da po-
stoji konsolidovani okvir za identifikaciju,
rukovanje i upravljanje rizicima.
Kompanije bi takode trebalo da osi-
guraju da je njihova podrska razumnim

okruzenju i pokusavati
da budete sto inovativniji
dovodi do vece izloZenosti
prijetnji sa stanovista
finansijskog kriminala

inovacijama u skladu sa njihovim ukupnim
sklonostima ka preuzimanju rizika i nji-
hovim strukturama upravljanja.

»Mislim da morate biti proaktivni u
odnosima sa svojim partnerima, dobavlja-
¢ima sa kojima radite, ali i iz regulatorne
perspektive, gdje ste ukljueni u pravi
nivo razgovora, §to dovodi do toga da
su svi u skladu sa istim ishodima®, rekao
je Raque.

U narednim godinama ¢e biti vise na-
pretka u smislu iskori$tavanja inovacija,
rekao je Raque. Kao prvo, iz regulatorne
perspektive, vjerovatno ¢e do¢i do novih
jasnoca i smjernica, posebno u vezi s
sprecavanjem pranja novca (SPN).

»5vi su navikli na iskustvo u koris¢enju
mobilnih uredaja, a to je kanal putem
kojeg ¢e vecina klijenata stupiti u kontakt
sa vama, tako da postoji ogromna prilika
da iskoristite prednosti svih ovih stvari
koje se spajaju i iskoristite nove kapacitete
neke od ovih tehnologija - ne samo u borbi
protiv nedozvoljenih finansija i finansijskog
kriminala, ve¢ i da pomognete u podrsci
nesmetanog uklju¢ivanja klijenta, interakciji
i iskustvu placanja®, rekao je Raque.
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Machine Learning Helps Financial
Institutions Balance Risk and Innovation

Todd Raque, financial crimes compliance and anti-money laundering executive

at Featurespace

ive years ago, digital transformation in

banking was focused on a product or
a certain business line, but more recently,
innovation has become an imperative.
That was accelerated by the pandemic,
which created an immediate need for
frictionless onboarding with customers
and clients and the ability to support
faster payments.

“We see a combination of activities
around rethinking current strategies to
make them broader, but also taking a
fresh look at how they’re approaching it,”
Todd Raque, financial crimes compliance
and anti-money laundering executive at
Featurespace, told PYMNTS.

In the space in which he operates, the
focus is on how to be more effective in
the use of the digital experience in inte-
racting with clients and how to be more
proactive in identifying emerging risks.
With the push to digital, there’s been an
increase in fraud and financial crime.

“Being out in a digital environment
and trying to be more innovative leads
to a larger kind of threat exposure
from a financial crime perspective,”
Raque said.

MANAGING THE KEY RISKS ASSOCIATED
WITH DIGITAL TRANSFORMATION

Two of the key risks that organizations
must address as they begin their digital
transformation are the cyber risks related
to unauthorized use and the risk of data
loss or leakage. To manage cyber risks,
companies must maintain the integrity of
their system, and to prevent data loss or

leakage, they must ensure the protection Bezng outina dzgltal

of data across the ecosystem.

“Because implementation approaches are
related and rely heavily upon partnerships and
third-party providers, you have to manage
those risks as it relates to entering into a
relationship with a third party who helps you
deliver modernization efforts,” Raque said.

Digital transformation also provides
new and innovative ways to fight financial
crime. For example, machine learning
provides both supervised and unsuper-
vised approaches to identify and detect
suspicious activity.

Machine learning expands the company’s
view in terms of identifying things of interest
or potentially suspicious activity, bringing
context from previous transactions to
identify outliers that may be worth looking
into. It also delivers operational efficiencies
because it focuses on the things that matter
from an investigative perspective, rather
than things that give false positives.

SUPPORTING FRICTIONLESS
CUSTOMER ONBOARDING,
INTERACTION AND PAYMENTS
As companies look to modernize, they sho-
uld have a coordinated, holistic framework
around how to address risk, Raque said.
Different stakeholders within the organi-
zation will have different views of risk, so
there should be a consolidated framework
to identify, handle and manage risks.
Companies should also make sure that
their support of reasonable innovation
aligns with their overall risk appetite and
their governance structures.

environment and trying to
be more innovative leads
to a larger kind of threat
exposure from a financial
crime perspective

“I think you have to be proactive in
your relationships as you go down this
path with your partners, the vendors that
you work with, but also from a regula-
tory perspective, where youre engaged
in the right level of conversation, that
youre bringing everybody along and
everyone’s aligned on the same outco-
mes,” Raque said.

In the coming years, there’s going to
be more progress in terms of leveraging
innovation, Raque said. For one thing, from
a regulatory perspective, there’s likely to
be new clarity and guidance coming out,
especially around anti-money laundering
(AML).

“Everyone’s used to a mobile experi-
ence, and that’s the channel that most
customers are going to engage with you
with, so there’s a huge opportunity to
take advantage of all these things coming
together and leverage the new capacity of
some of this technology — not only in the
fight against illicit finance and financial
crime, but to help support a frictionless
customer onboarding, interaction and
payment experience,” Raque said.
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Brz i jednostavan povrat
PDV-aizregionai EU

Mirko Vinceti¢, direktor CASH BACK IMO, dipl.ecc.,
Clan UO Udruzenja poreskih savetnika Srbije)

Preduzec’e CASH BACK IMO doo posluje od 2007.g. i specijalizovano za
usluge refundacije (povrata) inostranog PDV-a i to:

» Pravnim licima koja su registrovana u Crnoj Gori uspe$no vra¢amo srpski
PDV od Poreske uprave Srbije

» Pravnim licima koja su registrovana u Crnoj Gori uspesno vra¢amo inostrani
PDV iiz: Bosne I Hercegovine, S. Makedonije, Slovenije i ve¢ine drzava EU.

Mi mozemo refundirati (vratiti) PDV koji su crnogorske firme platili u Srbiji
po osnovu troskova usluga, kao $to su troskovi hotelskog smestaja, seminara i
simpozijuma; troskovi raznih kotizacija; troskovi putarine i goriva za kamione,
troskovi dorade i obrade proizvoda; iznajmljivanje automobila, poslovnih i
sportskih zabava, itd.

Nas$ najveci kvalitet jeste mreza nasih kancelarija u Regionu kao i kooperant-
skih kancelarija u drzavama EU i Americi. Zahvaljujuci tako razgranatoj mrezi
kancelarija, CASH BACK uspes$no, profesionalno i blagovremeno obavlja povrat
PDV-a za nase klijente.

Zbog dugogodisnjeg iskustva, CASH BACK IMO uziva visok ugled kod domi-
cilnih poreskih uprava, a uspesnost pozitivno resenih zahteva iznosi 98,5 %.

Pravo na povrat srpskog PDV-a imaju strana pravna lica iz:Crne Gore, Hrvatske,
BiH, S. Makedonije, Slovenije, Austrije, Nemacke, Svajcarske, Bugarske, Rumunije,
Madarske, Velike Britanije, Holandije, Belgije, Danske, Norveske.

Pravna lica iz Crne Gore, pored Srbije, imaju parvo na povrat i iz sledec¢ih zemalja
i to: Austrije, Belgije, Danske, Finske, Francuske, Irske, Island, Luksemburga,
Malte, Monaka, Holandije, Norveske Svedske, S. Makedonije, Slovenije, Bosne
I Hercegovine.

Naglasavamo da je povrat bosanskohercegovackog PDV-a od Uprave za in-
direktno oporezivanje Bosne I Hercegovine novost, posto se prAvo na povrat
primenjuje tek od prosle godine.
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povrat inostranog PDV-a za hotelski
smestaj i putovanja

- povratinostranog PDV-a za obuke,
ﬁ/ [\ simpozijume, konferencije i kongrese

povrat inostranog PDV-a za transport
Q/’ medunardnog prevoza robe i putnika

Povrat inostranog PDV-a pravnim licima koja su
registrovana v Crnoj Gori
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»Zahvaljujuci
razgranatoj mrezi
kancelarija u Regionu
kao i kooperantskih
kancelarija u
drzavama EU i
Americi, CASH BACK
uspesno, profesionalno
i blagovremeno
obavlja povrat PDV-a
za klijente

Koriste¢i nasu uslugu povrata inostranog PDV-a, klijenti mogu ustedeti 1/4
inostranih troskova, posto se stope PDV-a po pojedinim drzavama kre¢u od
18 do 27%.

Procedura pripreme dokumenata nasih klijenata je jednostavna jer se radi
po nasim instrukcijama.

Obavezna dokumenta su:
= originalne fakture (koje vracamo nakon zavrsene procedure)
= potvrda lokalne poreske uprave klijenta da je u sistemu PDV-a Crne Gore

Kod vecine poreskih uprava, krajnji rok za podnosenje dokumenata za fak-
ture iz 2021. je 30. 06. 2022..g.. Izuzetak su Holandija (tri godine unazad) i V.
Britanija (za fakture izdate od 01. 07. 2021. do 30. 06. 2022. g. krajnji rok za
podnosenje dokumenata je 31. 12. 2022. g.).

Po svim fakturama srpskih dobavljac¢a iz 2021.g. u kojima je obracunat i
iskazan srpski PDV, krajnji rok za podnosenje zahteva za povrat kod Poreske
uprave Srbije je 30. juni, 2022.

Nakon zavrsenog postupka refundacije, klijent dobija Resenje poreske uprave
drzave iz koje je vracen PDV. Ovo Resenje sluzi kao pravni osnov za potpuno
zakonito knjiZenje primljenog novca kao legalnog prihoda od refundiranog
PDV-a, kao i za svaki drugi posao (klijenti ga najcesce knjize kao vanredan
prihod).

Na zalost, crnogorska pravna lica jo$ uvek ne mogu izvrsiti povrat od poreske
uprave Hrvatske po fakturama hrvatskih dobavljaca. Naime, po hrvatskim
propisima neophodno je da Crna Gora I Hrvatska uspostave (proglase) uza-
jamnost o vracanju PDV-a. Ugovor o uzajamnosti nije klasi¢ni medudrzavni
ugovor koji podrazumeva parlamentarnu ratifikaciju nego se uspostavlja
razmenom pisama dvaju ministarstava finansija.

Cash Back IMO je u Srbiji inicirao uspostavu uzajamnosti sa Hrvatskom (i sa
drugim drzavama, Svajcarska, Madarska itd.). Slobodni smo da nasa znanja
i iskustva oko uspostave uzajamnosti izmedu Crne Gore i Hrvatske, stavimo
na raspolaganje Ministarstvu finansija Crne Gore i to probono (bez ikakve
naknade)

Nasi klijenti su mnoge uspes$ne inostrane kao i firme koje posluju u Srbiji i
u Crnoj Gori.
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CASH BACK IMO SERVICES MONTENEGRO

Fast and Easy VAT Refund
From the Region and EU

Mirko Vinceti¢, Director of CASH BACK IMO, BSc in Economics, member of the Board of
Directors of the Association of Tax Advisors of Serbia)

CASH BACK IMO has been operating since 2007 and is specialised in pro-
viding foreign VAT refund services as follows:

= We are successfullyrefunding Serbian VAT to legal persons registered in
Montenegro from the Tax Authorities of Serbia

= We are successfully refunding foreign VAT to legal persons registered in
Montenegro from Bosnia and Herzegovina, Northern Macedonia, Slovenia
and majority of EU countries.

We can refund (recover) VAT paid by Montenegrin companies in Serbia based
on service costs, costs of hotel accommodation, seminars and symposia; costs
of various registration fees; toll and fuel costs for trucks, costs of finishing and
processing products; car rental, business and sports entertainment, and the like.

Our greatest quality is ourofficenetwork in the Region as well as subcontractor
offices in the EU and USA. Thanks to such an extensiveoffice network, CASH
BACK refunds VAT to our clients in a successful, professional and timely manner.

Due to many years of experience, CASH BACK IMO enjoys a high reputation
with domicile tax administrations, and the success rate of positively resolved
requests amounts to 98.5%.

Legal persons from the following countries are entitled to refund of Serbian
VAT: Montenegro, Croatia, Bosnia and Herzegovina, Northern Macedonia,
Slovenia,Austria, Germany, Switzerland, Bulgaria, Romania, Hungary, UK,the
Netherlands, Belgium, Denmark, and Norway.

In addition to the VAT refund from Serbia, legal persons from Montenegro are
entitled to VAT refund from the following countries: Austria, Belgium, Denmark,
Finland, France, Ireland, Island, Luxembourg, Malta, Monaco, the Netherlands,
Norway, Sweden, Northern Macedonia, Slovenia and Bosnia and Herzegovina.

We emphasize that the refund of Bosnia and Herzegovina's VAT from the
Indirect Taxation Authority of Bosnia and Herzegovina is a novelty, as the right
to a refund has been applied only since last year.
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With using our service of foreign VAT refund, clients may save 1/4 of expenses
made abroad based on the fact that the majority of VAT rates range between 18
and 27% per individual countries.

The procedure of preparing documents of our clientsis simple because it is done
according to our instructions.

The required documents are:

» original invoices (which we return after the procedure is completed)
» statement from the client's local tax administration that it is in the VAT system
of Montenegro

For most tax administrations, the deadline for submitting documents for invoices
from 2021 is 30June 2022. The exceptions are the Netherlands (three years ago)
and the United Kingdom (for invoices issued from 1 July 2021 to 30 June 2022.
The deadline for the submission ofthe documents is 31 December 2022).

According to all invoices of Serbian suppliers from 2021 in which Serbian VAT
is calculated and stated, the deadline for submitting a request for refund to the
Tax Administration of Serbia is 30 June 2022.

After the refund procedure is completed, the client receives the Decision of the
tax administration of the state from which the VAT has been refunded. This
Decision serves as a legal basis for posting the received money as legal income
from refunded VAT, as well as for any other business (clients usually record it as
extraordinary income).

Unfortunately, Montenegrin legal persons are still unable to make a refund from
the Croatian Tax Administration on the invoices of Croatian suppliers. Namely,
according to Croatian regulations, it is necessary for Montenegro and Croatia to
establish (declare) reciprocity on VAT refunds. The agreement on reciprocity is
not a classic interstate agreement that implies parliamentary ratification, but is
established by exchanging letters between the two ministries of finance.

Cash Back IMO in Serbia initiated the establishment of reciprocity with Croatia
(and with other countries, Switzerland, Hungary, etc.). We are free to make our
knowledge and experience of establishing reciprocity between Montenegro and
Croatia available to the Ministry of Finance of Montenegro pro bono (free of charge)

Our clients include many successful foreign companies, as well as companies
operating in Serbia and Montenegro.

»Thanks toour
officenetwork in
the Region as well
as subcontractor
offices in the EU
and USA, CASH
BACK refunds
VAT to our clients
in a successful,
professional and
timely manner
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Jorg Gasser
Udruzenje bankara Svajcarske

Integritet |
reputacija su
kljucni za
finansijski
centar

lobalna ekonomija se suoc¢ava sa izuzetno izazovnim vremenima sa za-

okretom kamatnih stopa, inflatornim tendencijama i posljedicama rata
Rusije protiv Ukrajine. Medunarodno orjentisani $vajcarski finansijski centar
je direktno pogoden. Banke osiguravaju visok nivo stabilnosti i dosljedno se
pridrzavaju vazec¢ih nacionalnih i medunarodnih pravila i mjera.

»Banke u Svajcarskoj dosljedno sprovode nacionalne i medunarodne sankcije.
One istovremeno ulazu mjere za uskladenost poslovanja ve¢ dugi niz godina“,
naglasava predsjednik SBA Marcel Rohner.

SBA podrzava kontinuirani dalji razvoj mjera uskladenosti i sistem protiv
pranja novca. Prema SBA, dobar ugled i integritet banaka i $vajcarskog finansij-
skog centra u Svajcarskoj i inostranstvu moraju se dugoro¢no o¢uvati. Efikasna
zastita od sajber rizika takode igra vaznu ulogu. SBA radi zajedno sa nadleznim

organima i drugim akterima u sektoru na povecanju
sajber otpornosti na finansijskom trzistu. Cilj je uspo-

,,Dobar ugled i integritet banaka stavljanje struktura za saradnju izmedu finansijskih

i Svajcarskog finansijskog
centra u Svajcarskoj i
inostranstvu moraju se

institucija i nadleznih organa u cilju jacanja prevencije
i obezbjedivanja efikasnog upravljanja krizama.

AKCIONI PLAN ZA BUDUGE TRZISTE
, ODRZIVE FINANSIJE“

dugorocno ocuvati. Efikasna

zastita od sajber rizika takode

igra vaznu ulogu

Svajcarski finansijski centar Zeli da bude lider u oblasti
odrzivih finansija. SBA ostvaruje dosljedan napredak
sa konkretnim akcionim planom:
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Integrity
and reputation

are central

to the financial
centre

he global economy is facing extremely challenging times with the interest

rate turnaround, inflationary tendencies and the consequences of Russia's
war against Ukraine. The internationally oriented Swiss financial centre is
directly affected. The banks ensure a high level of stability and consistently
adhere to the applicable national and international rules and measures.

"Banks in Switzerland are consistently implementing national and inter-
national sanctions measures. At the same time, they have been investing
heavily in compliance measures for many years," emphasizes SBA President
Marcel Rohner.

The SBA supports the continuous further development of compliance measures
and the anti-money laundering system. According to the SBA, the good repu-
tation and integrity of the banks and the Swiss financial centre in Switzerland
and abroad must be preserved in the
long term. Effective protection against
cyber risks also plays an important

Swiss Bankers Association

folehere. The SBA s working fgﬁf::;f; ,Good reputation and integrityof the
players to increase cyber resilience banks and the Swissfinancial centre
in the financial market. The aim is o in Switzerland and abroad must be
establish structures for cooperation . )

between financial institutions and preserved in the long term. Effective
authorities in order to strengthen protection against cyber risks also plays

prevention and ensure efficient crisis
management.

an important role
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- Slobodna samoregu-
lacija: Novim samore-
gulacijama SBA definiSe
minimalni standard za
svoje ¢lanove i jaca kon-
kurentnost i kredibilitet
u ovoj oblasti uz visok
kvalitet davanja savjeta.
Konkretno, SBA formulise
obavezujuce zahtjeve za
svoje ¢lanove za savjeto-
davne procese na strani
ulaganja i finansiranja.
Sto se ti¢e odrzivosti fi-
nansijskih proizvoda, SBA
podrzava standarde razvi-
jene od strane $vajcarskog
Udruzenja za upravljanje

MEDUNARODNA ISKUSTVA - SVAJCARSKA

GLAVNE PORUKE | PREPORUKE

» Povodom godis$nje medijske konferencije, koja
se sada odrzava odvojeno od Dana bankara u
proljece, Udruzenje §vajcarskih bankara (SBA)
predstavlja solidno pozicioniran $§vajcarski fi-
nansijski centar sa bankama koje se pozitivno
razvijaju.

« Globalna ekonomija se suocava sa izazovnim
vremenima sa visoko inflatornim tendencijama i
posljedicama rata u Ukrajini. Banke su otporne i
dosljedno se pridrzavaju primjenjivih nacional-
nih i medunarodnih pravila i mjera, uklju¢ujuci
sankcije.

« "Odrzivo finansiranje” je vazno buduce trziste
za banke. Potraznja za odrzivim proizvodima
raste. Kako bi ojacala svoju konkurentnost na
ovom trzi$tu, SBA se oslanja na konkretan akcioni
plan. Samoregulacijom i drugim prilagodenim
mjerama, banke daju efikasan i konkretan do-
prinos postizanju ciljeva Pariskog klimatskog
sporazuma i postavljaju vazne temelje za dodatni
rast.

maj 2022 |

okvirni uslovi‘ kaze Marcel
Rohner, predsjednik SBA.

»Nasim inicijativama
zelimo da doprinesemo
promociji preduzetnistva
i inovacija kroz intenzivnu
konkurenciju i faktore
atraktivne lokacije. To je
Svajcarsku ucinilo jakom
i tim putem Zelimo da
nastavimo'

Povodom Godi$nje me-
dijske konferencije 2022.,
Marcel Rohner posebno
identifikuje Cetiri centralna
stuba rasta: intenzitet kon-
kurencije, medunarodnu
konkurentnost, otpornost

imovinom (AMAS).

- Neto-nulte inicijative: SBA smatra da su neto-nulte
inicijative efikasnosti instrumenti za postizanje klimatskog
cilja do 2050. Predlaze da se njegovi ¢lanovi pridruze
medunarodnim neto-nultim savezima i inicijativama
za odrzivost u bankarskom sektoru. SBA tezi statusu
pristalica kod Neto-nultog bankarskog saveza.

- Obuka: SBA i banke dosljedno integrisu ESG kompe-
tencije u obrazovanje i obuku. Cilj SBA je da obezbijedi
da svi savjetnici za klijente imaju odgovarajuca znanja
iz oblasti ESG-a i da ih koriste u procesu savjetovanja.

ATRAKTIVNI OKVIRNI USLOVI ZA
RASTUCI BANKARSKI CENTAR

»Banke u Svajcarskoj su sada stabilne i pozitivno se
razvijaju. Nakon rada na ¢i$¢enju bilansa nakon finan-
sijske krize i obrade velikih regulatornih projekata,
znakovi u bankarskom sektoru ukazuju na rast. Da bi
bankarski sektor rastao odrzivo, potrebni su atraktivni

i politiku lokacije. SBA se

intenzivno bavi ovim stu-
bovima. SBA je posvecena jasnim ciljlevia i upucuje
konkretne zahtjeve industrije javnosti, politici i nad-
leznim organima.

FOKUSIRATI SE NA REFORMU POREZA PO ODBITKU

Cak i nakon glasanja o ukidanju taksene marke u
februaru 2022. godine, poreska politika ostaje na vrhu
dnevnog reda sa reformom poreza po odbitku.

»Svajcarska ima mnogo uspjesnih kompanija, od
kojih mnoge igraju u najvisoj ligi $irom sveta. Ali
danas se te kompanije mogu finansirati samo preko
$vajcarskog trzista kapitala pod veoma teskim uslo-
vima, zbog Cega se sele u inostranstvo. Bilo bi mnogo
mudrije kada bi $vajcarske kompanije mogle da se
finansiraju u Svajcarskoj, kaze izvréni direktor SBA
Jorg Gasser i dodaje: ,,Zato je potrebna reforma po-
reza po odbitku. Ako Svajcarska ukloni svoje poreske
prepreke, kompanije nece odlaziti u inostranstvo, ve¢
¢e poslovati u Svajcarskoj.
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ACTION PLAN FOR
THE FUTURE MARKET
"SUSTAINABLE FINANCE"

The Swiss financial centre wants
to be a leader in the field of
sustainable finance. The SBA
is making consistent progress
with a concrete action plan:

- Free self-regulation: With
new self-regulations, the SBA
defines a minimum standard
for its members and strength-
ens competitiveness and cred-
ibility in this area with a high
quality of advice. Specifically,
the SBA formulates binding
requirements for its members
for the advisory processes on
the investment and financing

SOCIAL BOOKMARKS

« On the occasion of today's annual media
conference, which now takes place separately
from Bankers Day in spring, the Swiss Bankers
Association (SBA) is presenting a solidly positi-
oned Swiss financial centre with banks that are
developing positively.

« The global economy is facing challenging
times with highly inflationary tendencies and
the consequences of the war in Ukraine. The
banks are resilient and consistently adhere to
the applicable national and international rules
and measures, including sanctions.

« "Sustainable finance" is an important future
market for banks. The demand for sustainable
products is growing. To strengthen its com-
petitiveness in this market, the SBA is relying
on a concrete action plan. With tailor-made
self-regulation and other measures, the banks
are making an effective and concrete contribu-
tion to achieving the goals of the Paris Climate
Agreement and are laying an important foun-
dation for additional growth.

signs in the banking sector are
pointing to growth. In order
for the banking sector to grow
sustainably, attractive frame-
work conditions are needed,"
says Marcel Rohner, President
of the SBA.

"With our initiatives, we want
to contribute to promoting en-
trepreneurship and innovation
through intense competition
and attractive location factors.
This has made Switzerland
strong and we want to build
on that."

On the occasion of the 2022
Annual Media Conference,
Marcel Rohner specifically
identifies four central pillars of
growth: intensity of competi-

side. With regard to the sustainability of financial products,
the SBA supports the standards developed by the Asset
Management Association Switzerland (AMAS).

- Net-zero initiatives: The SBA considers the net-zero
initiatives to be effective instruments for achieving the
2050 climate target. It recommends that its members
join international net-zero alliances and sustainability
initiatives in the banking sector. The SBA is aiming for
supporter status with the Net Zero Banking Alliance.

- Training: The SBA and the banks consistently integrate
ESG competencies into education and training. The SBA aims
to ensure that all client advisors have appropriate knowledge
in the field of ESG and use it in the consulting process.

ATTRACTIVE FRAMEWORK CONDITIONS
FOR A GROWING BANKING CENTRE

"Banks in Switzerland are now stable and developing
positively. After the clean-up work after the financial
crisis and the processing of major regulatory projects, the

tion, international competitiveness, resilience and location
policy. The SBA deals intensively with these pillars. It is
committed to clear goals and addresses concrete demands
of the industry towards the public, politics and authorities.

FOCUS ON WITHHOLDING TAX REFORM

Even after the vote on the abolition of stamp duty in
February 2022, tax policy remains at the top of the agenda
with the reform of withholding tax.

"Switzerland has many successful companies, many of
which play in the top league worldwide. But today these
companies can only finance themselves via the Swiss capi-
tal market under very difficult conditions, which is why
they are moving abroad. It would be much wiser if Swiss
companies could finance themselves in Switzerland," says
SBA CEO Jorg Gasser, adding: "That is why the reform of
withholding tax is needed. If Switzerland removes its tax
obstacles, we will no longer give the business away abroad,
but operate it in Switzerland."
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José Luis
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U Spaniji
finansijske imovine
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40%

»Postoji usaglasenost da ée nivo
kamatnih stopa u bliskoj buducnosti
i dalje biti mnogo nizi od inflacije za
koju se ocekuje da Ce ostati visa i duZe

od ocekivanog

Centralne banke pojacavaju svoju poruku o odr-
zavanju povoljnih finansijskih uslova u bliskoj
budu¢nosti, $to ne znaci da zvani¢ne kamate ne mogu
rasti. Zapravo, u nekim slucajevima se ve¢ otvoreno
govori o ovoj moguc¢nosti, iako postoji usaglagenost
da ¢e nivo kamatnih stopa u bliskoj budu¢nosti i dalje
biti mnogo nizi od inflacije za koju se ocekuje da ¢e
ostati visa i duze od ocekivanog.

Stednja je smisljen i planski ¢in. Na taj nacin presta-
jemo da tro$imo danas da bismo to ¢inili u budu¢-
nosti, bilo zato $to imamo konkretan cilj potro$nje
ili predvidamo buduce potrebe. U ovom drugom
slu¢aju akumuliramo rezerve sa ciljem da ih u¢inimo
profitabilnim. Ali ako je ova profitabilnost niza od
inflacije, zbog Stednje slabi kupovna mo¢.

U Spaniji, vise od 40% finansijskih sredstava sta-
novnistva je u gotovini i depozitima. Moramo uzeti

u obzir da je alternativa depozitima, u smislu sigur-
nosti i poverenja, javni dug, uglavnom sa negativnim
kamatnim stopama. Ostatak distribucije finansijskih
sredstava $panskih domacinstava ¢ine ucesée u kapi-
talu kompanija (25% od ukupne vrijednosti), fondova
osiguranja i penzija (16%) i ucesc¢a u investicionim
fondovima (15%).

Segment investicionih fondova je najvise povecao
svoju tezinu u portfoliju $panskih investitora tokom
protekle godine. Nije iznenadujuce, posto su oni u
skladu sa tri principa na kojima se zasniva $tednja:
dostupnost, dosljednost i profitabilnost. Klju¢no za
investitore je da osmisle portfolio sredstava koji od-
govara njihovom profilu rizika. A u ovom trenutku
neophodna je i finansijska edukacija, kao garancija
razumne analize investicije prije donosenja odluke i
dobrog stru¢nog savjete kad god je to moguce.
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INTERNATIONAL EXPERIENCES - SPAIN

José Luis Martinez Campuzano,

Spokesman for the Spanish Banking Association

In Spain, more than 40%
of families' financial
assets are in cash

and deposits

»Lhere is unanimity that the level of
interest rates in the near future will

continue to be much lower than inflation
that is expected to remain higher and for

longer than expected

entral banks reinforce their message of maintaining

favourable financial conditions in the near future,
which does not mean that official interest rates cannot
rise. In fact, in some cases there is already open talk of
this possibility, although there is unanimity that the
level of interest rates in the near future will continue
to be much lower than inflation that is expected to
remain higher and for longer than expected.

Saving is a deliberate and planned act. In doing so
we stop spending today to do so in the future, either
because we have a concrete consumption goal or we
are anticipating future needs. In the latter case we
accumulate reserves with the aim of making them
profitable. But if this profitability is lower than infla-
tion, savings lose purchasing power.

In Spain, more than 40% of families' financial as-
sets are in cash and deposits. We must consider that

the alternative in terms of security and confidence to
deposits is public debt, largely with negative interest
rates. The rest of the distribution of the financial assets
of Spanish households are the equity stakes of compa-
nies (25% of the total), insurance and pension funds
(16%) and participations in investment funds (15%).

The segment of investment funds was the one that
increased its weight in the portfolio of Spanish inves-
tors the most during the past year. It is not surpris-
ing, since they comply with the three principles on
which savings are based: availability, consistency
and profitability. The key for investors is to design
a portfolio of funds appropriate to their risk profile.
And at this point, financial education is essential, as
a guarantee of a reasoned analysis of the investment
prior to decision-making, and having good profes-
sional advice whenever possible.
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UDRUZENJE BANAKA
CRNE GORE

ASSOCIATION OF
MONTENEGRIN BANKS

Addiko Bank AD Podgorica
Adriatic bank

Crnogorska komercijalna banka AD Podgorica
Erste Bank AD Podgorica
Hipotekarna Banka AD Podgorica
Lovcéen banka AD

NLB Banka

Prva banka Crne Gore 1901.
Universal Capital Bank

Zapad Banka AD Podgorica
Ziraat Bank

UDRUZENI
OKO ZAJEDNICKOG
CILJA





